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Preface

In theory, the term middleware denotes any software that can be used for more
than one application. In practice, the term middleware tends to denote software
abstractions for distributed computing, including communication abstractions
such as RPC, and reliability abstractions such as transactions. Devising and im-
plementing such adequate abstractions has constituted an active area of research
in the last decade, bridging the gap between various fields, including program-
ming languages, distributed systems, networking, and databases.

Middleware 2001 built upon the success of Middleware 2000 and Middleware
1998, as ideal forums for researchers and industrialists in these fields to present
and discuss the latest middleware results.

Among the 116 initial submissions to Middleware 2001, 20 papers were sel-
ected for inclusion in the technical program of the conference. Every paper was
reviewed by at least three members of the program committee. The selection of
the papers was performed during a program committee meeting, held in Lau-
sanne on 6 July 2001. The papers were judged according to their originality,
presentation quality, and relevance to the conference topics. The accepted pa-
pers cover various subjects such as mobility, scalability, quality of service, and
reliability.

I would like to express my deepest appreciation to the authors of the submit-
ted papers, to the program committee members for their diligence in reviewing
the submissions, to Richard van de Stadt for perfectly running CyberChair, and
finally to the members of the steering committee and the other organizing com-
mittee members for their efforts towards making Middleware 2001 a successful
conference.

August 2001 Rachid Guerraoui
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Automated Analysis of Java Message Service Providers

Dean Kuo and Doug Palmer

Software Architectures and Component Technologies Group
CSIRO Mathematical and Information Sciences

GPO Box 664, Canberra, Australia
{dean.kuo, doug.palmer}@cmis.csiro.au

Abstract. The Java Message Service (JMS) is a specification that provides a
consistent Java API for accessing message-oriented middleware services. This
paper presents a test harness that automates the testing of JMS implementations
(providers) for correctness and performance. Since the JMS specification is
expressed in informal language, a formal model for JMS behaviour is developed,
based on the I/O automata used in other group communication systems. The test
harness has been successfully used to test a number of JMS implementations.
This paper contains a descriptive presentation of the formal model, the full details
are found in a technical report.

Keywords: Automated component testing, performance analysis, formal model,
JMS, I/O Automata.

1 Introduction

Message-Oriented Middleware [13] (MOM) is a popular building block for the con-
struction of distributed systems especially loosely coupled systems. When using MOM,
decoupled software components communicate by asynchronously exchanging messages.
The message management layer can be separated from the application code and MOM
systems typically provide a platform for reliably delivering messages between these inde-
pendent software components. Messaging systems can be contrasted with synchronous
remote procedure call systems, such as CORBA; the asynchronous nature of MOM
makes it a suitable candidate for designs where a high level of autonomy is a desirable
design goal. See [2] for a survey of middleware models.

In general, the semantics of MOM are quite simple: the construction of a message,
passing it to the middleware with a destination and receiving a message from the mid-
dleware. One source of additional complexity arises from services supplying guaranteed
levels of reliability and management. For example, it may be necessary to have messages
survive across failures or be delivered in the same order relative to messages from other
senders. Another source of complexity is whether the messaging system uses point to
point, broadcast or multicast1 delivery. The problems of reliable message delivery have
been extensively studied in Group Communication Systems (GCSs). GCS can be cate-
gorised according to the properties that they have in terms of message delivery, reliability
and membership management [16,3].

1 Normally called publish/subscribe or pub/sub in MOM circles.

R. Guerraoui (Ed.): Middleware 2001, LNCS 2218, pp. 1–14, 2001.
c© Springer-Verlag Berlin Heidelberg 2001



2 D. Kuo and D. Palmer

MOM can be provided as a simple API, since it can be modelled as a single service to
which requests for delivery or notification are made. The Java Message Service (JMS)
is a Java interface specification to MOMs [4,12]. Individual JMS providers supply a
underlying platform that supports the semantics of JMS. Examples of JMS providers are
MQSeries [5] and SoniqMQ [14].

When building a JMS provider, the question of whether the provider accurately
follows the JMS specification arises. JMS provides a large number of features: persistent
delivery, durable subscription, transactional delivery, to name a few. Testing a JMS
provider is complicated by JMS being part of a distributed, asynchronous system, making
questions of whether a message has been received, and whether it should have been
received an essential part of the testing process. Ideally, the JMS specification would
contain a formal model that exactly specifies which messages are required to be delivered
and to which receivers. Testing a JMS provider would then be a matter of comparing the
behaviour of the provider against this formal model. However, the JMS specification is
designed only as a standard API to existing MOM and is not a model for messaging. As
a result, the JMS specification is, at places, somewhat vague on the expected behaviour
of a JMS provider, with delivery latency and subscription latency affecting the delivery
of messages.

The properties of GCSs can be used to build a formal model of JMS behaviour.
Many of the properties of GCS described by Vitenberg et al [16] can be directly applied
to JMS. Some of the formalism of GCSs, however, rely on more knowledge than JMS
is able to provide.

GCS group membership is expressed in terms of views: sets of processes to which
a message should be delivered. The sender of a message knows which view a message
has been sent in and, therefore, which receivers should be getting the message. Pub-
lish/subscribe, however, is usually an anonymous communication model with a pub-
lisher publishing on a topic with no knowledge of the potential subscribers [10]. A
consequence of this anonymous model is that JMS provides no means of determining
view membership.2 As a result, the view formalism cannot be applied to JMS without a
considerable white-box knowledge of the underlying provider implementation.

Similarly, the liveness properties discussed in Vitenberg et al cannot be directly de-
rived from the JMS specification, as failure detection is not part of the JMS specification.
In addition, JMS is a purely asynchronous system; no upper bound is placed on message
delay[3]. In general, however, performance measures, such as the maximum sustainable
throughput of messages and the maximum message delay can be used to impose an
upper bound; messages that are delayed beyond this time are assumed to be lost.

This paper describes a methodology for black-box testing of a JMS provider. A test
harness exercises the JMS provider and a model of the expected behaviour of the JMS
provider is built; this model can then be compared against the actual behaviour of the
provider. Black-box testing relies on the externally observable behaviour of a system.
Since views are not observable entities in JMS, the model uses initial and final message
deliveries to a receiver to mark changes of view. Performance measures are used in place
of testing liveness properties. This methodology has been implemented as a distributed

2 A JMS provider may have a distributed architecture that makes exact calculation of view either
impossible or very expensive. For example, a collection of listeners acting as filters for groups
of subscribers.
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test harness which manages a series of tests and analyses the results. The test harness has
been used to aid the component testing of Fujitsu’s JMS product that will be later released
onto the market. The harness is also being used to compare performance of different JMS
implementations. It should be noted that this paper is not about discussing the results
of testing a variety of JMS implementations but to describe a tool that automates the
testing.

The test harness provides JMS application developers a vendor independent tool to
compare the performance of different JMS providers. The developers can configure the
tests to closely resemble the target environment. The result is that developers can gather
accurate information on which JMS provider best suits their requirements.

The Ballista project [6] describes the automation of robustness testing of off-the-
self software components. That is, it tests for component failures caused by exceptional
inputs or stressful environment conditions. They do not test for correct behaviour nor
performance testing, which is the focus of the JMS test harness described in this paper.

The paper is structured as follows: Section 2 contains a discussion of the properties
of GCSs and their application to JMS. An informal analysis model for JMS, based
on the properties discussed in section 2 is presented in section 3. The formal analysis
model, upon which section 3 is based, can be found in [7]. Design, implementation and
experience gained in developing the test harness is given in section 4. Conclusions and
future directions is given in section 5.

2 Background

This section provides a brief overview of JMS and GCS.

2.1 JMS

JMS defines a Java API for message oriented middleware (MOM) and a number of
implementations already exist. JMS defines two forms of messaging: point to point and
publish and subscribe.

A typical JMS client uses JNDI (Java Naming and Directory Interface) [8] to load
a ConnectionFactory and a set of destination objects into a JMS client. The connection
factory is used to create connections with the MOM which is then used to create a set
of sessions. Message producers then use sessions and destinations to send messages to
message consumers. Message consumers also use sessions and destinations to receive
messages.

A session can be specified as transacted. Each transaction groups a set of message
sends and receives into a unit of work. If the session commits then all received mes-
sages are acknowledged and all outgoing messages are sent. If the session aborts, all
messages received are recovered while all outgoing messages are destroyed — that is,
the operations in the transaction never took place.

For non transactional receivers, JMS defines three acknowledgement modes. The
options include lazy acknowledgement which reduces the work done by a session but
duplicate messages may be delivered; sessions automatically acknowledges each mes-
sage; and the JMS client manually acknowledges the receipt of message(s).
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A JMS client that produces messages create them via sessions. The client specifies
whether the message is a persistent message or a non-persistent message. Persistent mes-
sages are guaranteed to eventually arrive at its destination(s) even if failures (system or
communication) occur. For non-persistent messaging, the messages should be delivered
since failures may cause it to be lost.

Determining the destination of a message is simple for point to point messaging.
The message producer explicitly specifies the intended destination. Defining correct
behaviour is thus straightforward.

For publish and subscribe messaging, defining correct behaviour requires us to know
the destinations of a published message. However, the destination of a message is un-
known to the publisher since it has no knowledge of who has subscribed to the topic and
there is no way, using the JMS API, to determine who are the current subscribers (i.e.
no view membership API in JMS). Discussion and the definition of correct behaviour
for publish and subscribe is described in section 3.

JMS defines two forms of subscribers: non-durable and durable. A non-durable
subscriber will only receive messages while it is active. For durable subscribers, messages
that would have been delivered while it was inactive will be delivered to the subscriber
when the subscriber becomes active again — that is, the JMS implementation has to
retain all the messages while the subscriber was inactive.

JMS defines a 10 level priority (0 − 9) where 9 is the highest priority and 0 the
lowest. The JMS implementation only needs to provide a best effort in delivering higher
priority messages before lower priority messages.

Messages from the same message producer are guaranteed to be delivered to con-
sumers in the same order as they were sent if their message priorities and delivery
modes are the same. In addition, messages sent in non-persistent mode may skip ahead
of messages sent in persistent mode but the reverse is not permitted.

2.2 GCS

The publish and subscribe component of JMS is a lightweight form of (GCS) [16]. GCSs
typically provide reliable multicast and group membership services. Each message sent
by an application will be delivered, if certain conditions are met, to all the processes in
the current membership group. This is similar to JMS delivering messages published on a
particular topic to all subscribers that have subscribed to the topic. One major difference
however is that JMS does not expose to the JMS application who the subscribers to a
topic are while in GCS, each process is notified when a view changes.

Applications such as state-machine replication and distributed transactions rely on
a precise membership service. We view JMS as a lightweight version of a GCS since
JMS does not provide any sort of precise membership service and thus do not provide
properties such as sending and same view delivery [16].

GCS and related papers [16,3,10,9] and papers referenced in [16] typically describe
algorithms, analysis algorithms, define correctness and describe implementations of
GCS. JMS is a standard and just defines an API, and informally defines correctness.

Both JMS and GCS share some basic safety and liveness properties such as deliv-
ery integrity (messages received by consumers where actually sent by some message
producer), FIFO delivery and reliable message delivery. JMS’ reliable message deliv-
ery requires that persistent messages be eventually delivered even if communication
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or process failures occur while in GCS, it only requires that messages be delivered in
the absence of failures. Thus, JMS’ notion of reliable message delivery is stronger than
GCS’.

3 Analysis

The main objective of the JMS test harness is to analyse the behaviour — correctness
and performance — of any JMS implementation. This section describes how the JMS
test harness analyses the results from tests. For each test, an execution trace (logged
events from a test) is generated by the JMS test harness. The trace is then analysed to
verify correctness and to determine performance.

The first task is to formalise the specification as the JMS specification [4] is currently
only informally specified in English. There are two types of correctness properties, safety
properties and liveness properties [9]. Safety properties basically say that what has
happened is correct or something bad has not happened. Liveness properties basically
say that something good will eventually happen if certain conditions are met.

The test harness logs each event that occurs. Thus, it is straightforward to analyse an
execution trace to verify that safety properties have not been violated. However, this is
not the case for liveness properties since one can not determine if an event will eventually
happen. The approach taken by the test harness is only test for safety, and instead of
testing for liveness, perform performance evaluation.

Sections 3.1 and 3.2 respectively describe the JMS safety properties and the perfor-
mance analyses. The safety properties discussed in this section are presented informally,
giving an intuitive feel for the structure of the properties. A full formal definition is given
in [7].

3.1 Safety Properties

This section describes the JMS safety properties. They cover message delivery, transac-
tions, message ordering, durable subscriptions, message priority and message expiration.

Point-to-point messaging essentially delivers messages to a destination; a named
queue. Receivers can pick up messages from this destination asynchronously, with the
messages waiting until a receiver appears. Publish-subscribe messaging delivers mes-
sages to the group of subscribers that have subscribed to the topic the message was
published on. Senders to a queue and publishers on a topic are collectively termed mes-
sage producers. Receivers from a queue or subscribers to a topic are message consumers.

Message Delivery. This section describes the safety properties for both publish and
subscribe and point-to-point messaging. Message delivery tests that all messages that are
required to be delivered to a consumer are actually delivered to the consumer. Defining
exactly which messages fall into this category is not straightforward due to message
delivery latency times and latency times to register a subscription.

When a message is sent to a queue or published to a topic, there is a delivery latency as
the message passes through the message system before arriving at its destination(s). The
delivery latency may mean that the message, even though sent while the consumer was
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active may arrive after the consumer has closed its connection, leading to the message
not being received by the ex-consumer.

When a subscriber subscribes to a topic, there is a subscription latency while the
subscription propagates throughout the system. Since publishers are not likely to send
messages to non-subscribing nodes, it is possible for a published message not to be
delivered to a subscriber even though the subscriber has recently subscribed.

Queue receivers and durable subscribers have the property that messages not deliv-
ered to a consumer wait until a consumer becomes available. The newly active consumer
may not be the same consumer as any of the previous consumers. Given this behaviour, it
is thus natural to treat a destination or subscription as an end-point for message delivery
and reason about groups of consumers. Note, the group of consumers for a non-durable
subscription contains exactly one process as the subscription terminates as soon as the
process closes the subscription.

The set of messages that are required to be delivered to a consumer depends on the
operational modes of the producer and consumer — e.g. transactional, durable (sub-
scriber) and persistence. Before we can define exactly which messages are required
to be delivered, we need a number of preliminary definitions to capture the semantics
of transactional producers and consumers, and durable subscribers. The first definition
defines exactly which messages have been sent by a producer. In the definition, notice
that for transactional producers, a message is not deemed to be sent until the producer
commits.

Definition 1. Sent Messages
If the producer p is non-transactional, then the message msg is defined as sent by p if
the producer successfully sends the message — that is, the method publish(msg) or
send(msg) returns with no exception thrown.

If the producer p is transactional, then the message msg is defined as sent by p if
the publisher successfully sends the message within a transactional context t and t later
commits. ��

Similar to the above definition, we define exactly which messages have been received
by a consumer.

Definition 2. Received Messages
If the consumer c is non-transactional, then a message is defined as received by c if the
consumer successfully receives the message.

If the consumer s is transactional, then a message is defined as received by s if the
consumer successfully receives the message within a transactional context t and t later
commits. ��

It is now possible to define the basic delivery integrity property, which states that
each message received by a consumer was actually produced by some producer. This
property is the same as property 4.1 in [16].

Property 1 Delivery Integrity
For each consumer c and each message m in c’s Received Messages, m is also in the set
Published Messages for some producer p. ��
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Due to delivery latency and subscription latency, it is not possible to define ahead
of time exactly which messages will be delivered to a consumer. Instead, given the first
message from a producer that arrives at a consumer and the last message from a producer
that arrives before the consumer closes, it is possible to construct the set of messages
that should have been received in the intervening period. To do this, it is necessary to
identify the next message from a producer that should follow a received message.

Definition 3. Next Message
Given a message m sent by a producer p and received by a consumer c, the next message
that should be received by c from p is the message produced immediately after m by p.

Messages are assumed to be delivered to either queues or subscriptions (each with
a unique identifier3), representing a consumer group. Consumer groups are given the
identifier of the queue or the subscription that they represent. A consumer becomes the
active consumer of a consumer group when it opens a destination and it stops being
the active consumer once it closes the destination. Note, message may still arrive at a
consumer group even if there are no active consumers. It is therefore necessary to iden-
tify the last close and last message delivered. Note that, for non-durable subscriptions,
there will be at most one close operation since the consumer group for a non-durable
subscription contains exactly one subscriber.

Definition 4. Last Close
The last close of a queue or subscription id is the last close operation of consumer (queue
receiver or subscription) group on id. ��

Definition 5. Last Message
The last message from a producer p to a consumer group id is the last message sent from
p to id which is received before the last close of id. ��

The last message defines the last message received by a consumer group from a
producer. It is also necessary to identify the first message received by the consumer.
Subscription latency in publish and subscribe style of messaging means that the definition
of first message will be different for a queue and a subscription.

Definition 6. First Message
The first message, m, from a producer p to a consumer group id is either:

– If id is a queue, then m is the first message sent by p.
– If id is a subscription, then m is the first message sent by p that was received by a

subscriber to id. ��
Once the first and last messages have been identified, correctness requires that all

messages between these messages are received by some consumer of the queue or sub-
scription.

Property 2 Required Messages
The required message set for an end-point (queue or subscription) id and a producer p
is defined, recursively, as:

3 Non-durable subscribers are allocated an artificial subscription for the life of the subscriber.
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– If m is the first message from p to id then m is in the required message set.
– If m is in the required message set, and m′ is the next message after m from p, then

either m is the last message from p to id or m′ is in the required message set.

The required message set is the union of all required message sets over all p and id.
Correctness requires that the union of all messages received by consumers be a super
set of the required message set. ��

Message Ordering. Messages sent by a message producer with the same message
priority and delivery mode and, on the same topic in the case of pub/sub messaging style,
must be delivered in the same order as it was sent. Message ordering is a basic property
of any GCS and property 6.1 in [16] describes this property. Verifying that message
ordering has been preserved can be reduced to verifying the following property:

Property 3 Message Ordering
Take any message msg received by a message consumer and message msg′ is the
previous message received by the consumer that is from the same producer, on the same
topic (in the case of pub/sub messaging) with the same message priority and delivery
mode as the message msg.

Ordering is preserved if msg′ was published before msg. ��

Figure 1 illustrates that if message ordering is not preserved then there exist messages
msg and msg′ satisfying the conditions in property 3 where msg′ was not published
before msg.

Message Priority. Since the JMS Specification specifies that supporting message prior-
ity only requires a best effort, the following property can be relaxed or dropped altogether.
There is no corresponding property in [16].

Property 4 Message Priority
The mean message delivery time between a producer and consumer for a lower message

Publisher

Subscriber

Time

MsgMsg'

Msg'Msg

Fig. 1. Message Ordering



Automated Analysis of Java Message Service Providers 9

priority is greater or equal to the mean message delivery time for a higher message
priority.

This correctness property assumes that messages produced for the different priorities
are produced at the same rate, on the same topic or to the same queue and with the same
message delivery mode. ��

Expired Messages. The JMS specification requires that a JMS provider should do
its best to accurately expire messages [4]. However, the specification does not define
the accuracy required by a JMS provider, beyond stating that time-to-live should not
be simply ignored. There are two parts to this property: one relates to the number of
expired messages that have been delivered to a consumer; the other relates to the number
of non-expired messages that were not delivered to the consumer. The test harness (a
JMS client) has no way of determining which messages have been expired while in the
JMS provider, and which messages were correctly delivered, but expired by the time the
client processed them. Precise tests for message expiry are, therefore, impossible from
the perspective of the test harness.

An expectation model allows the expiry property to be tested, without too much
knowledge of the internal workings of a JMS provider. To build the expectation model,
it is necessary to define which messages could have been received by a consumer.

Definition 7. Possibly Received Messages
A message m sent to a queue q is a member of the possibly received messages of q. A
message m published on topic t is a member of the possibly received messages of s, if
s has subscribed to t. ��

The simple expectation model that we have deployed specifies that a possibly re-
ceived message is expected to be delivered if the mean latency time is less than or equal to
the time-to-live time of the message or when the message’s time-to-live is 04; Otherwise,
the message should not be delivered.

Property 5 Expired Messages
The property is in two parts.

– The number of expired messages that are delivered as a percentage of the number
of expected expired messages is less than some pre-specified percentage.

– The number of non-expired messages delivered as a percentage of the number of
expected non-expired messages is greater than some pre-defined percentage. ��
The configuration we define to test message expiration sets message time-to-live to

either 1 (milli-seconds) or 0 (infinity) — thus, all messages with time-to-live of 1 are
not expected to be delivered while all messages with time-to-live of 0 are expected to be
delivered.5

A more realistic expectation model would use a message’s time-to-live and the run’s
delay histogram to determine the probability that a message should be delivered. As the
test configuration only use time-to-live of 0 and 1, the simplified expectation model is
sufficient for testing purposes.

4 A time-to-live of 0 means that the message never expires — i.e. infinite time-to-live
5 Granularity considerations within the JMS provider may result in some inaccuracy in expiry.

For example, a 1 milli-second time-to-live may be rounded up to 1 second.
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3.2 Performance

A trivial JMS implementation — one that never delivers any messages — will satisfy
all the safety properties discussed in Section 3.1. Liveness properties show that a JMS
implementation does something useful but it is not possible, from analysing an execution
trace, to verify liveness properties. Instead of testing for liveness, the JMS test harness
measures the performances of the JMS implementations. Trivial JMS implementations
can easily be identified, since their throughput will always be zero messages per second.

Performance analysis enables users of JMS to compare the throughput of different
JMS implementations. They can then use these results to determine the implementations
that meet their performance requirements.

The configuration of a test specifies the rate at which messages should be sent. From
the execution trace, the analysis determines the rate at which messages were actually
sent and the rate at which messages are delivered. The configuration is highly flexible
and allows the users to specify the message body type (StreamMessage, MapMessage,
TextMessage, ObjectMessage and BytesMessage) and size of messages to be sent, the
message priority, delivery mode, whether the producers and consumers are transactional,
the acknowledgement modes of the consumers (if applicable), amongst others. Tests
can also be configured such that the senders send messages in bursts or with a profile
corresponding to a piosson distrution. The test harness can be employed to determine
the performance of the JMS provider under different configurations without the need to
write any code.

Figures 2 and 3 show two different behaviours of two JMS providers under pub/sub as
the message send rate is increased over a number of tests — note that these figures do not
have equal scales. The first figure also shows that the throughput remains constant when
the send rate is greater than then maximum throughput that the JMS implementation
can handle. The second figure shows the subscriber throughput drops as the system is
over-stressed.
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Fig. 2. Example Throughput Results: JMS Provider I

The performance measures taken give some indication of the overall behaviour and
usefulness of the system. The performance measures are also used to evaluate some
correctness properties, where approximate measures are taken (properties 4 and 5).
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Fig. 3. Example Throughput Results: JMS Provider II

A running test is divided into three periods: warm-up, run and warm-down. The
warm-up period is a pre-defined period at the start of each test. After the warm-up
period, the harness assumes that the system is in a steady state. The warm-down pe-
riod represents a period during which producers stop producing messages, allowing
consumers to catch up with any tail of un-consumed messages that has built up. The
correctness properties apply to all three periods. Performance measurements are taken
only for messages produced during the run period.

The performance measures are calculated by examining the test harness logs and
matching message identifiers. The following performance measures are taken:

producer throughput. The rate of message production, both in terms of messages per
second and message body bytes per second.

consumer throughput. The rate of message consumption, both in terms of messages
per second and message body bytes per second.

message delay. Message delay is calculated as time between the start of the message
delivery to a consumer and the start of the call to send or publish the message6. The
maximum, minimum, mean and standard deviation of message delays are calculated.

fairness. Fairness is a measure of the level to which the provider favours a producer
or consumer over other producers and consumers — the standard deviation of the
message delay is another measure of fairness. Unfairness is defined as the standard
deviation of the per-producer or per-consumer mean delay.

4 Design

The JMS test harness is designed to allow automated testing of a JMS provider across
a number of independent machines, connected by a network. The architecture of the
harness is shown in figure 4.

6 An alternative measurement of delay would be the time between the message delivery and
the time the message production method returns. Some JMS providers appear to implement
message delivery, particularly for non-persistent messages, via a series of synchronous calls.
The alternative measurement, in these environments, can produce apparently negative delays.
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Fig. 4. Test Harness Architecture

A number of tests are run, in separate Java virtual machines and distributed across
several systems. A test creates a variety of producers and consumers and starts sending
and receiving messages. As each message is sent and received, these events are logged
to disk, along with the unique message identifier and a timestamp.7 Individual produc-
ers and consumers can be configured with different message production, persistence,
durability and other characteristics, as well as connection and disconnection behaviour.
The producers and consumers are grouped into nodes, which can be configured to share
resources such as JMS connections or sessions.

The running of a test is handled by test daemons, usually one to a machine. The test
daemons are responsible for launching the tests, starting the tests in a coordinated fashion
and monitoring the tests for completion (or failure). The test daemons are coordinated
by a daemon prince, a program responsible for scheduling tests and ensuring that the
test daemons stay coordinated. The daemon prince, test daemons and tests use RMI [15]
to coordinate, to avoid relying on the same middleware as the middleware being tested.

When a test completes successfully, the test logs are collected and returned to the
daemon prince. The daemon prince then inserts the logs into a SQL database, using
JDBC [17]. A set of SQL statements are then used to verify correctness and to deter-
mine performance. The SQL statements correspond to the JMS properties described in
section 3.

The SQL database used is Microsoft Access. Configuration screens, test generators
and results reporting are handled by the Access forms and reports facilities.

4.1 Experience

In general, the test harness has performed well. It has proved quite robust, catching
crashed tests, cleaning up and continuing on with the next test. Hooks for initialisation
scripts allow the JMS provider to be reset between each test, if the JMS provider has
failed.

7 The test analysis is dependent, particularly when testing performance, on all system clocks being
synchronised. The network time protocol [11] (NTP) provides synchronisation to millisecond
accuracy — the precision of the timestamps.
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During simple correctness testing, where the number of messages produced is fairly
small, the above design is adequate. However, when performance or stress testing is
performed, the number of messages is larger. With the larger message load, JDBC rep-
resents a bottleneck as each message needs to be loaded into the database8. In addition
Microsoft Access tends to slow with the larger numbers of records, even when tables and
queries are optimised. For performance testing, a database is not really necessary, as only
simple statistical information needs to be gathered. This information can be computed
by the daemon prince and then inserted into the database.

5 Conclusions and Future Work

This paper has described the design and implementation of a JMS test harness that auto-
mates the process of correctness testing and performance evaluation. For JMS vendors,
the harness automates the process of component testing. For JMS users, the harness
automates independent performance evaluation of a number of JMS implementations.
The results is then used to decide which is the most suitable JMS implementation that
meets the user’s requirements.

We have also shown that, even given the restrictions placed on the harness by the JMS
API, it is possible to construct a rigourous set of test criteria for most of the requirements
of the JMS specification. The test criteria are basically the formalisation of parts of the
JMS specification. In the implementation, these are then translated to SQL statements to
test for correctness. Similarly, a set of SQL statements are used to generate performance
evaluation reports.

The JMS test harness, at this time, can not initiate a system or program crash and then
recover from the failure. This is required to fully test persistent delivery mode. Future
work includes adding this feature into the test harness.

There are several other possible areas for future work. The criteria for testing mes-
sage priority and time-to-live (criteria 4 and 5 in section 3) are not particularly rigourous.
The strictness of message priority analysis can be enhanced by building a model that
indicates whether two messages are candidates for priority considerations. A more ac-
curate expectation model for message expiry can also be built, allowing more accurate
testing. Improving both criteria requires more sophisticated delay expectation models.
More sophisticated models can be built either by constructing a histogram of message
delays throughout the run period or by using a normal distribution for expected message
delay, using the mean and standard deviation for the run.

By the time a JMS provider is released, it is only to be expected that the provider
conforms to the JMS specification. However, different providers show markedly different
performance characteristics.9 When a client chooses a JMS provider, a considerable
amount of effort needs to be expended in acquiring and configuring JMS providers and
running tests that simulate the load that the client’s application is expected to produce.
The test harness described in this paper allows the automated testing of multiple JMS
platforms. The platforms can be configured by a service vendor and a web interface

8 Analysis is done at the end of each test and before a new test starts and thus does not affect the
performance of JMS

9 A preliminary comparison of MQ Series[5], WebLogic[1] and SoniqMQ[14] JMS providers
shows performance differences of a factor of 10 in some cases.
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used to describe the type of scenario envisaged. The client can then see the performance
results of several systems, allowing them to focus on a few likely candidates for more
rigourous evaluation.
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Abstract. Java-based1 distributed applications generally use RMI (Re-
mote Method Invocation) for accessing remote objects. When used in
a wide-area environment, the performance of such applications can be
poor because of the high latency of RMI. This latency can be reduced by
caching objects at the client node. However, the use of caching introduces
other issues, including the expense of caching the object as well as the
expense of managing the consistency of the object. This paper presents
a middleware for object caching in Java RMI-based distributed applica-
tions. The mechanisms used by the middleware are fully compatible with
Java RMI and are transparent to the clients. Using this middleware, the
system designer can select the caching strategy and consistency protocol
most appropriate for the application. The paper illustrates the benefits of
using these mechanisms to improve the performance of RMI applications.

1 Introduction

Distributed object systems are commonly implemented using some type of re-
mote procedure call, or in the Java case, remote method invocation (RMI) [20].
One problem with using RMI is the high latency associated with invoking a
method on an object. This problem is especially severe in wide-area networks,
due to large latencies dictated by the distances between sites. To overcome the
latency inherent in remote method invocation, the programmer is forced to struc-
ture applications so that interactions are reduced, or the programmer must rely
on other schemes to reduce latency related problems.

One approach to overcome the latency problem is to cache objects at the
client’s node. For example, a programmer could structure a client program so
that a copy of the object resides at the client. When manually replicating the
object in this manner, the programmer must decide the granularity of caching.
The programmer must also ensure that the replicated copy of an object remains
consistent with its other copies. Obviously, programatically adding caching in
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this manner is expensive and error-prone. A better solution is the use of a mid-
dleware to transparently add caching to an RMI application. This middleware
should permit the programmer to choose the caching and consistency protocols
best suited to the application.

A middleware that improves the performance of Java RMI through the use
of caching must meet certain requirements. First, for caching to be useful, it
must be compatible with RMI and transparent to clients currently using RMI.
Second, object caching mechanisms must support consistency protocols tailored
to both the semantics and usage of an object. Third, when using caching, only
the data needed by the client should be cached. One technique to do this is to
selectively choose which objects should be cached. Another technique is to cache
an object that contains only a portion of the data of the original object. To
accomplish this, we introduce the concept of “reduced object.”

Based on these requirements, we have designed a set of object caching mecha-
nisms, integrated into a middleware system and a set of tools, for adding caching
to any existing Java RMI application. This paper describes the following contri-
butions of our work.

– A set of caching mechanisms transparent to and compatible with the existing
RMI clients of an application.

– These mechanisms support integration of different kinds of consistency pro-
tocols by the server.

– These mechanisms retain semantics of Java’s wait/notify synchronization
mechanisms.

– A set of tools to create the objects necessary to support caching in Java
RMI. These tools create the Java classes necessary to cache an RMI object.

– The notion of reduced object is introduced to support caching only parts of
an object as needed by a client, to reduce the overheads in caching the full
object.

– We present the results of our experimental evaluation of this system using
two different kinds of applications, which demonstrate the benefits of these
mechanisms for RMI applications.

As shown in this paper, adding caching to an RMI application can be accom-
plished using a middleware system that easily permits caching and consistency
policies to be chosen for RMI objects.

The remainder of the paper is organized as follows. Section 2 presents related
work. Section 3 presents the requirements guiding the development of the RMI
caching middleware. Section 4 presents the middleware and associated caching
mechanisms. Section 5 illustrates the benefit of this middleware using two dif-
ferent RMI applications. Section 6 presents the conclusions.

2 Related Work

Several researchers have investigated caching to improve the performance of
RMI and Java distributed object systems. Other researchers have used caching
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in distributed object systems. In comparison to existing work, our mechanisms
retain RMI compatibility, permitting existing RMI clients to transparently use
caching. Our mechanisms permit different consistency protocols to be associated
with different objects. We also support reduced objects, which contain a subset of
the state of the original objects. Below, we briefly review the work most relevant
to this paper.

In their work on RMI performance, Krishnaswamy, et al., [14] describe a
caching system used to improve RMI. Their system differs from our work be-
cause they cache the serialized version of the object inside the reference layer
of the Java RMI implementation. All interactions with the object take place on
the serialized object. A consistency framework assures that the entire serialized
object remains consistent with the object on the server. Like their approach, our
system retains RMI compatibility. Unlike their approach, our system caches the
objects in their unserialized forms. Furthermore, rather than caching complete
objects, our system permits caching portions of objects.

In a more recent work, Krishnaswamy, et al., [13] developed object caching
for distributed Java applications. Their work is similar to our work in that they
permit a variety of consistency protocols to be used to manage cached objects.
Their work is concerned with using the quality of service specified by the client
to guide caching decisions. While we take a server centric approach, the client
can still provide information about its environment. However, unlike our work,
they do not examine the impact of caching portions of objects.

Other researchers[3] have implemented Java caching using distributed shared
memory. These approaches have required changes to the underlying Java virtual
machine and would not be appropriate in a heterogeneous wide-area environ-
ment, nor would they be usable by existing Java RMI clients. Unlike their ap-
proach, our work does not require changes to the Java virtual machine.

Lipkind, et at., [16], describe a Java distributed object system with caching.
Their architecture is based on “object views”, where the programmer explicitly
states how an object is to be used. The information from the object views is
used to optimize the behavior of a distributed shared memory system running
on a cluster of workstations. The work presented in this paper differs from their
work in that we use RMI for client-server communication, thus permitting its
use in a wide-area network.

Another distributed object system is Globe[4][22]. Like the system presented
in this paper, several objects are used to represent a cached distributed object.
These objects serve roughly the same purpose as the objects in the caching
architecture presented in this paper, i.e., a local cache object, a consistency
object, and a communications object. However, with their local cache object,
they currently do not have a mechanism to use a subset of the instance variables
of the classes. The use of reduced objects that contain only a subset of the
instance variables of an object is a contribution of our work.

Rover is a distributed object system that caches objects. Its primary goal is
support for disconnected operation. It has a single consistency policy that uses
optimistic concurrency control to execute methods on a cached object. Requests
for method execution are queued for eventual execution at the server. Like most
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object systems, Rover caches a complete copy of the object. In contrast, our work
provides support for integration of different consistency protocols. As mentioned
earlier, our work uses reduced objects to minimize the amount of state cached
at the client.

Like many other systems, we use the proxy principle[19] to implement a
distributed object system. Like GARF[7], we separate the functionality of the
object from other concerns. While GARF was focused on providing fault toler-
ance, our focus is on providing caching to improve the performance of an existing
distributed object system.

A well-known object system is Thor[17]. Thor uses page-based, transactional
object caching that uses a single protocol based on optimistic concurrency. Our
work differs in that we do not require transactional boundaries and we support
multiple consistency protocols. Instead of caching objects as a physical page, our
work uses the logical relationships between objects to direct caching decisions.

Our work applies the principle of binary rewriting to creating objects that
support caching in a middleware system. Binary rewriting has been used in the
past to remove synchronization[1][5] and also to improve the performance of
applet-loaded classes[12]. We extend the use of binary rewriting to the creation
of objects for caching. As described below, we have developed tools to analyze
the byte code in a Java class file and to manipulate that byte code to create
the objects in our system. To achieve our byte code manipulation, we use the
JavaClass API written by Markus Dahm[6].

3 Background and Requirements

Before undertaking the caching of Java RMI objects, the nature of such objects
must be understood. Once this is understood, requirements can be developed
to assure efficient and usable caching. These key requirements are RMI com-
patibility, flexible caching and consistency policy support, and minimal caching.
These requirements, their motivating factors, and corresponding challenges are
explained below. We also briefly discuss the issue of cache replacement.

3.1 Object Model

A Java RMI object is an object that implements an interface extending the
java.rmi.Remote interface. The object is accessed at the client using the methods
of the interface. To cache an RMI object, the structure of a Java RMI object
must be understood.

When viewed in the strictest sense, an object contains fields that are either
native types or references to other objects. The Java serialization mechanism
serializes an object so that it can be transmitted to another JVM environment.
When moving the object to another system, it is a simple matter to copy the
native types. However, moving a reference implies also moving the referenced
object. Some fields of the object and some referenced objects cannot be serialized.
A field designated as transient cannot be copied to a client, since the Java
serialization mechanism will not serialize a transient field when the object is



Efficient Object Caching for Distributed Java RMI Applications 19

serialized. Also, an object that is not serializable cannot be cached. An example
of this type of object is a FileReader object, which cannot be serialized because
it refers to an open file. When a Java RMI object, or Remote object, is serialized,
the object is replaced with a remote reference.

An object is cached by sending to the client the portions of the object that
are expected to be used by the client. Once the object has been cached, the
object and associated objects may be changed using methods of the interface.
A method manipulates the fields of the object and referenced objects. A native
field is manipulated using reads or writes to the field. A reference field can be
modified to refer to another object, or a method can be invoked on the referenced
object to change that object. If an object is cached, the caching mechanism must
have some means of assuring that changes to fields and referenced objects are
consistent with its other copies, including the primary copy of the object residing
at the server.

Any middleware system that caches RMI objects must be aware of the object
structure and provide mechanisms to assure the consistency of the fields of the
cached object as well as the serializable objects referenced by the cached object.

In summary, the characteristics of RMI objects that affect caching are the
following:

– transient variables cannot be cached
– non-serializable objects cannot be cached
– remote objects are serialized as RMI stubs and accessed via RMI stubs
– the serializable portion of an object as well as the serializable and non-

Remote objects referenced by the object can be cached
– the system must assure that the cached object, including referenced objects,

remain consistent with other copies

3.2 RMI Compatibility

A key requirement is RMI compatibility. Compatibility should be evidenced in
the following ways. Caching should easily be added to an existing RMI appli-
cation. Objects should be transparently cached at the client in a manner fully
compatible with RMI. It should be possible to use caching with some Remote
objects, yet access other Remote objects using RMI. Objects should be accessed
using RMI, if caching the object will not improve performance. Security concerns
may also prevent an object from being cached.

Because the current goal of our work is to determine the benefits of caching,
we require the use of RMI as the underlying communication mechanism. Be-
cause prior work has established that RMI can be improved using other
techniques[14][18], we wish to show that the benefits of our work are solely
due to caching, not other factors.

Meeting these requirements poses several challenges. To be compatible with
RMI, a suitable replacement for the standard RMI stub is needed. This stub
requires more logic than a normal RMI stub in order to determine whether
the stub should be passed as a reference, or if it should contain a cached RMI
object. Furthermore, a tool similar to the RMI stub generator, rmic, needs to
be designed to create these new stubs
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3.3 Flexible Usage of Consistency Protocols

Another key requirement is that the caching mechanism should permit the in-
tegration of different kinds of consistency protocols, where each object can be
assigned a consistency protocol best suited to its behavior. When copies of an
object are located at several locations, in general, some mechanism must assure
that the various copies are consistent with each other. This can be accomplished
by assigning a consistency manager to each object cached on a client. Because it
is possible for the object to be accessed at the server, a consistency manager is
also required at the server. These consistency managers should be able to use a
variety of consistency protocols, permitting each object to use a protocol suited
to its semantics and usage.

Because objects differ widely in their usage and semantics, they have different
consistency requirements. Consequently, consistency managers should not be
tied to a specific consistency model or management protocol. When designing
protocols, it should be possible to use a given protocol with a wide variety
of objects. For each object in an application, the application developer should
be able to select or create a protocol that meets the object’s consistency and
performance requirements.

Consistency protocols use different and often conflicting techniques. Exam-
ples of these techniques[2][15] include cache invalidation versus cache update,
write through versus write back, and data shipping versus method shipping. Each
of these techniques performs well in some situations and poorly in other situa-
tions.

To support multiple consistency protocols, a proper design must permit con-
sistency managers to mediate access to an object and the cached copies of the
object. These consistency managers also need to be able to access the state of
the object. Developing consistency managers which can be generally applied to
a wide variety of objects, yet at the same time have intimate knowledge of the
structure of the object is a challenge to design and implement.

3.4 Minimize Cached Data

As mentioned earlier, a Java object may reference other objects. When caching
an object, caching all objects referenced by the object is not desirable. Only those
remote objects expected to be used should be cached. Other remote objects can
either continue to be accessed using RMI or the appropriate mechanisms should
be available to transparently cache the object either when it is first referenced
or when it is first used. Furthermore, when caching an object, it may not be
desirable to cache all contents of the object, since not all instance variables of an
object may be used at the client. Consequently, the object cached at the client
should only contain those instance variables that will be used.

The selective caching of objects and their instance variables provides effi-
ciency in two ways. First the network overhead of transferring the unused data
is eliminated. More important, the overhead of maintaining the consistency of
the data is also eliminated. Another reason not to cache an instance variable
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or object at the client is security. For example, if an instance variable or object
contains sensitive data, it should not be exposed to the client or the network.

To accomplish the selective caching of instance variables of an object, we
have developed the concept of a reduced object. A reduced object is a version
of an object where unused instance variables, as well as methods that use those
variables, have been removed. To effectively use reduced objects, several chal-
lenges had to be met. Mechanisms to generate the reduced object had to be
created, including mechanisms to determine what instance variables should be
included in a reduced object.

3.5 Cache Replacement

To simplify our design, we do not consider the issue of cache replacement. We
assume that the cache will be large enough to hold all objects that will be
cached. Gray and Shenoy suggest that because of the high latency of web access,
a “cache everything” strategy should be used when caching web pages[8]. The
same factors that influence the “cache everything” strategy for web pages will
influence the use of large caches for distributed objects. While we do not consider
the eviction of objects from the cache, in our design, objects in the cache are
removed by the Java garbage collector when they are no longer in use.

4 Caching Mechanisms

This section presents the mechanisms of our system satisfying the requirements
outlined in the previous section. These mechanisms are based on structures called
the cache template and server template, which respectively represent the RMI
object at the client and the server. The objects within the cache template and
server template work together to manage the global state of the object as well as
enable RMI compatibility. We also develop mechanisms that permit the devel-
opment of consistency protocols that are applicable to a wide variety of objects.

4.1 Caching Structures

To assure consistency, all access to the copies of the object that reside at the
clients as well as access to the server object must be mediated and coordinated.
While some systems provide either virtual memory mechanisms, such as those
available in software distributed shared memory systems like DOSA[10], or re-
flective mechanisms, like in MetaJava [11], to assist in managing fine grained
access to an object, these mechanisms are not available in standard Java. To as-
sure consistency in our system, we use interposition, in which an object manager
is interposed between a copy of an object and the users of the object. We use
interposition on both the client and the server. The middleware described in this
paper uses two primary structures, one on the clients and one on the server, to
ensure that all access to the object is mediated. These structures are described
below.
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Cache Template. The Cache Template is our mechanism to cache RMI objects
at a client. Its root object, the Cache Stub, replaces the standard RMI stub. The
cache template consists of a cacheable version of the RMI object, along with
accessory objects that manage the client’s access to the cached object. As shown
in Figure 1, the cache template consists of seven objects: the Cached Object,
the Client Consistency Manager, the Metadata, the Client Policy, the Stub for
Server Consistency Manager, the Callback, and the Cache Stub. Each of these
objects plays a role in satisfying the caching requirements previously described.

The central object in the cache template is the cached object. The cached ob-
ject is a copy of the object that resides at the server. This copy implements non-
Remote versions of the interfaces of the object being cached. These non-Remote
versions of the interfaces are identical to the interfaces of the object being cached
with the exception that the interfaces no longer extend the java.rmi.Remote in-
terface. This must be done because Java RMI will not serialize an object that
implements the java.rmi.Remote interface (instead it will attempt to serialize
the RMI stub for the object).

The cache object may be a reduced object. As mentioned earlier, a reduced
object contains a subset of the instance variables of the original RMI object. A
tool generates the classes needed for a reduced object. This tool is provided a list
of methods that should be enabled in the reduced object. The tool determines
which instance variables are needed by those methods and creates a new class
that contains only those variables. Because the reduced class must implement all
the interfaces of the object, all the method signatures are present. However, un-
supported methods are changed so that they throw a “Not Available” exception
if called. As explained below, the other objects in the cache template assure that
an unsupported method will not be called. The reduced object is also changed
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so that it properly supports the Java wait/notify mechanism. This is described
below in Section 4.3.

Because the access to the cached object is controlled by other objects in
the cache template, if any of the methods of the original object were declared
as synchronized, that synchronization is no longer needed. Any synchronized
methods of the original object have their synchronization removed from the
cached object. This implies that the client consistency manager and client policy,
described below, are responsible for the correct ordering of any methods invoked
on the cached object. This includes the assurance that the state of the cached
object is consistent.

Since other objects in the cache template need to update the fields of the
object, the fields must be accessible. This is accomplished by changing the access
privileges of any private fields in the RMI object to package private.

Since the cached object must be kept consistent with the object at the server,
a direct reference to the cached object is not provided to the client program. In-
stead, a client consistency manager is interposed between the client program and
the cached object. Like the cached object, the client consistency manager imple-
ments a non-Remote version of the interfaces of the object being cached. The
client consistency manager works in conjunction with a Client Policy to maintain
the consistency of the cached object. For each method invoked on the object,
the client consistency manager consults the client policy, which determines what
actions should take place to handle the method invocation. The client policy
directs the actions of the client consistency manager using an ActionsList, which
is discussed below. For a reduced object, the client policy assures that a method
that is not supported by the reduced object will be executed on the server in-
stead of on the client. In summary, the purpose of the client consistency manager
is to enable the use of a generic policy with a specific object.

The client policy needs information about the object to guide the actions of
the client consistency manager. This information is contained in the metadata
object. The metadata object describes each method of the reduced object in
terms of the instance variables which are accessed by the method and the manner
in which each instance variable is used. Using the information about how each
method uses the instance variables of the object, the metadata also classifies a
method into one of the following five categories:

– NONE
This type of method does not use any instance variables of the reduced
object. Consequently, this type of method may be safely invoked at any
time.

– IMMUTABLE
This type of method only uses immutable instance variables of the reduced
object. Since immutable instance variables never change, they are always
valid if the object has been cached.

– READ-ONLY
This type of method only reads instance variables of the reduced object.
Since this type of method may read instance variables that may be changed
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by other clients, the policy must assure that the instance variables read by
the method are consistent.

– READ-WRITE
This type of method both reads and writes instance variables of the reduced
object. Since this type of method may change an object, the policy must
assure that the invocation of this type of method will cause the object to
remain consistent.

– SERVER-ONLY
This type of method must be executed on the server because some instance
variables used by the method are not available in the reduced object. A client
policy will cause this type of method to be executed at the server.

The metadata for the reduced object is created by a tool which analyzes the
byte codes of a Java class to determine which instance variables of the object
are used by each supported method. Since an instance variables is only accessed
using the “PUTFIELD” and “GETFIELD” byte codes, this analysis is fairly
straight forward. Using this information, the methods of the reduced object are
categorized into one of the above categories.

The client consistency manager communicates with the server using a Stub
for the Server Consistency Manager. This object is a standard Java RMI stub
for an object on the server, the server consistency manager, which is described
below. It implements an interface that contains a modified version of all Remote
methods of the object being cached. For each method, two changes are made.
First, an additional client context parameter is added to the interface. The client
context passes information to the server about the context in which the method
is being called. This parameter is set by the client policy. One example of the
context, which is always passed to the server, is the identity of the client. The
second change to the interface is that an actions list is returned. This actions
list permits the server to control the behavior of the client consistency manager.
More details about the actions list are provided below.

Because the server may need to communicate with the client consistency
manager, the cache template contains a Callback object to which the server
may send requests. The callback object accepts remote requests from the server
and forwards those requests to the client consistency manager. This permits the
server to send requests such as cache updates and cache invalidations.

The client program accesses the object using a Cache Stub. The main purpose
of the cache stub is to ensure RMI transparency and compatibility. The cache
stub replaces the RMI stub found in standard RMI. The cache stub contains
logic to assure that it is serialized in the correct form when passed via an RMI
method. When passed to a client, the cache stub causes the sending of either an
entire cache template or a partial cache template, consisting only of the cache
stub and stub for server consistency manager. For example, if the cache stub is
being sent to the RMI name registry, then the partial cache template is sent.
Clients then receive the partial cache template when they lookup the object
from the name registry. If the partial cache template is accessed by a client, the
cache stub contains the logic needed to contact the server, using the stub for the
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Table 1. Primary Function of Objects in Cache Template

Object Primary Function
Cached Object Contains state of cached RMI object
Client Consistency Manager Manages access to the cache object

based on the client policy
Client Policy Defines in an object-independent manner

how object is managed
Metadata Describes the cached object
Callback Permits the server to contact the client
Stub for Server Consistency Manager Provides communication with the server
Cache Stub Provides RMI compatibility and object

faulting

server consistency manager, and request the object. This we refer to as object
fault handling.

The cache stub also overcomes one of the shortcomings of the current RMI
implementation. Suppose, a server receives through an RMI call, either as a pa-
rameter or return value, a reference to an RMI object residing at the server. If
the server uses this reference, which is an RMI stub, to access the object, the
communication overhead of RMI will be incurred. However, if a cache stub is
received on the server, its deserialization routine will use the ID of the cached
object to determine if it resides on the server. If so, it will allow itself to di-
rectly access the consistency manager for that object, thus avoiding unnecessary
communication overhead.

The classes for the cache stub, client consistency manager, cache object, and
stub for server consistency manager must be created for each class of object being
cached. To facilitate the creation of the appropriate classes, we have developed
suitable code generators. These generators use the Java class file of the remote
object as input and produce the necessary classes.

The objects in the cache template permit the caching of an RMI object and
control when a method is invoked on the cache object, assuring that the cache
object is in a consistent state. In summary, the objects in the cache template
and their functions are given in Table 1.

Server Template. The Server Template is the mechanism used to manage
the primary object residing at the server. As shown in Figure 1, it consists of
five objects. The original remote object is replaced by a modified server object.
Like the cache template, the server template also has consistency manager and
policy objects. To assure RMI compatibility, the server template also has a proxy
object.

The modified server object is a slightly modified version of the original RMI
remote object. A modified version of the object is needed for many of the same
reasons that the client contains a modified version of the object. These rea-
sons include changing the access privileges of instance variables and replacing
synchronization primitives with primitives described in section 4.3.
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Table 2. Primary Function of Objects in Server Template

Object Primary Function
Modified Server Object Maintains state of the object at the server
Server Consistency Manager Manages access to the modified server object
Server Policy Dictates in an object-independent manner

how object is managed
Metadata Describes the server object
Server Proxy Provides RMI compatibility

public void sampleMethod(String inputParm) {
actionsList = clientPolicy.getActionsList(methodId);
executeActionsList(actionsList);

}

Fig. 2. General Structure of a Method of the Client Consistency Manager

The server consistency manager plays the same role as the client consistency
manager on the client. It manages method requests from the server and clients.
Like the client consistency manager, on each request it consults a server policy.
The server policy returns an actions list to direct the behavior of the server
consistency manager. Like the client policy, the server policy uses a metadata
object to guide its decisions.

At the server, the object is accessed using the Server Proxy. The purpose of
the server proxy is to provide RMI compatibility. If it is passed via RMI, RMI
serialization will serialize the cache stub of the cache template. In other words,
the RMI system considers the server proxy to be a Remote object that has the
Cache Stub as its stub.

To use the cached template, minimal changes to the server are needed. First,
a modified server object must be created instead of the original RMI objects. Sec-
ond, instead of exporting the object using the export method of UnicastRemo-
teObject, the application must export the object using the export method of the
CacheableObject class, which we provide.

In summary, the objects in the server template and their functions are shown
in Table 2.

4.2 A Framework for Consistency Management

As mentioned earlier, the purpose of the client consistency manager is to in-
tercept, via interposition, each method invocation. It consults the client policy
for the actions to take to handle the method invocation. Figure 2 provides an
example of the structure of a method in the client consistency manager. This
method retrieves an actions list from the client policy and executes the actions
in this list.

An ActionsList is a list of actions that are to be executed by a client con-
sistency manager. We have identified several actions used to control a client
consistency manager. Some of these actions are listed in Table 3.
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Table 3. Actions Executable by Client Consistency Manager.

Action Description
1. Invoke method Invoke the method on the locally cached object.
2. Get actions list from server Contact the server, passing the method id and

the client context. Returns an action list.
3. Invoke method on server Invoke the method on the server using RMI, passing

method arguments and the client context. Returns
an action list.

4. Set return value Sets the return value of the method.
5. Update variable Updates an instance variable of the cached

object to a value.
6. Update policy state Updates the state of the client policy. (This

is explained in Section 4.2)

When a client policy is consulted by a client consistency manager, it considers
the state of the cached object as well as the characteristics of the method. If the
client policy determines that a method can be safely invoked (for example, the
method is an IMMUTABLE method), it returns the “Invoke Method” action.
Otherwise it may return an action to contact the server, either action 2 or 3 in
Table 3. For these actions, the server consistency manager returns an additional
actions list to be executed by the client consistency manager. For example, this
list could contain actions to set the return value of the method, to update the
instance variables of the cached object, and to update the state of the client
policy. For example, this state could be used to track which instance variables
of the cached object are valid.

Examples of actions executed by the client for certain scenarios are given
in Table 4. For example, in scenario 1, a method only uses immutable instance
variables. The client policy returns the action to invoke the method locally on
the cached object. In scenario 2, a method uses instance variables that are only
accessible at the server. The client policy returns an action to invoke the method
on the server. After executing the method, the server returns an action list to
set the return value of the method. In scenario 3, the object state used by the
method is invalid. The client policy returns an action to get an actions list
from the server. The server returns actions to update the instance variables of
the cached object, update the policy state to indicate that the cached object is
valid, and finally to invoke the method on the cached object.

The goal of the consistency mechanisms is to enable actions to be taken
both before and after the method on the cached object is invoked. The client
consistency manager is directed by the client policy as well as the server policy
objects. The policy objects at the client and the server cooperate to assure that
the consistency and synchronization requirements associated with the object are
met.
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Table 4. Examples of actions executed by client consistency manager for particular
situations. Actions in small capital letters indicate actions from the client policy.
Actions with an asterisk (* ) and in italics were received from the server.

Scenario Actions Executed by
Client Consistency Manager

1. Method uses immutable instance variables invoke method locally
2. Method uses instance variables only invoke method on server

available at server * Set return value
3. Method uses instance variables that get actions list from server

are not valid at the client * Update variable
* Update policy state
* Invoke method locally

4.3 Wait and Notify Support

This middleware assures consistency by controlling the principal entry points
into a cached object, namely the method entry and exit. However, an object
may be entered and exited in another manner. This is through the Java wait and
notify mechanisms. The system must ensure that the semantics of wait and notify
are preserved. To accomplish this, our tools modify the cached object (as well
as the server object) such that the invocations of the wait and notify methods
are respectively replaced by invocations of the handleWait and handleNotify
methods of the consistency manager.

When a handleWait method of the client consistency manager is invoked, it
asks the client policy object for an actions list. This actions list typically contains
an action to inform the server that a client object has executed the wait method.

The handleNotify method must be implemented differently. Java semantics
dictate that when a thread issues a notify, a waiting thread will awake and
acquire the monitor lock after the current thread releases the monitor lock. In
the most common case, this occurs when a synchronized method returns. For
this reason, the handleNotify method sets a flag to indicate that notify has
been invoked. After the method returns, if this flag is set, the client consistency
manager executes an actions list that it obtains from the client policy.

Figure 3 shows the sequence of method calls that take place in order to
handle wait and notify. In general, a wait invoked on a client causes that client
to wait. That client is awakened after another client invokes notify. For clarity,
interactions with client policy and server policy are not shown. In step 1, a
method of the cached object is called on client A. Where the original object
called wait, the cache object now invokes the handleWait method, as shown in
step 2. In step 3, the client consistency manager notifies the server that there is
a client waiting, returning any object state that has been modified at the client.
The method invocation of client A then blocks at the server. In step 4, the
client consistency manager of client B invokes a method on the cached object.
In step 5, this method invokes the handleNotify method in the place where the
original object called notify. As described above, a flag is set to indicate that a
notify is pending. In step 6, the object returns from the method that invoked
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Fig. 3. Sequence of Method Calls for Wait Notify

handleNotify. At this point, as shown in step 7, the client consistency manager
notifies the server that a notify has occurred, and passed any updates that have
been made. The server consistency manager then wakes up the waiting thread
of client A as shown in steps 8 and 9. The thread then continues executing after
the handleWait call in the cached object.

5 Experimental Results

To evaluate our mechanisms, we used two different RMI applications. The first is
a simple producer-consumer application that is used to determine compatibility
of our system with the Java wait/notify mechanisms. The second is a medium
size object benchmark similar to the TPC-C benchmark[21]. In this benchmark
we show the use of two different consistency policies and reduced objects. We use
these two applications to determine the baseline performance of RMI. We then
compare this baseline with the performance of these applications after caching
has been added.

5.1 Distributed Producer-Consumer Application

We use a simple producer-consumer application to evaluate our support for Java
wait-notify. In this application, a server exports a buffer object that is accessed
by two clients. The produce and consume methods of the buffer object are shown
in Figure 4.

To cache this object, we designed client policy and server policy objects that
ensure that the buffer can only be cached at one client at a time. These policy
objects were also designed to minimize communication with the server, when the
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synchronized public void produce(Object item) {
while (produceAt >= (consumeAt + items.length)) wait();
items[produceAt % items.length] = item;
produceAt++;
notify();

}
synchronized public Object consume() {

while (consumeAt == produceAt) wait();
Object item = items[consumeAt % items.length];
consumeAt++;
notify();
return item;

}

Fig. 4. Producer Consumer Object

Table 5. Performance of Producer Consumer Application

Buffer Size RMI Caching
64 4311 ms 3893 ms
512 4202 ms 3450 ms
2048 4281 ms 2824 ms

buffer methods are invoked by a producer and a consumer. A wait method is
processed as shown in Figure 3. However, the sending of a clientNotify message
is deferred until either a wait method is called or until the object has not be
used for 100 milliseconds. At that time, the cached object is invalidated and the
changes to the object are returned to the server. Overall, this protocol permits
the producer to produce many objects before the cached object is returned to
the server. The server then updates the buffer at the consumer and the consumer
can consume many objects before releasing the object. We call this policy the
delayed notify policy.

For our experiments, the producer creates 4096 string objects. We measure
the time from when the producer deposits the first item to the time when the
consumer retrieves the last item. We verify correctness by assuring the sequence
of objects consumed is the same as the sequence of objects produced.

We evaluated the performance of our caching mechanism in a LAN environ-
ment, using various buffer sizes in the object. In this environment, the server,
producer, and consumer were connected via a 100 Mbps switched Ethernet con-
nection. We compared the performance of RMI with the performance of our
caching system. The results of our experiments are shown in Table 5.

As seen in the table, the use of caching improves performance as the buffer
size increases. This is because with larger buffer sizes, network interactions are
reduced. With a buffer size of 64, the performance improved by 10% and with a
buffer size of 2048, the performance gain was 34%.
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5.2 Object Benchmark

To measure the performance of our mechanism, we created rmiBOB, a port
(using Java RMI) of the Business Object Benchmark (BOB) benchmark from
the book Enterprise Java Performance [9]. The benchmark implements the busi-
ness logic in the TPC-C benchmark[21]. The benchmark creates a “company”
and associated objects. The benchmark measures the performance of a set of
“transaction” operations on the objects.

We ported the BOB benchmark to RMI by changing the primary objects in
the application to be RMI objects. The primary objects in the benchmark are
shown in Figure 5. There is one company object that has the items sold by the
company as well as a history of payments made by customer. This company has
warehouses that stock the items sold by the company. Each warehouse has sales
districts, with customers assigned to each sales districts. Each district has orders
that are placed by customers, and each order contains a number of order lines.
For our tests, we used an initial population of 6,141 objects, as shown in Table 6.

The benchmark executes five types of “transaction” operations on these ob-
jects. The transactions are executed such that for every 23 transactions the
following number of transactions are executed: 10 new order, 10 payment, 1
order status, 1 delivery, and 1 stock level.

We modified the benchmark to run 1000 transactions. To verify that the
consistency protocols were working correctly, we enabled screen writes and saved
the output to a file. At the end of the run, we compare the output to a previous
RMI run to assure that the results are correct.

5.3 Baseline Performance

To get an idea of the overhead of the architecture, we performed two experi-
ments. We first measured the performance when the benchmark used RMI. We
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Table 6. Initial Number of Objects

Class Count
Company 1

Item 1000
History 300

Warehouse 1
Stock 1000
District 10
Customer 300
NewOrder 210
Order 300

Orderline 3019
Total 6141

Table 7. Performance Comparison of RMI and the Middleware with Caching Disabled

configuration average server average
transaction calls server call

rmi 187.947 ms - -
middleware with no caching 187.561 ms 79632 2.589ms

then measured the performance when the benchmark used our mechanisms with
caching disabled. We disabled caching by using a client policy that causes all
method invocations to go to the server. The performance of these two configu-
rations is shown in Table 7. The reader will notice that our mechanism performs
slightly better than the RMI version. This improvement is due to the benefit,
described in section 4.1, of directly accessing the object when a cache stub is
returned to the server.

5.4 Caching Using Consistency Protocols

To experiment with our mechanisms, we implemented two simple consistency
protocols. These protocols ensure serial consistency by assuring that all writes
and reads are coordinated.

The first protocol we implemented is a server-write protocol. In this protocol,
all methods that change the state of an object are considered write methods.
All write methods go to the server, which invalidates all clients using the object.
The updates to the object are returned to the client which called the method.
Other clients are updated when they access the object.

The second protocol we implemented is a multiple-readers / single-writer
(MRSW) protocol. If a client accesses an object in write mode, it implicitly
obtains a lock for the object and can write the object locally. If the server or
another client then accesses the object, the lock is recalled by the server using
the callback object and the updates are returned to the server.

We experimented with these protocols to select the most appropriate proto-
cols for each object. In our application, since all the objects of the same class
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Table 8. Consistency Protocols Used for Caching Objects

Object Class Protocol
Company Server Write
Warehouse Server Write

Stock Server Write
Customer MRSW
Orderline ServerWrite

Table 9. Performance of Caching and Reduced Objects

configuration average server average
transaction calls server call

caching 126.060 ms 15931 9.744 ms
reduced object 117.524 ms 14681 8.90 ms

were used in the same manner, we used the class as the basis for selecting the
protocol. We selected the combination shown in Table 8 as the best mix. The
results of this combination is shown in Table 9. Using this mix, we measured an
average transaction cost of 126.06 ms, which is 33% less than the RMI transac-
tion cost.

5.5 Benefits of Reduced Object

We then performed an experiment to determine the benefit of reduced object
caching. We first ran our benchmark using a client policy that recorded which
methods where being used on the cached objects. Then, using the list of methods
used by each object as input to our tools, we created reduced objects for the
objects in Table 8. The results of the experiment are shown in Table 9. The use
of reduced objects had the following impacts. The average transaction cost fell
to 117.524 milliseconds, which is 37% less than the RMI cost. When compared to
caching without reduced objects, the number of server calls dropped by 8% and
the average cost of a call to the server dropped by 9%. This improvement is due
to the removal of false sharing between the client and the server. Since reduced
objects were used, the cached items were not invalidated when the server used
portions of the object that were not cached at the client. Since the client cache
was not invalidated, the client did not need to contact the server to request a
valid copy before executing a method locally.

6 Conclusion

In this paper, we have presented requirements and mechanisms for efficient
caching of objects for Java RMI applications. Using these mechanisms, caching
can be easily and transparently added to existing RMI applications, while pre-
serving RMI compatibility. This includes the ability to support the Java wait
and notify mechanisms. No changes are required to existing clients and only
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minimal changes are required at the server. The central mechanism on the client
is the cache template containing three important objects: a cache stub ensuring
RMI compatibility, a client policy implementing a consistency protocol, and a
reduced object containing a subset of the state of the object being cached. On
the server, similar objects exist in the server template.

Using these mechanisms in conjunction with appropriate consistency and
caching policies, we illustrated the benefits of caching using two RMI applica-
tions. Our first experiment used a delayed notify policy to improve the per-
formance of a producer-consumer application by 34%. Our second experiment
involved a medium sized object benchmark. We showed how server write and
multiple reader single writer protocols could be used on the same application to
improve performance by 33%. We also show how using a reduced object improved
performance by 37%.

These mechanisms serve as the basis of our ongoing research in caching of
Java objects. While our experience showed performance improvements in a LAN
environment, we can expect better performance when using caching in wide-area
networks. We plan to expand our work to include consistency protocols suitable
for use in a wide-area network environment, including the support of distributed
collaborative applications. We also plan to expand our work to permit the
reduced object to change dynamically as the client’s usage of the object changes.
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Abstract. Entity Beans provide both data persistence and the possibility of
caching objects and data in the middle-tier.  The EJB 1.1 specification has three
commit options which determine how EJBs are cached across transactions:
Option C pools objects without identity; Option B caches objects with identity;
Option A caches objects and data. This paper explores the impact on
performance of these different commit options, pool and cache sizes on a
realistic application using the Borland Application Server.

1 Introduction

Entity Beans are part of the Enterprise Java Beans (EJB) 1.1. specification [1] and
provide a data persistence mechanism using a relational database.  In conjunction with
Container Managed Persistence (CMP) the Entity bean lifecycle also allows for
caching in the EJB container. The provision for caching in the EJB model is
consistent with previous research which suggests that caching is a critical requirement
for the performance of object-oriented systems in general [2, 3], and the performance
and scalability of distributed object systems such as Corba  [4, 5], and Java/EJB [6,
7].

Three commit options (A, B, C) determine what is cached across transactions:
objects without identity (C); objects with identity (B); objects with data (A).
However, the specification does not mandate support for all three options.  Vendors
can choose to implement one or more commit options.  Some vendors have chosen to
support all three options to distinguish their products from others (e.g. Borland
Application Server [8]), or only two options (WebSphere), while other vendors either
don’t support commit options explicitly (E.g. WebLogic) or only implement option C
(the simplest) on the basis that object creation is cheap relative to database access, and
object caching doesn’t result in any performance improvement (e.g. SilverStream [9],
iPlanet).

While conducting performance evaluations of a number of EJB products we
experimented with various deployment settings for Entity beans. We varied commit
options, and pool and cache sizes to determine their impact on performance, and to
find optimal settings.  During the course of these experiments we discovered a

                                                          
1 EJB Entity Beans can have one of three commit options: A, B and C.
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number of interesting features of the interaction between the products, application,
commit options, pool and cache sizes, and the way the tests were run.  This paper
reports on results for Borland Application Server (BAS), version 4.5.02.

The following sections explain in more depth the Entity bean lifecycle, and how it
enables object pooling, and object and data caching. Stock-OnLine is the test
application used [10], and the overall requirements are described, along with the
Entity bean implementation and the test setup used.  Finally, the four experiments
performed are described and the results presented and analysed.

2 Entity Bean Lifecycle and Caching

2.1 Lifecycle and Persistence

The main purpose of Container Managed Persistence (CMP) Entity beans is to
provide automatic persistence for their data state in a relational database.  This
simplifies programming and CMP Entity beans are portable across all the databases
supported by EJB 1.1. compliant containers.

Entity beans can be in one of three states: Does not exist; Pooled; Ready (Figure
1).

Instances in the pool are not associated with any particular object - they don’t have
a primary key. Any pooled instance may be used to execute the entity bean’s finder
methods.

Pooled instances move to the Ready state when they are Created or Activated, but
only if another object with the same identity is not already in the ready state. Once in
the Ready state an instance has a particular object identity (it has a primary key), and
Load and Store (to synchronise the data state with the database) and Business
methods may be called on it.

A Ready instance can be moved back to the Pooled state by:

• Passivation: Disassociating the instance from the object identity (so it has no
primary key), possibly even during a transaction, or

• Removal: Removing the entity object including the object’s representation in the
underlying database.

In theory instances can be activated and passivated on demand, in which case the data
state is also refreshed (Load) or saved (Store).  After the unsetEntityContext event
objects are in the “does not exist” state and may be garbage collected.

Note that even though we talk about pooled instances, the container is not required
to actually maintain a pool of instances - this is an implementation detail.

                                                          
2  Ideally the experiments would be repeated on a number of different products. However, not

all products explicitly support all three commit options, and other significant differences such
as whether pool and cache sizes are per bean or per container make comparisons difficult.
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Fig. 1. Life Cycle of an Entity Bean instance (From Figure 23, Section 9.1.4. EJB 1.1. Specifi-
cation)

2.2 Lifecycle and Caching

Entity beans can therefore do more than just automatically persist data. Having the
Ready and Pooled states allows for caching of Entity beans (with and without
identity) and also caching of data in the middle-tier.

There are three “commit options” (what the container does at transaction commit-
time) known as A, B and C. These control object and data state across transaction
boundaries:

• Object (Ready) state: Commit Options A and B maintain the object in the Ready
state (activated, with primary key) across transaction boundaries. Option C doesn’t,
but returns it to the Pooled state (Passivation).

• Data (Instance) state: Options B and C do not maintain data state across
transactions, but assume that the database may have been changed by another
application (shared). They load the data state at the start of every transaction
(Obviously required for Option C as there is no object in the ready state to cache
the data state).  Option A assumes the container has exclusive access to the
database, allowing it to cache a ready instance with data across transactions.  That
is, while there is a Ready instance the database is not read again. This means that if
the database is changed the cached data state will be out of synchronisation.

Option A caches data and object state, Option B caches only object state, and Option
C does neither but must get/put instances from/to the Pool at the start/end of every
transaction. For all the commit options the data is always written back to the database
(Store) at the end of transactions (unless the container has options such as “read only”
fields, or checks to see if data has actually changed before writing).
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Products such as Borland Application Server that support all three commit options
allow the impact of object pooling and caching, and data state caching on the
performance of an experimental application to be explored. The Stock-OnLine
application and the CMP Entity bean implementation of it will now be described.

3 The Sample Application: Stock-OnLine

3.1 Requirements

Stock-OnLine [10] is a simulation of a simple on-line stockbroking system. It enables
subscribers to buy and sell stock, inquire about the up-to-date prices of particular
stocks, and get a holding statement detailing the stocks they currently own. From a
subscriber’s perspective, the following services are offered:

• Create Account: A person wishing to enrol with Stock-OnLine can create
themselves a subscriber account with the service provider.

• Update Account: A subscriber can modify their allocated credit limit.
• Query Stock Value: A subscriber can query the current price for a given stock. A

unique identifier code, or a mnemonic code can be used to identify the stock value
to be retrieved.

• Buy Stock: A subscriber can place an order to buy a given number of a specified
stock. If successful, a transaction record is created for later processing.

• Sell Stock: A subscriber can place a request to sell a specified number of any stock
item they have purchased through the Stock-OnLine. If successful, a transaction
record is created for later processing.

• Get Holding Statement: A subscriber can request a statement of all the stock they
have purchased through Stock-OnLine and still retain ownership of.

3.2 Database Design

In a real implementation of an on-line stockbroking system, the database would need
to store many details in order to track customers, their transactions, payments, and so
on. In the example used for performance measurements a simple database design has
been used that contains the minimum tables and fields to allow the system to operate
sensibly.

The SubAccount table holds basic information on a subscriber to the system, and
has 4 fields. The primary key for SubAccount is the subscriber’s account number,
sub_accno. When a new account is created, the system needs to allocate a new,
unique account number, which is done with Oracle Sequences.

Information about each stock that a subscriber can trade through Stock-Online is
held in the StockItem table. The primary key is stock_id, and the other fields represent
the stock’s trading code, company name, and current value and recent high and low
values (a total of 6 fields).
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The StockHolding table contains information on the amount of a given stock that a
subscriber holds, and has 3 fields. The primary key is compound: sub_accno,
stock_id.

Finally, there is the StockTransaction table, which contains information on each
transaction that a subscriber performs. The primary key is trans_id, which is
generated in a similar manner to new accounts using Oracle sequences. The
trans_type is a code that represents a buy or a sell transaction. Other fields record the
subscriber who performed the transaction; the stock item sold or purchased, the
amount of stock involved, the price and the date of the transaction.

3.3 Transaction Business Logic

An overview of the business logic for each transaction is given below. The
descriptions focus on the database activity that each transaction performs, as these are
the most expensive operations. Essentially each action below represents an SQL
operation. Exception cases are not described, even though these are handled in the
application.

• Create Account
− Get a new account key
− Insert a new SubAccount record for the new subscriber

• Update Account
− Update the subscriber’s credit record in the SubAccount table

• QueryById
− Use the supplied stock identifier to retrieve the current, high and low values

from the StockItem table using the primary key
• QueryByCode

− Use the supplied stock code identifier to retrieve the current, high and low
values from the StockItem table

• BuyStock
− Read the SubAccount table to retrieve the credit limit for the subscriber, and

ensure they have sufficient credit to make the purchase
− Read the StockItem table to retrieve the current price of the stock the subscriber

wishes to purchase
− If the subscriber has not purchased this stock item before, insert a new record in

the StockHolding table to reflect the purchase. If they do hold this stock already,
update the record that already exists in the StockHolding table.

− Get a new transaction key
− Insert a new record in the StockTransaction table to create a permanent record

of the purchase
• SellStock

− Read the StockHolding table to ensure that the subscriber has sufficient holdings
of this stock to sell the specified amount

− Read the StockItem table to retrieve the current price of the stock the subscriber
wishes to sell
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− Update the StockHolding table to reflect the sale of some of this stock item by
the subscriber

− Get a new transaction key
− Insert a new record in the StockTransaction table to create a permanent record

of the sale
• GetHolding Statement

− Read the StockHolding table and retrieve up to 20 StockHolding records for the
subscriber

The Buy and Sell transactions are more heavyweight in their demands for database
operations. CreateAccount and Update perform database modifications, but are
relatively lightweight. The remaining 3 transactions are all read-only, and should
therefore execute quickly.

3.4 Database Initial Population

Prior to each test run, the database is populated with initial test data.  Table 1 shows
the database tables and their cardinality (rows).

Table 1. Initial database population

Table Initial Number of Records
SubAccount 3000

StockItem 3000

StockHolding 3000*10 = 30,000

StockTransaction 0

3.5 Client Test Behaviour

The driver for the test application is a multi-threaded Java program running on a
separate machine over RMI-IIOP. Each client thread/process performs a number of
iterations of a fixed transaction mix. The transaction mix represents the concept of
one complete business cycle at the client side. The number of transactions of each
type per iteration is shown in Table 2.

Table 2. Test transaction mix

Number Transaction
1 CreateAccount
3 Buy
3 Sell

1 Update
15 QueryById
15 QueryByCode,
5 GetHoldingStatement
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This transaction mix comprises 43 individual transactions, and is a combination of
mainly read-only (81%) transactions and some update (19%) transactions. Each client
performs this transaction mix 10 times, with no wait times.  The accounts and items
use in each transaction are chosen at random, so there is no locality of reference. The
only exception is the buy and sells, which are paired so that whatever is bought is sold
again in the same iteration.

3.6 Entity Bean Architecture

The Container Managed Persistence (CMP) Entity bean version of Stock-OnLine was
designed using the standard EJB design pattern of a Session bean front-end to the
Entity beans. This is to prevent the client code from interacting with the Entity beans
directly, only via the Session bean business methods. A single session bean
implements all seven transaction business methods. Four Entity beans, one each for
the database tables, manage the database access (see Figure 2). Transactions are
container managed, so when a Session bean business method is invoked a new
transaction is started, and all the Entity beans called participate in that transaction
context.
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Fig. 2. Stock-OnLine Entity Bean Architecture

3.7 Entity Bean Details

Four entity beans are used to map to the four database tables. In order to understand
the potential impact of the different commit options, pool and cache sizes, the
dynamic behaviour of each of the four entity beans over the course of a single 100
concurrent client run is as follows (and summarized in Table 3):
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• Account (Maps onto the SubAccount table): Initially 3000 instances. Some fields
modified during tests. 1 instance created per iteration, 10 created per client. By the
end of a 100 client run the number has increased by 1000 to 4000 (33% increase).
8000 instances are used (7000 read and 1000 created) during a 100 client run.

• Item (Maps onto the StockItem table): Initially 3000 instances. No fields modified
during tests (but could be, as application allows for stock price changes). None
created during tests. 36,000 instances are used (read) during a 100 client run.

• Holding (Maps onto the StockHolding table): Initially 30,000 instances (10 per
Account). 3 instances are created per iteration, 30 created per client. Sells are
paired with Buys. That is, each Holding that is bought will also be sold in the same
iteration.  The Holding’s amount is set to 0, but the Holding is not actually deleted.
The number of Holdings therefore increases constantly during test runs (at 3 times
the rate of Account instances). By end of a 100 client run the number has increased
by 3000 to 33,000 (10% increase). Holdings has a compound key which is sparse
(i.e. key is sub_accno and stock_id, which has 9M permutations, of which only
0.33% exist initially. By end of 100 client run still only 0.36% exist). 56,000
instances are used (53,000 read, 3000 created) during a 100 client run.

• Transaction (Maps onto the StockTransaction table): Initially there are 0
instances, but the number of instances grows constantly. Not modified, or used
during tests. 6 instances are created per iteration, 60 created per client (6 for
buy/sell transactions). A 100 client run creates 6000 instances.

Table 3. Objects created and used in 100 client run

Entity Bean

Initial
number of
instances

New
instances
after 100
client run

Total
instances
after 100
client run

Number of
instances used in

100 client run

Account 3000 1000 4000 8000

Item 3000 0 3000 36000

Holding 3000*10 =
30,000

3000 33,000 56000

Transaction 0 6000 6000 0

There is therefore one bean that grows rapidly and is heavily used during the tests
(Account), one bean that is heavily used but (currently) is never created or modified
(Item), one bean that has a sparse key, has 30k instances to start with and which
grows and is heavily used during the tests (Holding), and one bean that is created but
never used.
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It makes sense to fix Transaction to be option C for these tests (otherwise it would
need a large cache, but as it’s never used a cache is wasted on it) and determine the
impact of commit options, pool and cache sizes on the other beans.

3.8 Test Set-Up

The detailed experiments were carried out using Borland Application Server version
4.5 (BAS45), and Oracle 8.0.5, all running on NT 4.0.  Three machines were used, 1
each for database, server, and client (Dual processor, 800MHz or faster, 1GB Ram;
Client on an Ultra 80), with 100Mbit LAN connecting them.  CPU usage on the
middle-tier machine with BAS running on it was typically 90%, and CPU usage on
the database machine was typically 30% or less.

Performance is measured in terms of Transactions Per Second (TPS). This is
measured by dividing the total time taken by the client process (Wall-clock time) by
the total number of transactions processed. For some experiments we also report the
average client response times for each transaction type.

To ensure consistent and optimal results we limited the concurrency in the BAS
ORB to 10 threads maximum.  In BAS this limits the number of concurrent
transactions, and the number of Session beans, to 10. Note that even though we
repeated experiments to check results for consistency, there is still a small amount of
experimental error in the TPS reported, up to about 5%.

4 Experiments

BAS calls the Pooled state pool the Pool, and the Ready state pool the Cache.
Objects that have been moved out of the Pool to the “does not exist” state are called
unreferenced, and when garbage collected they are finalized. We will follow this
terminology.

For BAS we initially assumed that commit option B would be faster than commit
option C, and used the default settings (1000 cache and 1000 pool sizes), producing
reasonable results. However, we also tried option C, and surprisingly got slightly
better results. We then tried to improve the performance of option B but initially
found it difficult to achieve performance comparable to or better than option C. A
more systematic testing approach was required.

In order to explore the impact of varying Pool and Cache sizes, we set them to
different sizes determined by the total number of objects existing at the end of a run
of 100 clients.  A size big enough to accommodate all the starting objects and all the
newly created objects corresponds to a cache hit-rate of 100% (200% is twice this).
Table 4 enumerates the sizes for 10, 20, 50 and 100 percent hit-rates.

To make reporting and analysis easier we kept the cache/pool hit-rates the same for
all the Entity Beans (e.g all 10%, all 20%, etc).

In theory the optimal Entity bean pool size depends only on the number of
concurrent transactions3 which is 10 due to limiting ORB threads.  Therefore a
maximum of 10 Account objects, 10 Item objects, and 200 (10 * 20) Holding objects
                                                          
3 In practice this is only the case for Commit Option C in BAS.
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in the Pools are required.  However, for the sake of completeness (and to test the
theory) we varied the pool size across the same range as the cache.

Table 4. Example cache hit-rate sizes

Entity Bean Total
instances
after 100
client run

10% cache
size

20% cache
size

50% cache
size

100% cache
size

Account 4,000 400 800 2,000 4,000
Item 3,000 300 600 1,500 3,000
Holding 33,000 3,300 6,600 16,500 33,000
Transaction 7,000 N/A N/A N/A N/A

The number of objects pooled during a 100 client run is calculated from the
number of instances of each object type used and the cache hit-rate. No objects are
pooled with 100% cache hit-rate, and all objects are pooled with no cache (Figure 3).
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Fig. 3.  Pooled objects: Expected total objects pooled during 100 client run

Assuming that object pooling has some cost associated with it we expect to see an
increase in performance with increasing cache size.

For each configuration (Commit option, pool and cache sizes) we carry out the
following routine:

• Restart the container/server (this clears the pool and cache)
• Load the jar file with the configuration to be tested
• Initialise the database
• Warmup the cache (using readonly operations on Account, Item, and Holding

objects)
• Run 100 client test
• Record the TPS
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Four experiments with BAS will be described: Experiment 1: Option C and varying
Pool size (cache set to 0). Experiment 2: Option B and varying Pool size (cache set to
0). Experiment 3: Option B and varying Cache size (pool set to 20%). Experiment 4:
Option A and varying Cache size (pool set to 20%).

4.1 Experiment 1: Option C and Pool

We assume that: Option C doesn’t use the ready cache, so cache is set to 0.
Optimal/maximum pool sizes for 10 threads are 10 Accounts, 10 Items, and 200
Holdings. We hypothesize that: 0 Pool size will be slowest. The differences in
performance will be small, probably less than 10% (i.e. vendors such as SilverStream
are largely correct in asserting that pooling makes no significant difference). TPS will
increase up to “optimal” pool size, and then show no further increase.

Figure 4 shows the throughput (in TPS) for the different pool sizes, and Figure 5
shows the average client response times.
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Given that there is up to 5% experimental error these results do not show any
significant difference in TPS for varying pool size.

With Option C we observe4 that the total number of ready instances changes during
the run but at any one time never exceeds the theoretical maximum based on the
number of concurrent transactions (10) and objects used per transaction: i.e. 10
Account, 10 Item, and 200 Holdings.

The maximum number of pooled instances observed during the runs, for pool sizes
greater than 0, was as expected (10/10/200) and did not depend on the actual pool size
setting.

With 0 pool size the total number of unreferenced objects (in the “does not exist”
state) at the end of the run was 2200 (no ready, pooled or finalised objects).

Option C with pool greater than 0 produced no unreferenced or finalised objects.
That is, the objects are all being moved backwards and forwards to and from the
pooled and ready states with no objects being destroyed.  This is the “steady” state for
the container and is an efficient use of resources: demand and supply of objects is the
same, and all the objects are recycled.

Borland confirm that the pool is only resized every 5 seconds [11]. After 5 seconds
any inactive beans will be discarded. In the steady state the same number of beans are
being used, and they are always active.  For pool sizes greater than 0 there will
therefore be no (or very few) pooled objects, and less than the pool size, and therefore
none need to be discarded. However, for a pool size of 0 the few inactive objects that
are pooled will be be discarded, which is the observed behaviour.

The typical Option C performance is around 300TPS.
With 0 cache/pool settings, the server memory usage was only 56MB and constant.

This implies that EJB applications using option C can be run on servers with
relatively small amounts of memory.

Client side response times are consistent, and in order of slowest to fastest are:
getHoldings, buy, sell, create, queries/update.

4.1.1 Conclusions

For BAS, using option C, a pool size greater than 0 has no significant impact on the
throughput, and is probably not required. However, we observed that unreferenced
objects are created, and will eventually have to be garbage collected, incurring some
extra overhead.   A small pool (the theoretical optimal/maximum size) is a sensible
choice.

Given that 0 pool size is no slower than larger pool sizes, object creation and
destruction must have minimal overhead compared to database access.

4.2 Experiment 2: Option B and Pool

This experiment is equivalent to Experiment 1, but using Option B instead. We
hypothesize that: As option B with 0 cache is equivalent to Option C the results
should be comparable; and different pool size will have minimal impact.

                                                          
4 BAS has good facilities for monitoring the number of instances in each state.
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The results from this experiment (option B) compared with the previous
experiment (option C) are show in Figure 6.
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0 pool size is slowest. The TPS increases by 40 from 0% to 20% pool size (16%
increase), and flattens out at around 286TPS.

The best option B performance is 287 TPS, which is only 7 TPS less than the best
Option C performance (304TPS).  This is comparable, within experimental error.
However, given that all the points from 20% cache upwards are the same, and none of
them exceed the option C TPS, the indication is that the option B is really slower than
option C.

Best performance with 20% pool size and above is a surprise given the theoretical
expectation that the maximum pool sizes need to be only 10/10/200
(Account/Item/Holding), and the observation that only this many instances are in fact
pooled using option C.  We set the pool sizes to these theoretical sizes, and confirmed
that this gave a slower result of 254 TPS (cf 287TPS for a larger pool).

With option C the number of ready objects never exceeded the maximum expected
(10/10/200), while with option B the peak number of ready objects exceeded the
maximum and fluctuated widely.  This makes the “0” cache results difficult to
interpret, but does seem to have an impact on the number of unreferenced objects as
follows.

Even with 0 cache and 0 pool there are some ready and pooled objects at the end of
the run (Table 5). The total number of unreferenced and finalised objects is in fact
100k, the expected number of pooled objects for a run.  This is a lot more than the
2,200 unreferenced/finalised objects observed for Option C (0 cache/0pool).

Table 5. Option B (0 cache, 0 pool) instances at end of run

Entity bean Ready Pooled Unreferenced Finalised
Account 81 1 7500 260
Item 250 1 30000 390
Holding 700 1000 70000 700
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However, with 0 cache and 20% pool the number of unreferenced/finalised objects
drops significantly to about 10,000 (all of them Items).  When there is no pool,
discarding the objects used in a transaction incurs some overhead.

Borland indicate that locking is used to track the cache [11].  This is an overhead
even with a (useless) “0” cache size and could be expected to give worse performance
than for option C.

4.2.1 Conclusions

With a 0 cache size set, having at least a small pool has a bigger impact on option B
than option C.

Option B (with no cache) performance is slightly slower than Option C.  However,
the difference is not large and we conclude they are comparable.

Even with “0” cache size set there are many ready objects during a run (more than
the expected theoretical maximum as seen with option C)5.  This results in many
unreferenced objects being produced if there is no pool.  Increasing the pool size
reduces the number of unreferenced objects produced and correspondingly increases
the TPS.  We conclude that the pool needs to be large enough to cope with the peak
demand for objects to and from the ready cache.

We will use a 20% pool size for the remaining experiments as a simplification to
reduce the number of variables to one only - the cache size. We assume that the result
for 0 cache also applies approximately to non-0 cache, but without making any
explicit assumptions that this is optimal6.

4.3 Experiment 3: Option B, Cache and Pool

We hypothesize that: Increasing the cache will increase the TPS until a maximum of
100% hit-rate; Because there is no locality of reference, random beans are accessed.
Thus the working set of beans is just the number of rows in the database, and for
optimal performance the cache will need to be close to 100%; For some cache size we
will get better results than Option C (300TPS); The best TPS for Option B will be
between 10 and 30% higher than Option C.

For this test we set the pool size to 20%. See Figure 7 for the throughput results.
Figure 8 shows average client side response times for each transaction type (3

representative points only).
During the test runs we recorded the number of instances pooled.  The behaviour

of the BAS container is suprising in this regard as it pools a larger number of objects
than expected from the option C tests, and creates more objects nearer the middle of
the % cache range  (See Figure 9). The number of instances pooled is related to the
peak ready pool size during the test runs.  In fact BAS allows the actual ready pool
size to overshoot the “maximum” setting for short periods of time, and the excess
objects are then pooled reducing the ready pool size back to the “maximum” again.

                                                          
5 This is to be expected as option B pools objects with identity, so the maximum number of

ready objects is the number of instances of the object (or rows in the database).
6 An experimental check confirmed no significant difference in TPS for varying pool sizes.
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With anything less than about 80% cache we get less than the best Option C
throughput of 300TPS.

0 and 10% cache sizes give 277TPS, but then the TPS drops with increasing cache
size up to 50%, rising to a peak of 360TPS at 100% cache size.

TPS drops again slightly to 200% (350TPS), but this is within experimental error
so is unlikely to be significant.

The client response times increase, and then decrease, with getHoldings speeding
up by 100% cache (to become faster than buy).  Increasing the cache size has greater
impact on getHoldings than the other transactions.

Initially we wondered if the number of instances in the pools is related to the shape
of the TPS graph. It seemed suspicious that the peak Pool size and the minimum TPS
both happen at around 50% cache size.  However, we conducted further experiments
with a 0 pool size which disproved this (no objects pooled during or at end of run, and
same shaped TPS graph).

4.3.1 Conclusions

Option B with greater than about 80% cache is faster than Option C. 100% cache
gives 360TPS which is 20% faster than option C. Option B with smaller cache (less
than 80%) is slower than option C. Option B with 0 cache is close to option C
performance.

The dip in TPS around 50% cache is initially suprising.  However, we know that
there are two competing factors, a benefit and a cost, involved in caching objects with
identity:

• Benefit: More ready instances are available with increasing cache size.
• Cost: There are overheads with increasing cache size7 (including garbage

collection, retrieval of objects from the cache, managing the cache size, and
pooling objects when the “maximum” size is exceeded).

It is possible to model the TPS graph by assigning suitable relative weights to these
two factors, and subtracting the cost from the benefit. If this model is correct then the
relative performance is just some function of the cache size benefit and cost.

Borland have given us extra insight into the impact of the cache locking overhead
[11]. The smaller the cache sizes, the more locking is done as the background cache
resizing thread needs to do more work to reduce the cache sizes. This provides the
final key to understanding the shape of the TPS graph. The cache cost isn’t linear, but
consists of a locking component which decreases with increasing cache size, and a
component which increases with increasing cache size (due to garbage collection,
etc).

Because the performance is only better than option C with a large (>80% cache),
for most real applications this will be difficult to achieve, particularly if there are a
large number of objects, or if the number of objects grows.

Given that a significant performance improvement is only observed with a large
cache, and that a large cache is practically impossible in most real applications, option
C is a better option for consistently good performance and low memory usage.

                                                          
7 From the BAS ejb-cmp newsgroup.
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4.4 Experiment 4: Option A, Cache and Pool

We hypothesize that: Because Option A caches data as well as object state, we expect
the best Option A TPS to be substantially faster than Options B and C (In excess of
30% faster than option C); Even a small (Say 10%) cache size will give better than
option C performance.

Figure 10 shows Option A results with increasing Cache, and 20% pool.

0

100

200

300

400

500

600

0 50 100 150 200 250

% Cache

T
P

S

Fig. 10. Option A, Cache and Pool

We observe that: All Option A runs are faster than option C.  This is because even
with 0 cache specified, the container actually creates some ready instances (and
therefore also caches some data). The TPS is fairly flat from 0 to 50% cache, and
drops to almost the option C value at around 30% cache. From 50% cache the TPS
increases, to almost the maximum at 100%.

A comparison of Options A, B, and C TPS is useful at this point to assist with
comparative observations (Figure 11):
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Option A has a peak TPS of 482 at 200% cache, and 471TPS at 100%.  Using the
100% figure, Option A is 30% faster than the peak Option B (360TPS), and almost
60% faster than the peak option C (300TPS).

Option A and B have similar shaped graphs, although the drop in TPS between 0%
and 50% isn’t as bad for Option A as Option B.  This is probably due to the increased
efficiency of data caching almost compensating for the cost of caching in general.

In theory we would expect the Option A, B, and C 0% cache points to be the same,
and the slowest, but they aren’t.  Previously we observed that for Option B 0% cache
the container is actually creating ready instances.  The maximum number of ready
instances recorded for three runs with Options A, B and C (0 cache, 20% pool) are as
follows (Table 6).

Table 6. Peak ready instances

Option % Cache Maximum
Account Ready

Instances

Maximum Item
Ready Instances

Maximum Holding
Ready Instances

C 0 (N/A) 10 10 200
B 0 240 800 1,300
A 0 260 2,700 14,000

For Option B, the ready pool size jumps around from 0 to and from the peak, and
finally drops back to 0 at the end of the run. For Option A, the ready pool size
increases rapidly to the peak and stays there, dropping back to 0 only at the end of the
run.  This proves that the cache size isn’t a fixed maximum size, and that the actual
number of ready instances depends on both the commit option and the cache size.  If
the actual cache size really was the fixed upper limit for the duration of the runs then
the graph would look substantially different.

4.4.1 Conclusions

The benefits of the cache are more obvious for Option A than Option B. Until about
80% cache size Option B is still slower than Option C, and then only increases to a
maximum just over the worst option A result.  However, Option A at 75% is on par
with the best Option B result, and improves even further.

5 Conclusions

The benefit of caching just object state and not data (option B) is minimal, with at
least 80% cache size required to exceed option C TPS, and 100% cache size required
for the maximum difference of 20% over option C. Achieving these hit-rates for
cache sizes in real applications is difficult if the number of objects is large or
increasing.

Option C gives consistently good results with no object or data caching.  The
advantage of object pooling for option C is also unobservable, and a pool size of 0 is
probably adequate. Setting the pool to the maximum theoretical size (based on the
maximum concurrency and the number of instances used per transaction) will
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however prevent any overhead caused by unreferenced objects being garbage
collected. Using Option C with no pool or a minimal pool size has significant
implications for hardware resources, as a BAS45 server can be run in under 64MB
RAM using option C, compared to anything up to 512MB for options A and B.

Option A gives slightly better performance up to 50% cache, increasing above 50%
(for this application), with substantial benefits if everything can be cached.  If the EJB
application is the only application accessing the database tables, then it may be worth
considering using option A. The throughput is almost doubled, and is roughly
equivalent to adding an extra clustered server, but without the benefits of further
scalability or failover.

Finally, we stress that these results, explanations and conclusions are product,
version8, and application specific.  This in itself is a major lesson.  Optimising CMP
Entity bean code performance is a time consuming and complex task.  Using the
vendor’s default settings, or even using the theoretically best settings, will be unlikely
to produce optimal performance for real applications. An understanding of which
commit options, cache and pool sizes are supported by the vendor and what they
actually do, how they relate to the EJB specification, controlled experimentation with
different deployment settings, and careful observation of what the container is
actually doing during the running of the application, are likely to lead to a
significantly better outcome.

If CMP Entity beans are an important part of your EJB architecture then careful
evaluation and choice of an EJB application server is required. One of the major areas
of differentiation between Application Servers is the level of support for Entity beans,
including the extent of implementation of the specification, CMP performance, tool
support for Entity bean application assembly and deployment, monitoring of deployed
beans, and extra features such as clustering of Entity beans.  Not all EJB 1.1
compliant products are equal.
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Abstract. Nomadic computing imposes a set of serious problems and
new requirements onto middleware platforms supporting distributed ap-
plications. Among these are the characteristics of wireless links like sud-
den and frequent disconnection, long roundtrip times, high bit error rates
and small bandwidth. But there are also new requirements like handover
support and the necessity to use different networks (bearers). All these
problems and requirements lead to the demand for an association be-
tween client and server that is independent of a transport connection. In
this paper, we present a session layer that provides such an association
for the middleware platform CORBA based on the Wireless Application
Protocol (WAP) that is especially designed for mobile and wireless de-
vices. It turns out that the session protocol in WAP called WSP is not
able to fulfill our requirements, thus, it was necessary to define our own
session layer. The session layer provides explicit and implicit mechanisms
to suspend and resume a session, a reconnection to the session after the
bearer was lost or changed and a solution to the lost reply problem.
Furthermore, it contains an interface to be used by session-aware appli-
cations to control the presented mechanisms themselves on a fine-grained
level. This paper presents a detailed description of the session layer, its
integration into CORBA, a mapping of GIOP messages onto WTP and
selected implementation details.

1 Introduction

Terminal mobility and wireless communications are two of the most important
factors to be considered in frameworks for distributed applications. The suc-
cess of wireless communications (e.g., GSM or UMTS) increased the interest
in distributed applications implementing the paradigm of nomadic computing.
However, due to the physical characteristics of the wireless communication link
special mechanisms are required to handle high error rates, packet loss or even
broken connections. These mechanisms are best implemented in a special layer
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hiding the occurring problems transparently to the distributed applications. We,
therefore, propose a general purpose session layer whose services may be used
whenever appropriate (compared to the session layer defined in the ISO reference
model [10]).

The need for such a session layer was identified in many frameworks for dis-
tributed applications, most notably CORBA. Thus, we take this architecture
as an example to show how our session layer can be implemented in a given
framework. In Sect. 2.1 and 2.2, we introduce CORBA and its components that
are affected by the session layer. Ongoing work on wireless access and terminal
mobility inside the OMG is presented in Sec. 2.3. For the wireless link, special
communication protocols have evolved, as TCP is not well suited for this en-
vironment (see Sec. 2.4). A viable solution is the protocol family called WAP
(Wireless Application Protocol) which itself has realized the notion of sessions
and is described in Sec. 2.5.

Section 3 starts with the identification of the session layer requirments. We
found that the session idea defined in WAP is not very appropriate for distributed
applications as we show in Sec. 3.2. In the remainder of Sec. 3 we present our
design of the session layer.

This layer was implemented using the CORBA implementation ORBacus
and the Wireless Transaction Protocol WTP of the WAP suite. First results of
this implementation are presented in Sec. 4. Related work is given in Sec. 5. We
conclude this paper with a summary of the achieved goals in Sec. 6 and give an
outlook on work remaining to be done.

2 Basics

2.1 CORBA

CORBA (Common Object Request Broker Architecture) is a popular middle-
ware platform, facilitating the implementation of object-oriented location-inde-
pendent distributed client/server-applications [15]. CORBA supports the inter-
operability between clients and servers written in different programming lan-
guages, running on different operating systems and connected by different net-
work technologies, thus, making CORBA the ideal basis for developing applica-
tions in a heterogeneous environment.

The central component in CORBA is the ORB (Object Request Broker),
which is responsible for transparently forwarding requests and replies to the ap-
propriate entity, thus, allowing a client to invoke operations on a server without
knowing anything about the location of the server or its implementation.

2.2 GIOP

CORBA-ORBs use the General Inter-ORB Protocol (GIOP) to inter-operate.
GIOP can be mapped onto connection-oriented protocols that meet a set of
assumptions. GIOP defines the transport protocol independent properties, e.g.
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message formats. ORB-Interoperability issues that are transport protocol depen-
dent are defined in the mapping of GIOP onto the specific transport protocol.

The GIOP specification consists of the Common Data Representation (CDR)
that maps IDL data types onto a low-level representation for transmission, the
GIOP message formats and a set of GIOP transport assumptions.

GIOP messages are exchanged between CORBA entities to invoke requests,
locate object implementations and to manage communication channels. GIOP
communication is not symmetric. Therefore, to describe GIOP messages it is
necessary to define client and server roles. In the GIOP context, a client is
an entity that opens a connection and may send Request, LocateRequest and
CancelRequest messages. The server accepts connections and may send Reply,
LocateReply and CloseConnection messages. Client and server are allowed to
send MessageError messages.

Every GIOP message contains the address of the server object (Interoperable
Object Reference, IOR). The address of a server object consists of a transport
dependent part that contains its network address and an opaque transport inde-
pendent part that identifies the object inside the server. If a server object can be
reached via different addresses, e.g. the server is connected to different networks
that use a different addressing scheme, multiple addresses can be added to the
IOR.

The assumptions the GIOP definition makes about the transport behavior
include that the transport protocol is connection-oriented because a connection
defines the scope for identifying requests. The connection has to be reliable,
which means that bytes are delivered in the same order they are sent, at most
once, and that a positive acknowledgment of delivery is available. The trans-
port provides notification of disorderly connection loss. A client may multiplex
connections to multiple target objects onto one transport connection.

Transport-dependent specifications like the addressing of the host and the
server-object are defined in the mapping.

The Internet Inter-ORB Protocol (IIOP) is a mapping from GIOP to TCP/IP
and must be supported by every ORB implementation. Mappings to other trans-
port protocols may be defined. Altogether GIOP defines a kind of lingua franca
for different middleware implementations.

2.3 Wireless Access and Terminal Mobility in CORBA

The Object Management Group identified the need for supporting wireless access
and terminal mobility in CORBA and issued a request for information (RFI) [14].
The most elaborated reply to this RFP is based on the experience gained in
the EC/ACTS project DOLMEN that implemented a prototype of CORBA
extensions to support terminal mobility.

The architectural framework described in this reply [6] identifies three differ-
ent domains: the home domain, which keeps track of the current location of the
mobile terminal, the visited domain to which the mobile terminal is connected
at a given moment using so-called access bridges, and the terminal domain that
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is made up by the ORB on the mobile terminal and the terminal bridge that is
responsible for connecting to an access bridge.

For communication between terminal and access bridge, a special protocol,
the GIOP Tunneling Protocol GTP was defined. This protocol controls the tun-
neling of GIOP packets between the bridges and provides mechanisms for handoff
and connection recovery. Being an abstract protocol, GTP needs to be mapped
onto one or more concrete protocols.

The GTP-tunnel spans the unreliable communication link between the mobile
terminal and the access node. Therefore, this tunnel must be established before
the first method invocation, maintained and re-established to another access
node whenever the mobile terminal moves from one area to another. Hence,
GTP defines operations for tunnel establishment, tunnel handoff and tunnel
release. However, using a connectionless transport protocol like UDP or WDP
(as defined in the WAP protocol stack, see Sec. 2.5) makes it hard to determine
when a connection is lost or when a handoff should take place.

2.4 TCP-Drawbacks

It is a well-known fact since many years that TCP does not provide a good
performance in wireless environments [2,5]. The main reason is the error semantic
of TCP and the resulting behavior. If a packet is lost during transmission, TCP
assumes a congestion within the network and slows down transmission using
the slow start mechanism. While this behavior makes sense in fixed networks,
it is in most cases wrong in wireless and mobile networks. Wireless connections
typically have much higher error rates including disruptions compared to fixed
connections. Thus, packet loss is quite often due to these transmission errors
instead of congestion. Furthermore, handover procedures in mobile networks
can cause additional packet loss (packets in transit during the handover might
be lost). Slowing down the performance is not at all useful in these cases, as the
loss does not result from congestion. Several approaches have been proposed to
solve this problem, either by splitting up the connection into a wireless and a
wired part [1], by doing local retransmissions for lost packets [3], or by additional
mechanisms controlling TCP directly [4]. However, all these approaches represent
add-ons but not really integrated solutions. Furthermore, mobility increases the
complexity of such approaches [7].

Furthermore, TCP does not support mobility of endsystems very well. This
is due to the fact, that an IP address does not really identify an endsystem but
a point of network attachment. Sockets as the premiere API for using TCP are
based on IP addresses and, thus, suffer from the mentioned problems. Systems
like Mobile IP [17] support endsystem mobility by integrating additional com-
ponents and, thus, preserve the reachability of the mobile host with its original
address.
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2.5 WAP – The Wireless Application Protocol Suite

A viable solution providing Internet services for mobile, wireless devices has
been worked out by the Wireless Application Protocol Forum (WAP Forum),
which was founded in June 1997 by Ericsson, Motorola, Nokia, and Unwired
Planet [23]. The basic objectives of the WAP Forum are to bring different In-
ternet content (e.g., Web pages, push services) and other data services (e.g.,
stock quotes) to digital cellular phones and other wireless, mobile terminals
(e.g., PDAs, laptops). Furthermore, a protocol suite should enable global wire-
less communication across different wireless network technologies, e.g., GSM,
CDPD, UMTS etc. Therefore, the Forum embraces and extends existing stan-
dards and technologies of the Internet wherever possible and creates a framework
for the description of content and development of applications that scale across
a wide range of wireless bearer networks and wireless device types. Hence, the
idea of using WAP for CORBA is evident (compare to Sec. 2.3).

Figure 1 gives an overview of the WAP architecture, its protocols and compo-
nents. The management entities handle protocol initialization, configuration and
error conditions (such as loss of connectivity due to the mobile station roaming
out of coverage) that are not handled by the protocol itself.

The basis for transmission of data are different bearer services. WAP does not
specify bearer services, but uses existing data services and will integrate further
services. Examples are message services, such as SMS (short message service),
circuit-switched data, such as HSCSD (high-speed circuit switched data), or
packet switched data, such as GPRS (general packet radio service) in GSM.
Many other bearer services are supported, such as CDPD, IS-136, PHS. No spe-
cial interface has been specified between the bearer service and the transport
layer with its wireless datagram protocol (WDP), because the adaptation of this
protocol is bearer-specific. The transport layer offers a bearer independent, con-
sistent datagram-oriented service to the higher layers of the WAP architecture.
Communication is done transparently over one of the available bearer services.
The transport layer service access point (T-SAP) is the common interface to
be used by higher layers independently of the underlying network. If a bearer
already offers IP service, then UDP is used as WDP and T-SAP is similar to the
socket interface.

The security layer with its wireless transport layer security protocol WTLS
is based on the transport layer security (TLS) and has been optimized for use in
wireless networks. WTLS can offer data integrity, privacy, authentication, and
denial-of-service protection.

The WAP transaction layer with its wireless transaction protocol (WTP)
offers a lightweight transaction service. WTP distinguishes between an acknowl-
edgment generated by the WTP entity of the responder and an user-generated
acknowledgement, that is explicitly invoked by the receiving application. The
service primitives of WTP are TR-Invoke to initiate a transaction, TR-Result
to send back the result of a transaction and TR-Abort to abort an existing trans-
action. The PDUs exchanged between two WTP entities are the invoke PDU,



A WAP-Based Session Layer Supporting Distributed Applications 61

Bearers (GSM, CDPD, ...)

Security Layer (WTLS)

Session Layer (WSP)

Application Layer (WAE)

Transport Layer (WDP)

Transaction Layer (WTP)

additional services
and applications

WCMP

A-SAP

S-SAP

TR-SAP

SEC-SAP

T-SAP

A-Management

S-Management

TR-Management

SEC-Management

T-Management

Bearer-Mgmt

Fig. 1. WAP architecture

ack PDU, and result PDU. The basis of WTP are the three classes of transaction
service:

Class 0 provides unreliable message transfer without a result message.
Class 1 provides reliable message transfer without a result message. For the

sender the transaction ends with the reception of the acknowledgement,
whereas the receiver keeps the transaction state for some time to be able
to retransmit the acknowledgement if it receives the same invoke PDU again
indicating a loss of the acknowledgement.

Class 2 provides reliable message transfer with exactly one reliable result mes-
sage. It provides the classical request/response transaction, that may be
directly used in client/server systems. In WTP class 2 transactions the re-
sult is acknowledged by the initiator of the transaction, resulting in at least
3 exchanged PDUs. An explicit acknowledgement of the invoke PDU puts
the initiator on ”hold on” to prevent a retransmission of the invoke PDU
because the initiator might assume a packet loss if no result is sent back
within a certain timeframe.

No WTP-class requires connection set-up or tear-down, which avoids un-
necessary overhead on the wireless link. WTP does not include any flow or
congestion control and thus avoids the main drawback of TCP in wireless envi-
ronments.

The session layer with the wireless session protocol (WSP) currently offers
a connection oriented and a connectionless service. It supports HTTP/1.1 func-
tionality, long-lived session state, session suspend and resume, session migration
and other features needed for wireless and mobile access to the web.
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Finally, on top of it all, the application layer with the wireless application
environment (WAE) offers a framework for the integration of different WWW
and mobile telephony applications. The main issues here are scripting languages,
special markup languages, interfaces to telephony applications, and many con-
tent formats adapted to the special requirements of small, handheld, wireless
devices.

WAP does not force all applications to use the whole protocol architecture.
Applications may use only a part of the architecture.

3 Session Layer

This section will introduce our design of a session layer using protocols from the
WAP stack to support request/reply types of communication in general and as
a specific application the remote method invocations in CORBA. The session
layer is integrated into the mapping of GIOP onto WTP and is called Wireless
Transaction Inter-ORB Protocol (WTIOP). When introducing a new layer into
an already established framework like CORBA, there are two alternatives how
the new layer could interact with the existing infrastructure:

session-aware: The layer could provide new functionality to applications which
are aware of the characteristics of mobile communication. These are called
session-aware applications in the remainder of the paper.

transparent support: The layer could be transparently integrated into the
framework. This will support legacy applications which are not aware of the
new session layer.

Our session layer will support both types of applications. In the following we
will outline some requirements which have to be met by such a session layer.

3.1 Requirements

We identified the following requirements of the session layer in a wireless envi-
ronment:

• The session entity has to provide data transport services for applications
using a request/reply model for communication.

• The session entity has to be able to detect the loss of the transport connec-
tion.

• After a connection loss, the session entity needs to be able to transparently
reconnect to the server.

• The session entity should support the change of the bearer used by the
transport layer (vertical handover) and thus the change to another network
initiated by the client.

• The session entity must provide a solution to the lost-reply problem, emerg-
ing if an invocation request was successfully sent to the server before a dis-
connection occurs. The computed replies have to be stored in the server and
delivered to the client on its request [19].
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• Session-aware applications should be able to explicitly suspend and resume
the session e.g. in case of low battery power.

• A mechanism is needed to inform session-aware applications of events chang-
ing the state of the session. These events include session suspend and resume.
Furthermore session-aware application should be able to influence e.g. the
time interval after which the session entity should try to reconnect in the
case of a connection loss.

• As a result of these requirements, the session entities have to provide an
association between client and server, which is independent of the underlying
transport connection.

Additionally, to support the use of the session layer for CORBA applications,
these additional features need to be provided:

• Support of legacy CORBA applications, which are not aware of the ses-
sion. In this case the session layer has to be inserted transparently into the
CORBA environment (ORB).

• Ensure the ”at-most-once” semantic of CORBA requests. A request, which
is received by the session layer and is handed to the CORBA server, must
be ignored if received a second time (e.g. over a different bearer after a
disconnection period).

3.2 Integration

In the following we discuss the capabilities of the WAP layers and their use in a
session layer fulfilling the requirements defined in the previous section:

WDP: On the transport layer, WAP defines the wireless datagram protocol that
offers a bearer independent, consistent datagram-oriented transport service.
When using IP based bearers WDP is realized by UDP. However, WDP
is a connectionless and unreliable protocol and does not comply with the
requirements of GIOP.

WTP: Therefore, there is the need for a service providing reliability to im-
prove WDP. WAP incorporates the wireless transaction protocol WTP for
reliable requests and asynchronous transactions. WTP is able to provide
the necessary guarantees required by GIOP. Based on the different transac-
tion classes, a fine grained selection of the required guarantees for a special
request is possible. Furthermore, WTP is transaction oriented and thus sim-
plifies the adaptation of CORBA requests to WTP invocations compared to
stream-oriented transport protocols like TCP.

WSP: WSP is not well suited for our purposes of a generic session layer as it
does not fulfill some of the basic requirements presented in Sec. 3.1. WAP is
defined to support web-browsing on mobile devices and provides optimiza-
tions for HTTP. The core of the WSP design is a binary form of HTTP. It
defines binary representations for information in the http header. As we do
not use HTTP for sending request and reply messages these optimizations
are useless for our purposes.
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WSP provides session suspend and resume mechanisms, that provide dis-
connection transparency and enable the change of the bearer during session
suspend. However, WSP does not support a reply polling on all requests that
have been successfully sent to the server but the reply could not be returned
to the client due to network disconnection. In this case it is necessary to
resend the request, because replies are discarded after the disconnection is
detected in the server and all active WTP transactions belonging to this
session are aborted.

Hence, WDP and WTP of the WAP architecture provide a reliable transport
service substituting TCP in the wireless domain and will be used in our session
layer. WSP on the other hand provides special mechanisms supporting web-
browsing on mobile devices but does not provide a really added value for generic
distributed applications and will, therefore, not be used in our approach. Thus,
we have to define our own session layer that fulfills the requirements pointed
out in Sec. 3.1. Throughout this section we provide a detailed description of our
session layer.

3.3 Architecture

Using WAP in a session layer raises the question how clients taking advantage of
the session layer have to be integrated into an existing environment. Basically,
there are two ways how this can be realised:

with gateway: Using a gateway corresponds to the WAP programming model.
In this model, clients are not directly connected to a server but indirect via a
so-called WAP gateway which is located at the crossover between the wire-
less and wired network. For use in our session layer this gateway has to
fulfill some special functions. Apart from an implementation of the server
functionality of WAP it has to support the forwarding of CORBA requests
(Fig. 2). Thus, general WAP gateways can not be used in this context. A
generic proxy platform for CORBA like π2 [20] is able to fulfill these re-
quirements. π2 can be integrated into existing applications and provides a
platform for value added services. The gateway solution enables the access
of standard CORBA servers using IIOP, as the gateway is able to transform
object references in a suitable way. On the other hand, if the system consists
of more than one gateway it is necessary to provide a handover mechanism,
which further complicates the development and deployment of such an ar-
chitecture. Furthermore, gateway architectures add an additional point of
failure and may lead to performance loss.

without gateway: In this architecture the client sends its request directly to
the server without using a gateway. It is necessary that the server imple-
ments the WAP interfaces to accept requests sent via WTP. This end-to-end
solution of supporting applications in nomadic environments is much sim-
pler as no additional complexity (gateway) or handover mechanisms have
to be realized. Using WAP this way creates the problem that WAP does
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Fig. 2. Using a gateway to connect to a CORBA server via IIOP

not support any flow- or congestion control mechanisms. But because in our
scenario mobile devices are connected via links with a small bandwidth, this
is not a serious problem for existing networks. Routers in the wired network
can handle much higher data rates and therefore can not become congested
by packets received from the wireless link.

The session layer that is presented in this paper can be integrated into an
architecture with or without a gateway. Using one or the other alternative is a
trade-of as none is superior in all characteristics.

3.4 Concept

The purpose of the session layer is to provide a client-server context in which
requests and corresponding replies can be transmitted. Multiple transactions
can be invoked simultaneously in a single session. The important fact regarding
the common problem of disconnections in wireless communication is the session
independence of the underlying transport connection. The session layer may be
suspended during periods of disconnection and resumed after regaining network
connectivity which may use a different bearer. Requests that are already accepted
by the session entity but have not been sent to the server and computed replies
on the server that have not been sent to the client will not be discarded while a
session is in a suspended state. In the following we will present how establishing,
suspending and resuming a session works.

A session is identified by a session id, that is assigned by the server in the
first acknowledge sent from the server to the client.

Session establishment. Depending whether the session layer is used as an
end-to-end connection or via a gateway, there will be one session on the client
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associated with every server the client uses or otherwise only one session be-
tween the client and the gateway. In the second case all GIOP connections from
the client are tunneled over the single session between client and gateway. The
session is always initiated by the client. To avoid the overhead of connection
establishment (like three-way-handshake in TCP) the session is established im-
plicitly during the first request from the client to a server. The server will create
a new session on receipt of such a request and set the state of this session to
WAIT ESTABLISH (see Fig. 3). Together with the reply the server transmits a
newly assigned session id back to the client, which has to be used in further
transactions to identify the session. The client will set the state of the newly
created session to ESTABLISHED after receiving the reply to the first request (in-
cluding the session id). If the WTP acknowledgement to this reply is lost, the
server will destroy the session, but the client will assume, that the session is still
open. The client will not find out that the session is invalid before it sends a new
request to the server which is answered with an WTP TR-Abort(User) by the
server.

The tuple (session id, server name) identifies the session on client side. At
the server the session id alone is unique. In the case of a transport disconnection
during the first WTP transaction, the session establishment fails and has to be
retried by the client (after regaining network connectivity).

Suspending a session. Figure 4 shows a state chart defining the session states
at client side. At the client there are two possible events which cause a ses-
sion to change into the SUSPENDED state. A session may be suspended either by
the application (explicit suspend) or by the underlying transport layer (implicit
suspend):

explicit suspend: A session-aware application may suspend a session explicitly
by calling the suspend operation of the session. The session entity will send a
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Suspend message to the server and change into SUSPENDED state. The session
entity will continue accepting incoming replies but instead of handing them
to the application (CORBA ORB), the reply will be stored internally. On
the other hand requests from the ORB will be rejected during SUSPENDED
mode. The session will remain suspended until explicitly resumed by the
application.

implicit suspend: A session may be implicitly suspended in the case of detec-
tion of longer network disconnections (possibilities to detect disconnections
are discussed further down). In this case the session entity will continue ac-
cepting requests from the ORB but store them internally instead of sending
them. All synchronous method invocations by the ORB will remain blocked.
Session-aware applications are notified by the session entity of the suspend
event. The session-aware application may as a response to such a notifica-
tion ask the session entity to stop accepting requests and, therefore, unblock
any synchronous calls (returning an error). The client will try to resume the
session by itself transparently to the application.

On the server side the session is suspended either by receiving a Suspend
message from the client or also by the detection of network disconnection of the
client. The server caches available but unsent or unacknowledged replies while
the session is in SUSPENDED state (see Fig. 5). Once the session is reestablished
by the client, the client can poll for missing replies. Thus, the retransmission of
already sent requests is not necessary. The server may close suspended sessions
after a specific amount of time to avoid keeping open ”zombie” sessions which
will not be resumed e.g. because the client has crashed. This timeout should be
rather long to allow the session to survive long disconnections of the client.

Detection of network disconnection. Generally speaking, a disconnection
is a state in which no WDP datagrams can be exchanged between the client and
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server. We assume that these disconnections are caused by the loss of network
connectivity of the client (e.g., because of loss of radio coverage).

The session entity on the server side may detect the unreachability of the
client when trying to send results to the client via WTP transactions (class 1 or
2). The WTP entity will not get acknowledgements for these transactions and,
therefore, abort the transaction and signal the Abort to the session layer. The
session will change into SUSPENDED mode. If there are no outstanding results to
be sent by the server, the disconnection will not be detected. Because of the
passive role of the server this is not a problem. It is the responsibility of the
client to resume a session, and the server will simply assume that there was a
disconnection when it receives a Resume message.

On the client side the detection of network disconnection is critical. Un-
fortunately there are situations in which the session entity can not detect the
disconnection directly by events from the WTP layer. That is the case when
the WTP entity has sent a request (as an WTP invoke, see Sec. 3.5), received
a ”hold on” acknowledgement from the WTP server and then waits for the re-
sult. If during that period the network is disconnected, and no more requests
are sent by the session entity, the WTP entity will not abort the transaction,
because the disconnection is not detected. After a ”hold on” message the client
waits for an infinite time to receive a result. If on the other hand the network is
disconnected before the WTP entity receives the acknowledgement, it will (after
some retransmissions and timeouts, compare Fig. 6) abort the transaction. The
session will be suspended by this Abort.

There are two ways to solve these problems:

1. A component outside the session layer may signal the network disconnection
to the session entity. This component may be the operating system or a
management entity of the WAP protocol stack (see Sec. 2.5).

2. A ”hold on” message on the session layer may be introduced, which is sent
from the server to the client in periods where no other messages (results or
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acknowledgements) are sent. The time interval after which such messages
are sent could be increased each time after sending a ”hold on” message to
reduce transmission costs in networks, where the amount of transferred data
is charged (like in GPRS networks in Germany). The client would expect
a message (result, acknowledgement, ”hold on”) after these time intervals.
The missing of a message would cause the client to presume a disconnection
and to suspend the session implicitly.
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Fig. 6. Session suspend and resume

Resuming a session. The client tries to resume the session by building a new
network connection and sending a Resume message to the server. Because the
session is independent of a specific transport connection, the session may be
resumed over a different bearer. The question which bearers are available and
which have network connectivity is outside the scope of the session layer. Again
the operating system or WAP management entities may provide such informa-
tion or an approach as presented in [8] may be used to guard the availability of
network devices as well as the network connectivity of these devices. The server
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acknowledges the resuming of the session by returning a ResumeACK message
to the client. Once the session state on the client is changed to ESTABLISHED,
stored requests are sent and missing replies are polled from the server.

Figure 6 shows an example sequence of exchanged messages for suspending
and resuming a session. At the beginning the session is already established (by
request number 0, not shown in the diagram) and the next request shall be sent.
The request is transmitted in a WTP invoke PDU to the server and the session
layer hands the request to the CORBA ORB, which returns the reply (1). The
client was disconnected from the network right after sending the WTP invoke
PDU. The client tries to retransmit the WTP message, because it is not acknowl-
edged by either a ”hold on” acknowledgement or implicitly by a WTP result
PDU. After several retransmissions the WTP entity aborts the WTP transaction
by which the session at client side is implicitly suspended (2). The same occurs
on the server which tries to retransmit the WTP result PDU, because it is not
acknowledged by the client. The WTP entity also aborts the transaction, the
session at server side is implicitly suspended, too. The server caches the reply.
After regaining network connectivity, the client session entity sends a Resume
message to the server, which responds with a ResumeACK message and changes
back into the ESTABLISHED state (3). On receipt of the ResumeACK message,
the client starts to poll for every missing reply. In this case, Reply 1 is missing,
therefore, the client sends a PollReply message for Reply 1 to the server. The
server responds with a CachedReply message containing the requested Reply 1.
After the CachedReply message is acknowledged by the client, the server destroys
the cached reply (4).

3.5 Mapping onto WTP

As stated above, we use WTP as the reliable transport protocol which is used
by the session layer to send and receive requests and replies, respectively. WTP
directly supports the request/reply communication model and is, therefore, more
suited than byte-streaming protocols like TCP. The session layer maps the
GIOP 1.1 messages directly onto WTP transactions as shown in Table 1.

Table 1. Mapping of GIOP messages onto WTP

GIOP msg WTP primitive trans.class Initiator
Request TR-Invoke 2 client
Reply TR-Result 2 server
LocateRequest TR-Invoke 2 client
LocateReply TR-Result 2 server
CancelRequest TR-Invoke 1 client
MessageError TR-Invoke 1 client
MessageError TR-Result 2 server
CloseConnection TR-Invoke 1 server
Fragment TR-Invoke 1 client/server
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Whether transaction class 1 or 2 of WTP is used to send a GIOP Request
(or LocateRequest) depends on the three different types of CORBA calls:

oneway: If the request is a oneway request (no response expected), always
transaction class 1 is used (transaction class 0 could be used as well, because
the CORBA standard does not demand the reliable transmission of oneway
requests).

synchronous: If a response is expected, transaction class 2 is used for syn-
chronous calls.

deferred: IIOP implementations usually use a synchronous invocation in the
ORB to transmit these calls and, thus, transaction class 2 is used for deferred
synchronous calls.

Besides the GIOP messages the session layer uses a few control messages to
suspend, resume and close a session.

Table 2. Mapping of session control messages onto WTP

session msg WTP primitive trans.class Initiator
Suspend TR-Invoke 0 client
Resume TR-Invoke 2 client
ResumeACK TR-Result 2 server
CloseSession TR-Invoke 1 client/server
PollReply TR-Invoke 2 client
CachedReply TR-Result 2 server

In the following we will discuss facts concerning the length in bytes of a
GIOP message sent over WTP. The WTP standard defines an optional feature
for segmentation and reassembly (SAR) of large messages (WTP invokes and
results) which exceeds the MTU (maximum transfer unit: the maximum number
of bytes, that can be sent in one packet) of the underlying bearer. The reason
is, that many of the bearers used by WTP (like IP or GSM SMS) have a ”lost
one lost all” approach concerning SAR [9]. If the WTP implementation supports
SAR, selective retransmission of lost segments is used to minimize the number of
resent bytes. Because WTP supports no more than 256 segments in one invoke
(or result) message, the size of an invoke sent by the session layer should not
exceed 256 × MTU . Either the session layer can ensure this by introducing
SAR at session layer or in our case with sending GIOP messages, the ORB can
be instructed to divide large requests into fragments and send them as GIOP
fragments.

4 Implementation Details

The implementation of the session layer is done in Java using ORBacus and Jan-
nel. Both implementations had to be modified to work together. Where ORBacus
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has to be modified to support a transaction oriented protocol like WTP, there
was no publicly available Java implementation of the client side protocols of
WAP. Most of this functionality had to be implemented by ourselves.

4.1 CORBA-Details

We use ORBacus by OOC as a CORBA implementation [16]. It is available with
source code and is published under the ORBacus Royalty-Free Public License
free of charge for non-commercial use. It includes the Open Communication
Interface (OCI). This interface is below the GIOP layer where new mappings on
transport protocols can be plugged in the ORB.

The OCI is designed for the use of bytestream-oriented transport protocols.
As the session layer provides a message-oriented interface, we use a slightly
adapted version of the OCI. This new interface preserves the structure of data
sent and received by the ORB, which are GIOP messages. This is necessary to
map the GIOP messages onto WTP-transactions. The identification of GIOP
messages in form of request ids is also handed through this new interface to the
session. We adapted the ORB to transparently use the new OCI interface with
the session protocol and the old one with other protocols (like IIOP).

Fig. 7. IDL of WTIOP

In order to include a new PlugIn it is necessary to describe the address format
in IDL. If the server supports multiple bearers we use multiple TaggedProfiles
(one for each bearer) in a CORBA IOR (interoperable object reference). Right
now only bearers providing IP are supported which may be used on a local
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wireless LAN or wireless WAN such as GSM or GPRS. Figure 7 shows the IDL
file describing the address format. To identify the WTIOP profile of an object
we defined a tag with a value of four because it is not used otherwise. For official
use it is necessary to get a tag assigned from the OMG. Every server needs a
globally unique hostname (which may be a DNS name). This is used together
with the session id to identify a session at client side. The port number refers to
the WDP port number the server uses, and the address field contains the address
in a bearer dependent encoding. This may be an IP address (or DNS name) for
bearers providing IP, but could also contain e.g. a telephone number for other
bearers. The bearerType field defines the bearer for which the address is valid.

The notification of session-aware applications is implemented by using the
callback mechanism of the so called Info objects defined in the OCI. With these
objects, applications can register callback methods which will be invoked when
the particular event occurs. The standard OCI already defines callbacks for con-
nection and disconnection events. These will be called by the session layer in
case of session establishment and closing a session, respectively. We extended
the Info objects with the possibility for applications to register additional call-
back methods which will be invoked in case of suspending and resuming the
session.

4.2 WAP-Details

For our implementation of WTIOP we needed an implementation of the WAP
protocols, specifically of the WDP and WTP protocol layers. Unfortunately we
could not find a complete free open source implementation of these protocols.
With Kannel ([11]) there is an open source project building an open source WAP
gateway. Because Kannel’s design is influenced by its use as a gateway, it is not
well suited to reengineer a wap-stack implementation from its source code. Jan-
nel is a Kannel port to Java by Empower Interactive, Inc. which better fulfilled
our needs. Also because we use the Java version of ORBacus and wanted to im-
plement the session layer in Java as well, the Java implementation was preferred.
But the Jannel implementation only contained the server side implementation of
the WAP protocols. Thus, we implemented the client part of WTP by ourselves
(mainly added the client state tables of WTP). Beside that, we had to make
some minor changes to the original Jannel implementation to enable the use of
WTP with our own session layer instead of WSP.

5 Related Work

There are several other approaches which deal with the mobility of clients and
their wireless attachment to existent networks e.g. by supporting continuous
communication during periods of mobility.

The end-to-end approach to host mobility presented in [21] allows to migrate
one end of an active TCP connection to a different IP address. This approach as
well as our design assumes that normally it is the client that changes its network
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attachment point (the IP address) and, therefore, no update of the location of
the client has to be conducted, only existing connections must be migrated. If
a server changes its location, the paper proposes to use a dynamic DNS update
to reflect this change. However, there is no mechanism included to signal the
event of connection-migration to the application which uses the TCP-connection
and, furthermore, longer network disconnections cause an abort of the TCP-
connection as in the original TCP (as a result of a TCP timeout). Another paper
[22] by the same authors states that there is a need for notification of mobility-
related events to applications and to hide longer periods of disconnection by
introducing a session layer, but currently no implementation is available. Similar
end-to-end approaches are used for migrating Java-Sockets [13] and TCP [18].
Split-connection proxies are used in MSOCKS [12] and OMIT [7]. However, all of
them do not provide solutions to handle long disconnections or add a substantial
overhead.

[8] introduces a system of dynamic network reconfiguration which monitors
the availability of network interfaces and their status of physical connection.
This enables applications to choose or change the network to be used for their
communication based on availability, costs and provided services like throughput
or latency. A similar system is needed by our session layer to be able to choose
a bearer when resuming.

6 Conclusion and Future Work

This paper introduced a generic session layer based on WAP for distributed
applications in the nomadic environment. This session layer relieves distributed
application programmers from dealing with complex connection establishment
and recovery in the wireless and mobile environment. Although this session layer
is independent of any given architecture for distributed applications we showed
its functionality and usefulness within a CORBA environment.

The session layer we conceived and implemented fulfills the requirements
identified in Sec. 3.1. The implicit session establishment during the first request
avoids the overhead of explicit session setup messages. Network disconnections
are detected by the session layer even in cases in which the WTP protocol will
not detect them. Both session-aware and legacy CORBA applications are fully
supported. Session-aware applications may itself control the state of the session
and must therefore be notified whenever an external session state modification
has occurred. This is done via a special callback interface. But legacy applica-
tions will also benefit from the session layer, because network disconnections
and reconnections are transparently handled. Without the session layer an error
would occur in the case of a disconnection. Automatic reconnection and resum-
ing of the session in these cases is provided. The lost reply problem introduced
by disconnections or network handovers are solved transparently to the CORBA
application by polling missing replies from the server after resuming the session.

Nevertheless, there still is some work to be done. First of all, the session layer
shall also be evaluated through measurements on different systems. Furthermore,
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session establishment and recovery should also consider different transport ser-
vice providers (in addition to bearers providing IP). Hence, dynamic network
reconfiguration should be possible.

Finally, the session layer will be an integral part of our π2 architecture [20],
a framework supporting nomadic computing.

References

[1] Ajay Bakre and B.R. Badrinah. I-TCP: Indirect TCP for Mobile Hosts. In Pro-
ceedings of the 15th International Conference on Distributed Computing Systems
ICDCS-15, May 1995.

[2] H. Balakrishnan, S. Seshan, E. Amir, and R. Katz. Improving TCP/IP Per-
formance over Wireless Networks. In Proceedings of the 1st ACM International
Conference on Mobile Computing and Networking (MOBICOM’95), 1995.

[3] E. Brewer and R. Katz. A network architecture for heterogeneous mobile com-
puting. IEEE Personal Communications, 5(5):8–24, October 1998.

[4] K. Brown and S. Singh. M-TCP: TCP for mobile cellular networks. ACM Com-
puter Communications Review, 27(5):19–43, October 1997.

[5] R. Caceres and L. Iftode. Improving the Performance of Reliable Transport Pro-
tocols in Mobile Computing Environments. IEEE Journal on Selected Areas in
Communication, 13(5):850–857, June 1995.

[6] J. Currey, K. Jin, K. Raatikainen, S. Aslam-Mir, and J. Korhonen. Wireless
access and terminal mobility in corba. OMG Document telecom/2001-02-01,
Object Management Group OMG, February 2001. Revised Submission to RFP
telecom/99-05-05.

[7] Andreas Fieger and Martina Zitterbart. Migration support for indirect transport
protocols. In Proceedings of the International Conference on Universal Personal
Communications, San Diego, California, October 1997.

[8] Jon Inouye, Jim Binkley, and Jonathon Walpole. Dynamic network support for
mobile computers. In Proceedings of the Third ACM/IEEE International Confer-
ence on Mobile Computing and Networking (MobiCom ’97), Budapest, Hungary,
September 1997.

[9] Inprise Corporation and Highlander Engineering Inc. Wireless access and terminal
mobility. ftp://ftp.omg.org/pub/docs/telecom/2000-05-05.pdf, May 2000.

[10] Iso/iec is 7498: Information processing systems – open systems interconnection –
basic reference model. International Standard, 15. Oktober 1984.

[11] Kannel: Open source WAP and SMS gateway. http://www.kannel.org/, 2001.
[12] D. Maltz and P. Bhagwat. Msocks: An architecture for transport layer mobility,

1998.
[13] Tadashi Okoshi, Masahiro Mochizuki, Yoshito Tobe, and Hideyuki Tokuda. Mo-

bilesocket: Session layer continuous operation support for java applications. Tech-
nical report, Graduate School of Media and Governance, Keio University, October
1999.

[14] Object Management Group (OMG). Telecom Domain Task Force: Request for
Information (RFI) - Supporting Wireless Access and Mobility in CORBA.
ftp://ftp.omg.org/pub/docs/telecom/98-06-04.pdf, June 1998.

[15] Object Management Group (OMG). CORBA/IIOP Specification Version 2.3.1.
ftp://ftp.omg.org/pub/docs/formal/99-10-07.pdf, October 1999.

[16] Object Oriented Concepts (OOC). http://www.ooc.com, 2001.



76 T. Reinstorf et al.

[17] Charles Perkins. IP Mobility Support/IP Encapsulation within IP, October 1996.
RFC 2002+2003.

[18] Xun Qu, Jeffrey Xu Yu, and Richard P. Brent. A mobile TCP socket. Technical
Report TR-CS-97-08, Canberra 0200 ACT, Australia, 1997.

[19] Rainer Ruggaber and Jochen Seitz. A transparent network handover for nomadic
CORBA users. In Proceedings of the 21st International Conference on Distributed
Computing Systems ICDCS-21, Phoenix, Arizona, USA, April 2001.

[20] Rainer Ruggaber, Jochen Seitz, and Michael Knapp. Π2 - a Generic Proxy Plat-
form for Wireless Access and Mobility in CORBA. In Proceedings of the 19th
Annual ACM Symposium on Principles of Distributed Computing (PODC’2000),
pages 191–198, Portland, Oregon, USA, July 2000.

[21] Alex C. Snoeren and Hari Balakrishnan. An end-to-end approach to host mobil-
ity. In Proc. 6th International Conference on Mobile Computing and Networking
(MobiCom), August 2000.

[22] Alex C. Snoeren, Hari Balakrishnan, and M. Frans Kaashoek. Reconsidering
internet mobility. In Proc. 8th Workshop on Hot Topics in Operating Systems
(HotOS-VIII), 2001.

[23] Wireless Application Protocol Forum (WAP-Forum).
http://www.wapforum.org/, 2000.



Middleware for Reactive Components:
An Integrated Use of Context, Roles, and Event

Based Coordination

Andry Rakotonirainy1, Jaga Indulska2, Seng Wai Loke3, and
Arkady Zaslavsky4

1 CRC for Distributed Systems Technology
Level 7, General Purpose, University of Queensland 4072, Australia

andry@dstc.edu.au
2 School of Computer Science and Electrical Engineering

The University of Queensland 4072, Australia
jaga@csee.uq.edu.au

3 School of Computer Science and Information Technology
RMIT University, GPO Box 2476V, Melbourne VIC 3001, Australia

swloke@cs.rmit.edu.au
4 School of Computer Science and Software Engineering
Monash University, Caulfield VIC 3145, Australia

A.Zaslavsky@csse.monash.edu.au

Abstract. The proliferation of mobile devices and new software creates
a need for computing environments that are able to react to environ-
mental (context) changes. To date insufficient attention has been paid to
the issues of defining an integrated component-based environment which
is able to describe complex computational context and handle different
types of adaptation for a variety of new and existing pervasive enterprise
applications. In this paper a run-time environment for pervasive enter-
prise systems is proposed. The associated architecture uses a component
based modelling paradigm, and is held together by an event-based mech-
anism which provides significant flexibility in dynamic system configura-
tion and adaptation. The approach used to describe and manage context
information captures descriptions of complex user, device and applica-
tion context including enterprise roles and role policies. In addition, the
coordination language used to coordinate components of the architec-
ture that manage context, adaptation and policy provides the flexibility
needed in pervasive computing applications supporting dynamic recon-
figuration and a variety of communication paradigms. 1

1 Introduction

Pervasive (ubiquitous) environments are characterised by an immense scale of
heterogeneous and ubiquitous devices which utilise heterogeneous networks and
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computing environments that communities use across a variety of tasks and lo-
cations. The pervasive environment is an environment in which components, in
spite of this heterogeneity, can react to environmental changes caused by mobil-
ity of users and/or devices by adapting their behaviour, and can be reconfigured
(added or removed dynamically). Pervasive environments need to offer a variety
of services to a diverse spectrum of entities. Also, services can appear or disap-
pear, run-time environments can change, failures may increase, and user roles
and objectives may evolve.

Adaptability and reactivity is the key to pervasive computing. Pervasive en-
vironments require the definition of a generic architecture or toolkit for building
and executing reactive applications. Reactive behaviours are triggered by events;
in many cases the trigger is not a single event, but a possibly complex composi-
tion of events. These behaviours exist in many domains and are very useful for
e-business applications (stock market, sales alerts, etc.) There are already exist-
ing research and industry approaches which address many adaptation problems.

However, no integrated architecture that is open, flexible and evolvable yet
exists. This situation makes it impossible to test, within a single architectural
framework, concepts such as (i) rich context description, (ii) generic approach to
decisions about adaptability methods, (iii) dynamic definition of communication
paradigms, (iv) dynamic reconfiguration of the architectural components, (v) in-
corporation of enterprise aspects like roles of participants and policies governing
roles.

Most existing pervasive architectures have been influenced by a specific type
of application, or by the type of underlying technology, thereby resulting in a lack
of generality (see Section 2). In order to avoid building a monolithic architecture
we aim to provide generality, and to design an architecture that separates clearly
the computation aspect from the coordination aspect. The computation aspect
is in turn separated into dedicated services modelled as context, adaptation
and policy managers. These aspects are often merged into a monolithic frame-
work preventing flexibility and extensibility. Architecture Description Languages
(ADL) have been proposed as modelling notations to support architecture-based
development [19]. Their ability to scale to large systems and pervasive environ-
ments are yet to be proven [23]. To coordinate events of autonomous components
without re-writing these components, we defined a rule and event based coor-
dination script, which has a high-level declarative meaning in terms of overall
structure of the architecture to specify cross-component interactions.

In this paper we describe the m3 architecture and its Run-Time Environ-
ment (m3-RTE). The basic concepts of the framework were presented in [14].
This paper presents extensions and detailed applications using the proposed ar-
chitecture. The structure of this paper is as follows. Section 2 provides both
brief characteristics of related work and their evaluation. Section 3 gives a high
level description of m3-RTE. Section 4 describes the design requirements and
modelling concepts used in the proposed architecture. Section 5 characterises
the architecture and describes the functionality and interfaces of its main com-
ponents. It also describes interactions between components. Section 6 discusses
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several issues related to the implementation of the architecture (m3-RTE Run
Time Environment) including coordination of events, descriptions of the current
status of the architecture prototype and its main components. Section 7 shows
examples of applications using the services of m3-RTE. Section 8 discusses the
benefits of m3-RTE. Section 9 concludes the paper and mention future works.

2 Related Work

Sun[tm] Open Net Environment [26] (Sun ONE) provides the means for de-
riving context: information about a person’s identity, role, and location, about
security, privacy, and permissions - all the things that make services smart. In
Sumatra [1], adaptation refers to resource awareness, ability to react and privi-
lege to use resources. Sumatra provides resource-aware mobile code that places
computation and data in response to changes in the environment. Rover [17]
combines architecture and language to ensure reliable operations and is similar
to Sumatra in the sense that it allows loading of an object in the client to re-
duce traffic. It also offers non-blocking RPC for disconnected clients. Bayou [8]
takes a different adaptability approach by exposing potentially stale data to
the application when the network bandwidth is poor or down. Bayou is similar
to Coda [24] in that respect. Coda is a distributed file system that supports
disconnected operation for mobile computing. Mobiware [3] and Odyssey [20]
are more focused on adaptability measurement. Mobiware defines an adaptation
technique based on a utility-fair curve. This micro-economic based method al-
lows the system to dynamically adapt on the QoS (Quality of Service) variation
of the data link layer network. Odyssey’s approach to adaptation is best char-
acterised as application-aware adaptation. The agility to adapt is defined as a
key attribute to adaptive systems. It is based on control system theory where
output measurements are observed from the input reference waveform variation.
TSpaces [15] provides group communication services, database services, URL-
based file transfer services, and event notification services. It is a networked
middleware for ubiquitous computing. TSpaces can be succinctly described as a
network communication buffer with database capabilities. JavaSpaces Technol-
ogy [11] is similar to TSpaces and is a simple unified mechanism for dynamic
communication, coordination, and sharing of objects between Java technology-
based network resources like clients and servers. In a distributed application,
JavaSpaces technology acts as a virtual space between providers and requesters
of network resources or objects. PIMA, Aura, Limbo and Ensemble address is-
sues about architecture as m3 does. Limbo [7] and Ensemble [22] are concerned
with the mobile architecture and the programming model. Limbo offers an asyn-
chronous programming model (tuple space) and defines an architecture for re-
porting and propagating QoS information that might be related to the system.
Adaptability is achieved by filtering agents. Ensemble’s architecture consists of
a set of protocol stacks which are micro-protocol modules. Modules are stacked
and re-stacked in a variety of ways to meet application demands. Adaptation is
done transparently to the application. The lowest layer tries to adapt first. If it
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can’t, then it passes the notification to the layer above. This repeats until, even-
tually, the application itself has to reconfigure. PIMA [2] is a framework that
focuses on providing a device-independent model for pervasive applications that
facilitates application design and deployment. It provides functionalities such
as an application adaptation enabler, and dynamic application apportioning to
services. Aura [28] is a task-driven framework that helps the user to gather infor-
mation about available services, selecting suitable services to carry out tasks and
binding them together. A Service Coordination Protocol controls adaptability
mechanisms required when the environment changes. Open-ORB [4] and dy-
namicTao [18] use reflection mechanisms to address dynamic configuration and
adaptation of components. The two approaches make use of a reflective CORBA
ORB that gives program access to meta information that allows the program
to inspect, evaluate and alter the current configuration of components. In [10]
is presented a set of requirements for future mobile middleware which support
coordinated action between multiple adaptations triggered by multiple contexts.

As can be seen, the above work addresses specific types of adaptability for
particular middleware and hence, caters for only specific kinds of contextual
information. The cited works propose adaptation to the quality of service pro-
vided by the network or the Operating System and do not provide an open,
evolvable architecture enabling the use of a broad range of concepts related
to adaptation of enterprise applications. Furthermore, dynamic coordination of
heterogeneous components, dynamic definition of communication paradigms and
context awareness are not addressed in the existing solutions.

3 High Level Description of the m3 Architecture

In this section we first present a high level view of the m3-RTE (Run Time En-
vironment). The m3-RTE can be considered as an ORB (OMG Object Request
Broker) or an agent that adapts the delivery of information (protocol and con-
tent) with the use of context (user profile, server profile, etc), adaptation and
policy services (see Figure 1). The m3-RTE has a programming interface that
allows the system programmer to specify relevant contexts of interest, adap-
tation rules, policy rules and coordination within m3-RTE. Clients can access
servers transparently. Servers are wrapped by m3-RTE so that all in/out-coming
messages are filtered and coordinated by the m3-RTE coordination service.

Neither the user application nor the server do not need to know about the in-
ternal mechanism of m3-RTE: the adaptation of the request (protocol, content)
to be delivered to a particular application can be done transparently. A Ticker-
tape application is presented in Section 7 that demonstrates such an approach.
Tickertape messages are pushed to applications based on subscriptions. m3-RTE
was programmed to change dynamically the interaction protocol and the content
of information delivery based on context (e.g. device capability, MIME content)
and policy (e.g. level of security) without touching the client front end.
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Fig. 1. m3-RTE located between the front end and back end

4 m3 Design Requirements and Modelling Concepts

In m3-RTE, we seek a balance in providing a high level model of a bounded
pervasive environment (e.g., an enterprise) in terms of context, roles and events,
and supporting dynamic lower level behaviours - such as reactivity and changes
in configuration of components. More specifically, the design of the m3-RTE was
driven by the following requirements:

1. Enterprise focus: As enterprise applications are complex and their complex-
ity increases if they operate in pervasive environments. We need abstractions
that capture the purpose, scope and policies of the system in terms of be-
haviour expected of different roles within the system by other entities (roles)
within the enterprise. e.g the CEO is authorized to increase the salary of
Project Leaders.

2. Reactivity/proactivity: reactivity is an important design guideline of the m3
architecture: the architecture should allow easy programming of reactions
to context changes. The changing context of a component determines its
interactions with other components and the service it can offer. Proactivity
is the ability of an m3-RTE to foresee changes that might occur and prepare
for those. This ability is crucial for successful adaptation and is achieved
by generating sets of events to compensate for fluctuations in the system’s
behaviour and the surrounding environment. Patterns of behaviours and a
history of previous executions are used for proactivity support.

3. Open dynamic composition: the system must support inter-operation with
open components such as legacy applications or new components. New com-
ponents may exhibit new types of interactions which go beyond the currently
common but very static and asymmetric Remote Procedure Call (RPC).
Dynamic composition (plug and play) configuration and customisation of
services is essential in a pervasive environment as lack of resources to carry
out a task may require a partial/complete reconfiguration of services.

Requirement (2) is addressed by using the event notification concept (pub-
lish/subscribe) as a core building block of the m3 architecture. Requirement (1)
and (3) are addressed by integrating a policy manager inspired by RM-ODP
enterprise policy specification and RM-ODP modelling concepts into the m3 ar-
chitecture [16] . The three basic modelling concepts inspired by RM-ODP [16]
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are components, their roles and the events to which components can react. These
basic modelling concepts are illustrated in Figure 2.

– Event is an atomic modelling concept from which interaction protocols such
as message passing, RPC, streams and other communication paradigms can
be expressed. We assume that interactions between all components are event
based.

– Component is a core modelling concept. It is a software abstraction. In
object-oriented terminology, a component is a set of interacting objects (or
even a single object).

– Roles: m3 focuses on RM-ODP enterprise specifications which define the
purpose, scope and policies for a system in terms of roles played, activities
undertaken, and policy statements about the system [16]. An enterprise role
is an identifier for a behaviour (e.g. Director). A role is an abstraction and
decomposition mechanism. It focuses on the position and responsibilities of
a component within an overall system to carry out a task. An example of
the Director’s task is supervise subordinates.
A role cannot exist without a component. A role is a placeholder that can
be fulfilled by one or more interfaces. Roles provide abstraction required for
enterprise modelling.Roles can be added/removed dynamically during the
lifetime of a component.

5 m3 Architecture

The modelling concepts in Section 4 are used to define the m3 architecture. The
architecture is organised into three layers as shown in Figure 3:

– Coordination layer: a coordination manager that executes a coordination
script written in MEADL (Mobile Enterprise Architecture Description Lan-
guage)

– Dedicated manager layer consisting of three fundamental parts of pervasive
and reactive computing environments. They are the Context, Adaptation
and Policy managers.
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– Distributed Service layer: services such as notification and security. This
layer also includes network protocols.

The following subsections describe the functionalities of these three layers. It also
gives examples of interaction within the m3 Run Time Environment (m3-RTE).
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Fig. 3. Internal components of the m3 Architecture

5.1 Coordination Layer

The need for increased programmer productivity and rapid development for
dynamic changes within complex systems are the main motivations that led
to the development of coordination languages and models. Coordination-based
concepts such as Architecture Description Languages (ADL) provide a clean
separation between individual software components and their interaction within
the overall software organisation. This separation makes large applications more
tractable, more configurable, supports global analysis, and enhances reuse of
software components.

The coordination layer is the core of the m3 architecture. The coordination
focuses on concepts necessary to manage the implications of mobility and reac-
tivity for enterprise-wide activities. For example the coordination layer should
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be able to re-configure itself if a policy manager and/or context manager is un-
reachable or cannot be instantiated in a small device. The coordination consists
of two parts (i) specifying with MEADL the interaction between enterprise roles
and (ii) executing MEADL scripts within a coordination manager.

Coordination specification with MEADL. MEADL specifies the coordi-
nation of events. It is a coordination script that separates the behaviour speci-
fication (functionalities) of components from the communication needed to co-
ordinate such behaviours. MEADL specifications provides means to configure
dynamically the interaction between components, to change dynamically the
communication paradigm and to provide session management.

We take a pragmatic (not formal description techniques) and minimalist
(simple) approach to specify coordination. The script offers two main advan-
tages: (i) interaction between components can be changed dynamically, and (ii)
coordinated components can be added or removed dynamically.

Events belong to roles, and therefore, MEADL specifies the coordination
of roles. Roles can be fulfilled by users, ERP(Enterprise Resource Planning)
servers, network protocols or dedicated managers. A role’s description is the
interface of tasks that a component can provide. A role’s duty is described in a
set of input/output events. The duty of roles is to perform a set of tasks. The
interface to tasks corresponds to the interface of components.

The m3 architecture is a reactive architecture and this is reflected in the use
of the reaction rule syntax on event as first class construct of MEADL.

on event Rj : Ei waits for the occurrence of a set of events Ei from a defined
set of roles Rj . The value of Ei parameters is checked with a WHERE clause. The
relevant context is also checked with in context or out context clauses.

Code 5.1 MEADL EBNF syntax
rule : "on" pexpr [guard] "{" actions "}"
pexpr : "event" role "(" [ident(","ident)*] | "(" pexpr ")"

| pexpr op pexpr
guard : "not"* ( "in" | "out" ) "context" string
actions : [action(";"action)*]
role : ident ":" ident
op : "where" | "and" | "or" | "eq" | "neq"
action : ( "call" | "emit" ) ident "(" [expr (","expr)*] ")"

The MEADL syntax is summarised in Code 5.1. An example of a MEADL
sentence is shown in Code 5.2. Code 5.2 specifies a rule that waits for the oc-
currence of event http:get(balance, account) from the role Director. If the
current context is secure and the balance is more than 10,000 then it emits a
new event featuring the new balance then calls a function foo.
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Code 5.2 Example of MEADL specification
ON EVENT Director:http:get(balance, account)

WHERE (balance > 10,000)
IN CONTEXT ‘‘secure_environment’’

{
EMIT employee_chat_line(‘‘DSTC has’’,balance);
CALL foo(account, 23);

}

Coordination Manager. The coordination manager is an engine that executes
a MEADL script. MEADL scripts are transformed into XML [27]. Then, the co-
ordination manager coordinates the events based on the generated XML specifi-
cation. The use of XML is a provision for the future use of different coordination
mechanisms (e.g. workflow engine) and language independent coordination.

The coordination manager coordinates the other components by send-
ing/receiving events. To allow rules to affect other rules (a form of reflection)
and to allow dynamic change of reaction rules, the Coordination Manager offers
the following methods:

– Reaction-Id create-react-rule (spec) create a reaction rule
– void delete-react-rule(reaction-Id) delete a reaction rule
– void map (event, operations) : map an event to a set of operations
– void inhibit (reaction-Id): inhibit a reaction rule
– void reactivate(reaction-Id): reactivate an inhibited reaction rule

5.2 Dedicated Managers Layer

The middle layer of the architecture is composed of three dedicated managers
which provide the three major functionalities. We identified them as necessary
for modelling the enterprise pervasive environment (and thus, for building appli-
cations for such environments). The three managers are context, adaptation and
policy managers. The Context Manager (CM) provides awareness of the environ-
ment and feeds the Adaptation Manager (AM) with context information in order
to enable selection of an appropriate adaptation method. The Policy Manager
(PM) ensures that the overall goals of the roles involved are maintained despite
adaptation and that a change of roles is followed by appropriate adaptation.

The use of these managers is invisible outside the m3 architecture. They
are autonomous components with well defined interfaces that interact together
to provide the appropriate level of service to applications using the m3-RTE.
Only the coordination manager has an impact on the way the three dedicated
managers interact.

Context Manager (CM). Components may move to other environments or
some features of the current context may change (memory, disk space, user
preference etc). Context consists of
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“any information that can be used to characterise the situation of an
entity, where an entity can be a person, place, physical, or computational
object.” [9]

The aim of the CM is to provide context awareness. The design of a context
aware system must contain at least three separate but complementary steps.
They are:

1. Context description: The syntactical representation of semantic-free infor-
mation relevant to an entity.

2. Context sensing: Related to gathering contextual information specified in
the context description.

3. Context interpretation: Related to understanding perceived information.

The current version of CM focuses on bullet point 3. The CM is responsible
for gathering context information and making it available to the other entities.
The CM enables consistent addition, deletion and modification of the context
(value, attribute and relationship between attributes) and the detection of con-
text changes.

We identified two types of context called local and community context. A
component can be aware of its own local context (e.g. the characteristics of the
device on which it is running, location, role fulfilled by the user), or the contexts
of all the components or roles (on the same device or on other devices) it is
interacting with. We call the combination of the contexts of all the interacting
applications community context. A community being the composition of compo-
nents formed to meet an objective [16]. Awareness of local or community context
(or changes in local or community context) can itself be local (i.e., only one ap-
plication has the awareness) which we call local awareness, or community (i.e.,
all the applications are aware of the context change at roughly the same time
either synchronously or asynchronously) which we call community awareness.

The CM represents context as value/attribute pairs using RDF (Resource
Description Framework) graphs. RDF instances assign values to instances. It is
these instances that describe context. RDF enables the definition of schemata
which describe the gathered context as well as allowing the use of relation-
ship operators between attributes (e.g cardinality) or constraint properties. A
community context is modelled as relationship between different contexts (e.g
relationship between context of different roles). The use of RDF enables us to
use the work of the W3C CC/PP [5] WG which is defining a vocabulary for de-
scribing device capabilities, as well as protocols to transmit these device profiles
from the client. The interfaces provided by our context manager are:

– ContextValue getContext (Id,Path,Callback): Get the context associ-
ated with Id

– void addContextListener(Path, Callback): Register to be notified when
context changes take place. Path restricts the scope of interest.

– ContextAttr listContextAttr (Id,Path): Get the context vocabulary
associated with context Id.
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– boolean ExistsContextAttr(Id,Path): Checks if the attribute pointed to
by Path exist in context Id

– boolean incontext(component, ctx) Checks if a component is within a
context

– boolean outcontext(component, ctx) Checks if a component is outside
a context

Adaptation Manager (AM). The AM enables the m3-RTE to react to
changes context. The AM makes a decision about adaptation if context changes
and installs/invokes an appropriate adaptability method. The AM is able to
incorporate various types of adaptation.

Adaptation in response to context changes can be either local (i.e. only one
application adapts independently from the others) or community (i.e. all the
applications adapt together in some coordinated manner). We call these two
forms of adaptation local adaptation and community adaptation respectively.
These six dimensions are summarized below.

local community
context local context community context

context-awareness local awareness community awareness
adaptation local adaptation community adaptation

Most work to date has focused on local adaptation of an application in re-
sponse to local awareness of local context [10]. For instance, there is not much
work on other aspects such as local adaptation in response to local awareness of
community context (i.e., an application adapts according to its knowledge of the
contexts of the other applications on other computers it is interacting with. Our
approach to tackle community adaptation is to specify dependencies (chain) of
execution between adaptation rules. At this stage our dependency is sequential
(A then B) but we plan to have concurrent triggering of adaptation rules. A
dependency is modelled as a graph where nodes are adaptation rules. The AM
prevents the formation of cycles in the graph as it represents a ping-pong effect.

The AM specification is based on Event Condition Action (ECA) rules.
Event is an event that might trigger Action. Conditions are conditions related
to the event. Events are often generated by the context manager. Action is a
reference to an adaptation action. Such rules support multimedia (continuous)
and operational (discrete) adaptation and decouple the rules from the actual
implementation of the adaptation. It also supports the specification of applica-
tion aware adaptation [20] and application transparent adaptation [24,3] by
respectively giving the control and implementation of the (A)ction of an ECA
rule to the application or to the m3-RTE (see Section 7.1).

The Adaptation Manager provides the following interfaces:

– Boolean AddECARule(ECARule r): Adds an adaptation rule. The rule r is
added to the Adaptability Manager.

– Boolean RemoveECARule(ECARuleID rid): Removes an adaptation rule.
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– ECARuleIDSet FindECARules(Criteria c): Retrieves an adaptation rule.
A criterion c (e.g. keywords to search in rule descriptions or event descrip-
tions) is used to search for ECA rules. The set of ECARuleIDs whose criteria
match c is returned. This set could be empty if there are no rules found.

– Result Adapt(Event e, Parameter p): Invokes the Adaptability Manager
which will make an adaptation choice.

– ECARuleIDSet findECARules (Event e): This function queries the rules
on which an event e can be possibly executed. The function returns a set of
ECARuleID, which can be used to select appropriate rules for execution.

– Boolean Depend(ECARule a, ECArule b, seq | conc) create a depen-
dency between the execution of the two rules. The Dependency can be par-
allel or sequential. Return false if a cycle of dependency is detected. A cycle
might generate an infinite loop.

– result ap-aware(condition, function) call function each time condition
is true, this function is mapped to AddECARule.

Policy Manager (PM). The Reference Model for Open Distributed Process-
ing (RM-ODP) Enterprise Language [16] comprises concepts, rules and struc-
tures for the specification of a community, where a community comprises objects
(human, software, or combinations thereof) formed to meet an objective. The
Enterprise Language focuses on the purpose, scope and policies of the commu-
nity, where an enterprise policy is a set of rules with a particular purpose related
to the community’s purpose. We see such an approach as providing useful con-
cepts for high-level modelling of a distributed system in general and pervasive
systems in particular. The goals of roles can change due to a lack of resources
required to achieve a task, for example. This implies that policies can be altered
and changed dynamically depending on the context. The policy manager ensures
that policy specification described as Obligation, Prohibition and Permission as-
sociated with enterprise roles are respected in pervasive environments. An exam-
ple of policy specification is Prohibited (Role, Community, Action, Time).
It specifies that a Role in a Community is Prohibited to do Action during Time.

The policy manager enables consistent addition, deletion and modification of
policies. The Policy Manager is also responsible for maintaining consistency and
resolving conflicts between roles objectives. (e.g. a role cannot be Authorised
and Prohibited to do an action at the same time.). It also prioritises adaptation
rules and context of interest based on objectives.

The Policy Manager provides the following services:

– Boolean CheckPolicy(CommunityID, Roles,URI): Check policy
– Boolean AddPolicy(CommunityID, Roles,URI):Add policy rules
– Boolean RemovePolicy(CommunityID, Roles,URI):Remove policy rules
– PolicyRuleIDSet RetrievePolicy(CommunityID, Roles,URI,

criteria): Retrieve policy rules based on the criteria.
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5.3 Service Layer

A dynamic and open environment is characterised by the frequent appearance of
new services and network protocols. A unified mechanism is required to access
services and network protocols. This layer wraps services and network proto-
cols to fit into m3 modelling requirements. The wrapping allows upper layers
to interact with the service layer using the event-based paradigm. This layer
provides:

– at least the notification and discovery services. All the services fulfill a role,
accessed as components using event notification service. The discovery ser-
vice communicates via the notification service to the rest of the m3-RTE.

– a universal interface to the upper layers that enables the use of commu-
nication protocols such as SMTP, HTTP, TCP/IP or security protocols
transparently. The protocol independent interface is similar to the Linda
tuple space model [15,11]. It has generic interfaces in(from,data,attr)
and out(to,data,attr) to communicate with components.

5.4 Interactions between Components

All components of the m3-RTE have to register to a service discovery server as
illustrated in Figure 4. Components use a lookup service operation to get the
reference of a registered service and interact with it. The reference is used to
join the service. The join request will generate a unique channel ID in which
peers will interact. The in/out operations are used to exchange data.

Multicast register (announcement)

broadcast lookup

registered ref

join(ref)

Event coordination

Coordination
Manager

Service Discovery Dedicated Managers
or Distributed services/ network protocols

Fig. 4. m3-RTE initialisation

The discovery service registers only active tasks (services). A JINI like lease
mechanism is used to achieve this.

Once all the components are initialised and registered, the m3-RTE can re-
ceive calls from an application. Figure 5 illustrates an example of a m3-RTE
processing of an http(GET(URL)) request from an application. Note that the
coordination manager was programmed as illustrated which is not a mandatory
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interaction (e.g we can change the coordination script and avoid using the pol-
icy manager). The Coordinator Manager receives the request and forwards it to
the PM to check authorisations. If authorisations are granted then the request
is sent to the AM. In this script, the AM is constantly updated by the CM
about the context of the application. The AM selects an adaptation rule based
on context and the adaptation action is executed. The reply is sent directly to
the coordination manager which forwards it to the application.

Policy
Manager

Coordination
Manager

Adaptation
Manager

Context
Manager

Adaptation 
action

(e.g transcoder)

exec(ECArules)

addContextListner

Adapt(Role:http(GET(URL)))

findECArules

CheckPolicy(http:GET(URL))Role:http(GET(URL))

results

Fig. 5. Interaction between m3-RTE components

The python Code 7.1 relieves the user application (AP) from having to poll
the value of the bandwidth. The AM will do it on behalf of the AP. Note that
the code 7.1 does not prevent the AM, CM or PM to take actions provided
that it has been programmed by the system programmer. For example Applica-
tion transparent adaptation has to be programmed explicitly in MEADL which
coordinates the other three managers.

6 m3-RTE Implementation Issues

This section shows how the Coordination Manager uses the Elvin [6] notification
service to implement the execution of MEADL/XML scripts.

6.1 The Use of Elvin

Using point-to-point communication models such as RPC (JAVA-RMI) leads
to rather static and non-flexible applications. Event notification reflects the dy-
namic nature of mobile applications. Interaction components are symmetrically
decoupled. Such decoupling and content-based addressing features are the key
to the scalability of a mobile platform. Event notification is the building block
of the m3-RTE. The concept consists of sending a message to an intermediate
system to be forwarded to a set of recipients. The benefits are: reduced depen-
dencies between components and as a result greater flexibility. DSTC Elvin [6]
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takes this simple concept and extends it to provide a routing service which is
dynamic, scalable, and applicable for a wide variety of communication needs.

Elvin is a notification/messaging service with a difference: rather than mes-
sages being directed by applications from one component to another (address
base), Elvin messages are routed to one or more locations, based entirely on
the content of each message. Elvin uses a client-server architecture for delivering
notifications. Clients establish sessions with an Elvin server process and are then
able to send notifications for delivery, or to register to receive notifications sent
by other components. Clients can act, anonymously, as both producers and con-
sumers of information within the same session. The Elvin subscription language
allows us to form complex regular expression.

Elvin is used to exchange events within the m3-RTE. MEADL expressions
are parsed and transformed into Elvin subscriptions using Python [21]. Elvin’s
data is encoded in W3C Simple Object Access Protocol (SOAP 1.1) [25]. Such
a choice provides for the use of different communication protocols in the future.

6.2 m3-RTE Prototype

The goal of the m3-RTE prototype is to create a test bed run-time environment
for our current and future concepts in pervasive computing. The prototype in-
cludes the following managers:

Coordination Manager.
Code 6.1 summarises how the MEADL specification 5.2 is transformed into an

XML specification. The XML expression in Code 6.1 is parsed with a Python [21]
XML parser. Python Elvin subscription expressions are then generated from the
XML parsing.

Context Manager. Currently, the context manager is able to manage device
descriptions and location information in an RDF (Resource Description Frame-
work) graph and location information for users and devices. This information
has to be gathered from a variety of physical sensors (location devices, e.g. GPS,
badges) and logical sensors (extracting/extrapolating location information from
operating systems and communication protocols). A location service has been
prototyped to gather location information from a variety of sensors, to process
this information and convert it to a common format before submitting it to the
CM. Our prototype comprises agents processing location data from several loca-
tion devices and from the Unix and Windows operating systems. Its architecture
allows easy incorporation of new sensor agents.

Adaptation Manager. Several adaptability methods have been prototyped
including insertion of a variety of filters, migration of objects from resource poor
sites to the static network and sending the result of the operation back to the
object’s client, restriction of an object interface (e.g. allowing access to a subset
of operations only) and adaptation of Web content [12].

Policy Manager. The Policy Manager extends context information by
adding descriptions of roles and policies associated with roles. Our Policy Man-
ager prototype is in an early stage of development and is currently able to manage
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Code 6.1 XML representation of MEADL
<rule>

<trigger>
<relation rel="and">

<event name="http:get">
<argument ref="#action" />
<role="Director" />

</event>
<relation rel=&gt>

<argument ref="#action" />
<literal type="string">10,000</literal>

</relation>
</relation>

</trigger>
<guard>

<not>
<in context="secure_environment" />

</not>
</guard>
<reaction>

<call function="foo">
<argument ref="#action" />

</call>
</reaction>

</rule>

simple security oriented policies such as Permission and Prohibition. We use con-
cepts from MEADL to specify simple policy rules. The following example shows
an authorisation to the role Director to do an action if the Director belongs to
the DSTC community and the context of the role is in the Head Quarters.

Code 6.2 Example of Policy specification
ON EVENT Director:action

WHERE (Director.community = ’DSTC’)
IN CONTEXT ‘‘HQ’’

{
AUTHORIZE(action)
}

7 Examples of Applications Using m3-RTE

The first example demonstrates the ability of m3-RTE to support application
aware adaptation according to the terminology used in [20]. The second shows
an application “transparent” adaptation.
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7.1 Application Aware Adaptation

This section shows an example of the use of interfaces of m3-RTE managers.
It shows code that implements the concept of application aware adaptation us-
ing m3-RTE in Python. AM and CM modules are imported and the ap-aware
(application aware) method of the AM is called with “Callback” as parameter,
Callback is a function that belongs to the application. The Callback function will
be called once the bandwidth is CM.bandwidth < 33. The ap-aware expression
is mapped directly onto an Elvin notification expression.

Code 7.1 Application aware adaptation

import AM /* import Adaptation Manager */
import CM /* import Context Manager context variable such as bandwith */
main() /* main of the client AP */

AM.ap-aware(CM.bandwith < 33 ,Callback)

def Callback()
print ‘‘AP callback adaptation function ’’

7.2 Tickertape

This application shows how the m3 architecture adapts the Tickertape user
interface rendering and the communication protocol according to the device
capabilities and user preferences provided by the CM.

Fig. 6. Unix X Windows

Tickertape is an existing application that gives visual scrolling display of
Elvin (event) traffic (see Fig 6). It is a tailorable window that can be used to
both produce and consume notifications as desired. It displays notifications that
the user subscribers to. In this prototyping, we use it for chat-style messages.
Scrolling messages can have a MIME attachment that the user can view with a
mouse click.

The demonstration consists of delivering the relevant Tickertape notifica-
tions with the appropriate communication protocol to four existing applications
installed in three devices (Palm, Solaris Ultra10, Nokia7110). Note that this
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example is not just a transcoding exercise as communication protocols and com-
ponents involved in the delivering changes significantly for each adaptation.

We programmed the m3-RTE as follows. The CM has an abstract description
of the class of devices such as Palm, Solaris Ultra10, Nokia7110 that contains
their capabilities (e.g. WAP 1.0, WAP 1.2, touch-screen, Netscape). The AM
has the adaptation rules that select a required component to exchange Elvin
messages with the appropriate device (e.g. selection of proxies, WAP gateways).
The MEADL script executed by the Coordination Manager forwards the request
to the AM and is specified as follows:

Code 7.2 MEADL specification of Tickertape application
ON EVENT Project_leader:Ticker-connect(Elvin-server)

IN CONTEXT ‘‘Palm’’ or ‘‘Nokia7710’’ or ‘‘Solaris’’
{

EMIT Adapt(Project_leader:Ticker-connect(Elvin-server));
}

The list of subscribed channels for roles is known by the CM from the user
profile. The content of Elvin messages to be forwarded and the communication
protocols to be used are chosen by the AM. As a result Tickertape can be adapted
in four different ways. When a user uses:

– a Unix (Solaris Ultra 10) workstation, the user sees tickertape message as
in Figure 6. It uses X11. Messages and associated MIME type scroll in the
bar. The Elvin protocol uses TCP.

– a non WAP enabled palm device, the user sees Figure 7(a). The communi-
cation protocol is a phone line connected to a modem and then to the server
via HTTP. The Palm user interface cannot scroll messages. The associated
MIME types are not transfered. The user has to click the receive button to
check the latest update due to the absence of any push mechanism. A proxy
component is involved in the interaction. The proxy provides persistence
for Elvin by remaining subscribed on behalf of clients even while the client
is off-line. When clients reconnect, stored notifications are delivered by the
proxy to the clients.

– WAP 1.1 enabled 7710 Nokia Mobile phone, the user sees Figure 7(b). We use
Kannel 1.0 (open source) to connect mobile devices to WAP servers. WAP
(Wireless Application Protocol) is used to provide services on mobile phones
by enabling mobile devices to function as simple web browsers. Kannel 1.0
implements the WAP 1.1 specification gateway to connect a phone line to the
Elvin server. The WAP optimised protocols are translated to plain old HTTP
by a WAP gateway. At the time we were writing the Nokia 7710 prototype
there was no WAP browser that supports the push mechanism. Therefore
the user had to press on a receive button to read tickertape messages. Note
that MIME types are not sent.
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– WAP 1.2 browser, the user sees Figure 7(c). We extend an open source WAP
browser (ja2wap) in order to have the first WAP browser supporting the
push mechanism compliant with the WAP forum specification. The browser
automatically displays tickertape messages and the user does not need to
press a button to load messages. MIME type attachments are not sent.

(a) Palm (b) Nokia 7710
WAP 1.1

(c) Palm- WAP 1.2 -
push

Fig. 7. Tickertape on mobile devices

8 Benefits of the m3 Architecture

The described examples allowed testing of some of the m3 architecture goals.
The focus of the Tickertape example has been on the ”plumbing” required to
integrate multiple forms of data delivery to the application level. The m3-RTE
prototype emphasises openness and generality of context description and man-
agement. The openness of the m3 architecture is demonstrated by the fact that
we only added less than ten lines of code into the MEADL and AM to plug
in a new component that enables tickertape viewing on different devices2. Such
conciseness also demonstrates the expressiveness of our coordination language
MEADL. Note that the adaptation mechanism can be more complex. For ex-
ample some sensitive tickertape messages must not be sent to particular roles
due to their physical location. Hence, m3-RTE features a universal approach to
adaptation which can support a reasonable set of adaptation mechanisms such
as discrete, continuous and community adaptation.

One of the main strengths of the coordination language MEADL is that
it simple, role-based and can be translated into XML. Furthermore the use of
an event based publish/subscribe concept as a core modelling concept allows
2 This doesn’t include the code required to write the actual components that imple-
ment the new communication and protocols which is a different engineering effort.
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dynamic definition and management of event coordination between the Context
Manager, Adaptation Manager, Policy Manager and other component based
applications. The use of a publish/subscribe protocol eases the deployment of
a distributed version of the m3 architecture. To our knowledge no middleware
architecture that integrates and coordinates context, policy and adaptation to
support reactive components exists.

9 Conclusion and Future Work

This paper describes an open architecture used as a toolkit to build adaptable
enterprise applications for pervasive environments. It leverages heterogeneous
devices, existing mobility related standards and protocols. We have identified
context, adaptation and policy management as fundamental elements of perva-
sive computing applications, and shown how our architecture integrates these
three notions. The use of a role-based component model and MEADL coordi-
nation gives the m3 architecture the ability to provide dynamic plug and play,
and yet effectively coordinate enterprise components. The use of Elvin as the
main communication paradigm within the m3 architecture enables a loose form
of integration of components (or roles), permitting architectural reconfigurabil-
ity as reactions to the ever-changing contexts of applications or occurrences of
(a)synchronous events in a pervasive environment. A different way of building
applications is also proposed, where the behaviour of the application is explicitly
dependent on separately specified relevant context changes, required adaptations
and behaviour policies. An application is therefore constructed by defining (and
mixing and matching) these elements rather than by traditional monolithic ap-
plication building.

As a next step, work is being carried out on both an extension to the pro-
totype and on further adaptive and context-aware applications [13] in order to
fully capture and test the concepts introduced by the m3 architecture to sup-
port pervasive computing environments. We also are distributing the architecture
presented in Figure 3. Each node (or device) will have its own set of dedicated
managers (context, policy and adaptation managers) which communicate to co-
ordinate adaptations across several nodes. This permits a set of applications
running on possibly different devices to adapt and react cooperatively. Global
policies would then be needed which are disseminated to the nodes and inte-
grated with the local policies. We also plan to evaluate the performance of the
m3 architecture and compare it with conventional adaptive middleware.
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Abstract. This paper describes an experimental study in the use of a
composable proxy framework to improve the quality of interactive audio
streams delivered to mobile hosts. Two forward error correction (FEC)
proxylets are developed, one using block erasure codes, and the other
using the GSM 06.10 encoding algorithm. Separately, each type of FEC
improves the ability of the audio stream to tolerate errors in a wireless
LAN environment. When composed in a single proxy, however, they co-
operate to correct additional types of burst errors. Results are presented
from a performance study conducted on a mobile computing testbed.

1 Introduction

The large-scale deployment of wireless communication services and advances in
portable computers are quickly making “anytime, anywhere” computing into a
reality. One class of applications that can benefit from this expanding and varied
infrastructure is collaborative computing. Examples include computer-supported
cooperative work, computer-based instruction, command and control, and mo-
bile operator support in military/industrial installations. A diverse infrastruc-
ture enables individuals to collaborate via widely disparate technologies, some
using workstations on high-speed local area networks (LANs), and others using
wireless handheld/wearable devices.

Collaborative applications differ widely in their quality-of-service require-
ments and, given their synchronous and interactive nature, they are particularly
sensitive to the heterogeneous characteristics of both the computing devices and
the network connections used by participants. One approach to accommodating
heterogeneity is to introduce a layer of adaptive middleware between applica-
tions and underlying transport services [1,2,3,4,5,6,7,8,9,10,11,12,13,14,15,16].
The appropriate middleware framework can help to insulate application compo-
nents from platform variations and changes in network conditions. Moreover, a
properly designed middleware framework can facilitate the development of new
applications through software reuse and domain-specific extensibility.

We are currently conducting a project called RAPIDware that addresses the
design and implementation of middleware services for dynamic, heterogeneous
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environments. A major goal of the RAPIDware project is to develop adaptive
mechanisms and programming abstractions that enable middleware frameworks
to execute in an autonomous manner, instantiating and reconfiguring compo-
nents dynamically in response to the changing needs of client systems. Moreover,
the RAPIDware methodology is intended to apply not only to communication
protocols, but also to fault tolerance components, security services, and recon-
figurable user interfaces.

For RAPIDware to achieve these goals, it must be possible to compose and
reconfigure middleware services at run time. Such adaptability is particularly im-
portant in proxy servers, which are often used to mitigate the limitations of mo-
bile hosts and their wireless connections [17,18,19,20,9,12,21]. Adopting the ter-
minology of the IETF Task Force on Open Pluggable Edge Services (OPES) [22],
we view RAPIDware proxies as composed of many proxylets, which are functional
components that can be inserted and removed dynamically at run time without
disturbing the network state. Moreover, it should not be necessary to compile
these components into the proxy code a priori, but instead they should be mobile
components that are uploaded into proxies at run time.

Earlier in the RAPIDware project, we designed a composable proxy frame-
work based on detachable Java I/O streams [23]. The framework enables prox-
ylets such as filters and transcoders to be dynamically inserted, deleted, and re-
ordered on extant data streams. As such, detachable streams provide the “glue”
needed to support the dynamic composition of proxy services. In this paper,
we demonstrate how this framework can be used to combine two independent
forward error correction (FEC) proxylets, one using block erasure codes [24],
and the other using the GSM 06.10 encoding algorithm designed for wireless
telephones [25]. Separately, each type of FEC improves the ability of the audio
stream to tolerate errors in a wireless LAN environment. However, by simply
plugging both proxylets into the framework, they cooperate to correct additional
types of burst errors occurring on the wireless network.

The remainder of the paper is organized as follows. In Section 2, we discuss
the RAPIDware project and its foundations. Section 3 reviews the design and
operation of detachable streams. Section 4 describes the individual operation
of the two audio proxylets and their combined functionality when coupled in
a single proxy server. Section 5 presents results of an experimental study on a
mobile computing testbed. Section 6 discusses related work on composable proxy
services. Section 7 presents our conclusions and discusses future directions for
the RAPIDware project.

2 Background

The RAPIDware project evolved from our prior work on Pavilion [26], an object-
oriented framework to support synchronous web-based collaboration. Like other
collaborative frameworks, Pavilion can be used in a default mode, in which it
operates as a collaborative web browser [27]. In addition, Pavilion enables a
developer to construct new multi-party applications by reusing and extending
existing components: browser interfaces, communication protocols, a leadership
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protocol for session floor control, and a variety of proxy servers. Pavilion uses
proxy servers for several tasks: transcoding and filtering of data streams to re-
duce bandwidth and load on mobile clients [28], data caching for memory-limited
handheld devices [29], forward error correction for real-time isochronous com-
munication [30,31] and reliable data delivery on wireless networks [21].

The RAPIDware project extends Pavilion by developing programming ab-
stractions and supporting mechanisms to automate the instantiation and re-
configuration of middleware components, such as proxy services, in order to
accommodate resource-limited hosts and dynamic network conditions. A key
principle in RAPIDware is to separate adaptive middleware components from
non-adaptive, or core, middleware services, thereby facilitating dynamic recon-
figuration of components at run time. Towards this end, we are designing an
extensible set of adaptive components, which we refer to as raplets. Figure 1
depicts a simple example of the intended relationship among raplets and other
components in a collaborative application. Shown are three types of systems
connected by several data streams. Two of the systems use proxy servers to
transcode or otherwise modify data prior to its transmission on wireless links.

RAPIDware uses two main types of raplets, observers and responders, to ac-
commodate heterogeneity and adapt to variations in conditions. The observers
collectively monitor the state of the system. When an observer detects a relevant
event, the observer either instantiates a new responder or requests an extant re-
sponder to take appropriate action to address the event. Example events include
changes in the quality of a network connection, disparities among collaborat-
ing devices, and changes in user/application preferences or policies. Responder
raplets are programmed to handle such events by instantiating new components
or modifying the behavior of a communication protocol or user interface.

APPLICATION
      LAYER

observer 
  raplets

responder
  raplets

  Proxy node
(e.g., desktop)

 Application

   Host computer
(wired workstation)

core middleware
    components

 Application

 Host computer
(wireless laptop)

 Application

  Host computer
(wireless palmtop)

data
paths

MIDDLEWARE
    LAYER

NETWORK
  LAYER

Fig. 1. Configuration of RAPIDware adaptive middleware components.
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Besides RAPIDware, several other projects have addressed the issue of con-
figurable and adaptive proxy services for mobile hosts [9,12,32]; these designs
enable filters and transcoders to be configured at run time in order to match the
capabilities of users devices and networks (see Section 6). If all possible proxylets
are known to the proxy a priori, then this task is relatively simple. However, it
may be difficult to predict the possible variations and sources of proxy services
that will be needed. In RAPIDware, we seek to create a framework that enables
third-party proxylets to be authenticated and dynamically inserted into an exist-
ing proxy. We focus on “lightweight” proxies, typically executed on workstations
and other hosts accessible to the mobile user. To manipulate data streams sent
to and from clients systems, we require mechanisms that enable the stream to be
disconnected and redirected to another piece of code, without compromising the
integrity of the data or that of the network state. Next, we review the operation
of detachable Java I/O streams, which provide this functionality.

3 Framework Overview

To illustrate the intended operation of RAPIDware proxy components, let us
consider the example configuration shown in Figure 2. Suppose that a proxy
server is instantiated to support one or more mobile users, connected via a
wireless LAN, who are participating in a collaborative session with other users
on the wired network. Among other duties, such a proxy might receive live
audio/video streams on the wired network, pass them to proxylets that transcode
them into a lower bandwidth formats, and forward the new streams on the
wireless network. We use the term filter to refer to this particular subclass of
proxylet, which includes the audio FEC proxylets described in this paper.

Now let us assume that the user wants to maintain the connection as she
moves from her office (near the wireless access point) to a conference room
down the hall. In such environments, the packet loss characteristics can change
dramatically over a distance of only several meters [21]. When losses rise above
a given level, the RAPIDware system should insert an FEC filter into such

Sender

Wired receivers

Wired receivers

Access
point

Wireless receivers

Multicast
stream

Proxy

Fig. 2. Proxy configuration for nodes on a wireless LAN.
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Fig. 3. Composition of proxy filters.

data streams in order to make them stream more resilient to losses. However,
the insertion should not disturb the connections to the data sources. Moreover,
since the FEC filter may be data-specific (e.g., placing more redundancy in I
frames than in B frames in MPEG streams [33]), we need to consider the format
of the stream in order to start the FEC filter at the proper point in the stream.
Finally, it is possible that the application itself was dynamically downloaded to
the mobile host, in which case the associated filter for low-bandwidth connections
may not have been known to the proxy in advance. In this case, the filter would
need to be fetched from a repository and instantiated on the proxy.

To support such functionality, we began by designing objects and interfaces
to enable filters to be inserted, deleted, and chained together [23]. Figure 3 de-
picts the resulting software structure of a RAPIDware proxy and its operation on
a single data stream. The proxy receives and transmits the stream on EndPoint
objects, which encapsulate the actual network connections. Each EndPoint has
an associated thread that reads or writes data on the network, depending on
the configuration of the EndPoint. A ControlThread object is responsible for
managing the insertion, deletion, and ordering of the filters associated with the
stream. In this example, the proxy comprises three filters, F1, F2, and F3. The
key support mechanisms are detachable stream objects, namely, DetachableIn-
putStream (DIS) and DetachableOutputStream (DOS). The DIS and DOS are
used for all communication among filters, and between filters and EndPoints.
The DIS and DOS can be stopped (paused), disconnected, and reconnected, en-
abling the dynamic redirection and modification of data streams. Now, let us
briefly describe the main classes that make up the framework.

DetachableOutputStream and DetachableInputStream. These classes are based
on the the Java PipedOutputStream and PipedInputStream classes, respectively.
DetachableOutputStream extends the base java.io.OutputStream class, and De-
tachableInputStream extends the base java.io.InputStream class. In addition to
overriding many of the base class methods, we have also included additional state
variables and methods to implement the functionality needed to support com-



104 P.K. McKinley, U.I. Padmanabhan, and N. Ancha
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connect(dos)
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DetachableOutputStream DetachableInputStream

Data
In

Data
Out

Fig. 4. Configuration of detachable streams.

posable filters. Figure 4 illustrates the relationship between a DetachableOut-
putStream (DOS) and a DetachableInputStream (DIS). The connect() method
is used to associate a specific output stream with a specific input stream. Among
other initializations, the connect() method sets DOS.sink and DIS.source vari-
ables so as to identify the other half of the connection. The DIS.connect() method
simply calls the DOS.connect() method, which actually does this initialization.

As with their piped counterparts, the data written to the stream is buffered
at the DIS side. An invocation of the DOS.write() method results in a call to the
DIS.receive() method, which places the data in the buffer. The DIS.available()
method returns the number of bytes currently in the buffer, and data is retrieved
from the buffer using the DIS.read() method. The DOS.flush() method can be
used to force any buffered output bytes to be written out, and notifies any
readers that bytes are waiting in the pipe. Unlike the PipedOutputStream and
PipedInputStream classes, both the DOS and DIS can be temporarily paused
and reconnected to other streams. The pause() method has to be called before
any actual disconnection and switching of the data stream. The method blocks
attempts to write to the buffer and ensures that all the data has been read from
the buffer. It also sets flags indicating that the two sides are no longer connected.
Once the pause method returns, the reconnect() method can be used to attach
the DIS and DOS to other filters. If the buffer has not yet emptied, the caller
is suspended until the buffer becomes empty. The reconnect() method checks
whether the call is valid (not still in the connected state) and then mimics the
actions of the connect() method in setting several global variables.

ControlThread. This class is used to manage the configuration of filters on a
given stream supported by the proxy. The class maintains the Filter Vector, a
dynamic array that holds references to the currently configured filters. The class
implements methods to insert and delete filters from the Filter Vector, as well as
methods that allow the ControlManger class to query about the available filters
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and the methods they support. The ControlThread receives commands from
across the network, either from the mobile client, from an application server, or
from the control manager.

Filter and FilterContainer. The base class for proxylets is Detachable.Proxylet.
Any proxylet that is to be used in the framework needs to extend this base class.
The Proxylet class extends the Thread class and thus is inherently runnable.
The Filter class extends the base class and is meant to be further extended by
all proxy filters that are to be run in the proposed framework; see Figure 5.
The author of a filter would write the functional code as the run() method of
the filter. The Filter class contains a DIS and a DOS object, along with their
corresponding standard references, called DIS and DOS. The ControlThread uses
these references to manipulate the stream connections. A group of methods (e.g.,
setDIS, setDOS, getid) is used to establish references to the DIS and DOS in
the filter code itself. The FilterContainer class is used to hold an array of Filter
objects. This functionality is required when new filters are uploaded into the
framework from remote hosts. The FilterContainer class has methods to obtain
the number of Filters available and an enumeration method to return a String
enumeration of the Filter objects names.

EndPoint. These are extensions of Filters that are instantiated by the Con-
trolThread for providing input and output services to the framework. If the I/O
is network-based, then the EndPoint objects would be a EndPointSocketReader
and EndPointSocketWriter. If the I/O is a non-network stream then we would

public class Filter extends Proxylet implements Serializable, Cloneable {
String idString = new String("NA/"); // the filter identifier

// The DIS, which will be manipulated by the ControlThread
public final DetachableInputStream DIS = new DetachableInputStream();

// The DOS, which will be manipulated by the ControlThread
public final DetachableInputStream DOS = new DetachableOutputStream();

private int objid = -1; // An object id for convenience

// The setDIS and setDOS methods allow on to set up their own
// references names to the actual DIS and DOS
public DetachableInputStream setDIS(){

return(this.DIS); }

public DetachableOutputStream setDOS(){
return(this.DOS); }

Fig. 5. Excerpt from the Filter class.
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use an EndPointStreamReader and EndPointStreamWriter. Each EndPoint con-
tains an active thread that handles I/O to and from the proxy. Combined with
the ControlThread, two EndPoints comprise a “null” proxy, that is, one that
simply forwards data without modifying it. Upon insertion of a filter between
the EndPoints, the stream is redirected through the new code.

ControlManager. As described earlier, observer and responder components pro-
vide adaptive functionality in RAPIDware, based on predefined user preferences
and device/network descriptors. To test the behavior of RAPIDware filters and
related components, however, we found it useful to develop a user interface that
can be used to manage RAPIDware-based collaborative sessions. The Control-
Manager class has a Swing-based GUI designed for this purpose. Based on re-
sponses to queries, the ControlManager constructs a graphical representation of
the state of the proxy, including the current configuration of filters, based on the
methods available in the ControlThread. This design enables the same Control-
Manager to be used with different types of proxies. The current ControlManager
GUI is shown in Figure 6. Although it is rather primitive and used only for our
testing, we intend to improve it as the RAPIDware project progresses. The inter-
face displays the current configuration of proxy filters and has pull-down menus
and dialog text boxes that allow an administrator to insert and remove filters at
specified locations in a given stream. The ControlManager uses serialization to
deliver new filters to the proxy, as they are requested.

Fig. 6. Screen capture of ControlManager.

4 The Audio Filters and Their Composition

To evaluate the operation and performance of the RAPIDware DIS/DOS proxy
framework, as well to determine which new features are needed, we are construct-
ing several filters and other proxylets for use in the framework. For example, we
are porting proxy services from Pavilion (such as video transcoding and reliable
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muliticasting services) to the new framework, and we are developing new prox-
ylets related to security management and handoff of applications among different
graphical displays. As part of this testing, we have developed two different audio
FEC filters, each of which can be independently inserted in a running audio
stream. Moreover, we note that chaining together the two filters can provide
a level of error correction beyond what either filter can provide separately. We
begin by discussing the packet loss characteristics of wireless LANs (WLANs)
and their effects on interactive audio streaming, followed by details of the two
audio FEC filters and a description of their combined operation.

Characteristics of Wireless LANs. The performance of group communication
services, such as audio multicasting for collaborative applications, is affected
by four main characteristics of WLANs. First, the packet loss rates are highly
dynamic and location-dependent [21]. Figure 7(a) demonstrates this behavior
by plotting the relationship between signal-to-noise ratio (SNR) and packet loss
rate during a short excursion within range of the wireless access point in our
laboratory. The results demonstrate the highly variable loss rate that can occur
in such environments, and the SNR values quickly drop below the level of 20 dB
that is typically considered acceptable.

Second, the loss characteristics of a WLAN are very different from those of
a wired network. In a wired domain, losses occur mainly due to congestion and
subsequent buffer overflow. In wireless domain, however, losses are more com-
monly due to external factors like interference, alignment of antennae, ambient
temperature, and so on. Figures 7(b) and (c) show example burst error distri-
butions for two locations near our laboratory, where our wireless access point
is located. Location 1 is just outside our laboratory, and location 2 is approxi-
mately 25 meters down a corridor. In both cases, while some large bursts occur,
many are very short, and most “burst” errors comprise a single packet loss. To
minimize the loss rate in terms of bytes, smaller packets are preferred, as shown
in Figure 7(d). Apparently, the errors within larger packets are relatively local-
ized, so that by sending several smaller packets, some number of them will be
received successfully, whereas the larger packet would be lost.

Third, the 802.11b CSMA/CA MAC layer provides RTS/CTS signaling and
link-level acknowledgements for unicast frames, but not for multicast frames.
The result is a higher packet loss rate as observed by applications using UDP/IP
multicast, as opposed to UDP unicast. Figure 8 demonstrates this behavior for a
typical location just outside our laboratory. As a result, multicast transmissions
require more redundancy from the application level.

Fourth, since the wireless channel is a shared broadcast medium, it is impor-
tant to minimize the amount of feedback from receivers. Simultaneous responses
from multiple receivers can cause channel congestion and burden the access
point, thereby hindering the forward transmission of data. Thus, it is desirable
to use proxy-based FEC instead of proxy-based retransmissions for real-time
communication such as interactive audio streams.

Audio Filter Using Block-Oriented FEC. Our first audio filter uses an FEC
mechanism that can be applied to any data type. It recovers packets that have
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Fig. 7. Typical characteristics of a WLAN channel.

been “erased” due to an error detected by the CRC check in the data link layer.
As shown in Figure 9, an (n, k) block erasure code converts k source packets
into n encoded packets, such that any k of the n encoded packets can be used to
reconstruct the k source packets [34]. In this paper, we use only systematic codes,
which means that the first k of the n encoded packets are identical to the k source
packets. We refer to the first k packets as data packets, and the remaining n − k
packets as parity packets. Each set of n encoded packets is referred to as a group.
The advantage of using block erasure codes for multicasting is that a single parity
packet can be used to correct independent single-packet losses among different
receivers [24]. These codes are lossless, in that a successful decoding produces
exactly the original data.

Recently, Rizzo [24] studied the feasibility of software encoding/decoding for
packet-level FEC, using a particular block erasure code called the Depending on
the values of k and n−k, Rizzo showed that this code can be efficiently executed
on many common microprocessors. Rizzo’s public domain FEC encoder/decoder
library [24] is implemented in C and has been used in many projects involving
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(a) UDP unicast reception rate

(b) UDP/IP multicast reception rate

Fig. 8. Sample packet loss traces for UDP/IP unicast and multicast.
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Fig. 9. Operation of FEC based on block erasure codes.
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multicast communication [35,36,37,38,39], including our own prior studies [21,
30,31]. Given the emphasis on portability and code mobility in the RAPIDware
project, however, we decided to switch to an open-source Java implementation
of Rizzo’s FEC library, available from Swarmcast [40]. In general, we found
the Swarmcast library to provide a convenient interface and good performance.
Although considerably slower than the C implementation, the Java version was
able to satisfy real-time audio encoding and decoding requirements on systems
with modest processing power.

Figure 10 shows the operational schematic of the major components of the
audio application when this FEC filter is running. The audio recorder was built
as a pure Java application making use of the Java Sound API. Specifically,
the recording thread uses the javax.sound.* classes to read audio data from a
workstation’s sound card and send it to the proxy via the wired network. The
encoding of the data is 16 bits per sample, PCM signed, at the standard rate of
8000 Hz over a mono channel. The audio receiver uses one thread to read data
from the network and store it in a circular buffer. A second thread reads the
data and uses the Java Sound API to play it.

microphone

Javax.sound

record method

packetize encoder
proxylet

speaker

Javax.sound

play method

read()

decoder
proxylet

bu
ff

er

Audio Recorder
and Sender Proxy Server

Audio
Receiver
and
Player

Fig. 10. Operational block diagram of the streaming audio configuration.

For data streams directed toward the client system, the encoder is instan-
tiated on the proxy and the decoder on the client (the placement is reversed
for outbound streams). The encoder and decoder filters have the same basic
construction and simply invoke different methods in the Swarmcast FEC li-
brary. The encoder filter creates the FEC encoder by instantiating a class of the
FECCodefactory’s default FEC codec. The thread then collects k packets and
constructs references to these. The FEC encoder is then called, which returns
n packets contained in a new reference buffer. These packets are labeled with a
group identifier and are written to the data stream. The decoder at the client
requires any k packets in a given group in order to decode the original k data
packets. The decoder thread thus reads up to k packets in a given group, af-
ter which additional packets are discarded. This data is passed to the decode
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method of the FEC codec, which returns the k original data packets, which are
forwarded to the client application.

GSM Audio Filter. While block-oriented FEC approaches are effective in im-
proving the quality of interactive audio streams on wireless networks [30], the
group sizes must be relatively small in order to reduce playback delays. Hence,
the overhead in terms of parity packets is relatively high. An alternative approach
with lower delay and lower overhead is signal processing based FEC (SFEC) [41,
42], in which a lossy, compressed encoding of each packet i is piggybacked onto
one or more subsequent packets. If packet i is lost, but one of the encodings of
packet i arrives at the receiver, then at least a lower quality version of the packet
can be played to the listener. The parameter θ is the offset between the original
packet and its compressed version. Figure 11 shows two different examples, one
with θ = 1 and the other with θ = 2. As mentioned, it is also possible to place
multiple encodings of the same packet in the subsequent stream, for example,
using both θ = 1 and θ = 3.

didi+2 di-1di+1 gi-1gi+1 gi gi-2

Data Flow

(a) GSM encoding with θ = 1

didi+2 di-1di+1 gi-2gi gi-1 gi-3

Data Flow

(b) GSM encoding with θ = 2

Fig. 11. Different ways of using GSM encoding on a packet stream.

The SFEC RAPIDware filter that we developed uses GSM 06.10 encod-
ing [25] for generating the redundant copies of packets. The full rate speech
codec in GSM is described as Regular Pulse Excitation with Long Term Pre-
diction (GSM 06.10 RPE-LTP). Although GSM is a CPU-intensive coding al-
gorithm – it is 1200 times more costly than normal PCM encoding [42] – the
bandwidth overhead is very small. Specifically, the GSM encoding creates only
33 bytes for a PCM-encoded packet containing up to 320 bytes (160 samples).
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Our filter uses a freeware Java version of the GSM codec available from Tritonus
(www.tritonus.org).

The filter can work in one of two ways. The first is to piggyback encoded
data on subsequent packets, as shown in Figure 11. The second is to compute
encodings for multiple packets and create a new packet of encoded data, to be
inserted in the stream at a later point. This second method is useful when it is
important to keep packet sizes small, as in a wireless LAN.

Combining the Audio Filters. Either filter can be inserted separately into an
audio stream. However, we can also insert both filters, as shown in Figure 12 (in
the figure and in the remainder of the paper, we’ll refer to the filters simply as
“GSM” and “FEC”). If the direction of the audio channel were reversed, then
the encoders would reside on the client, and the decoders on the proxy.

Wired
Network
to WLAN

Appl.

GSM
Encoder

GSM
Decoder

FEC
Decoder

FEC
Encoder

Proxy Server

Control Thread Control Thread

Client System

Fig. 12. Configuration of audio filters on proxy and client.

Figure 13 shows a particular example of the two encoders working together.
The GSM encoder is configured to operate on a packet basis, computing a GSM
encoding for every three data packets and inserting the new packet after 3 × θ
data packets in the following packet stream. Each group of four packets (three
data packets and one GSM packet) is forwarded to the FEC filter, which is con-
figured to compute two parity packets using a (6,4) block erasure code. The (6,4)
code can recover at most two lost packets per group, hence covering the most
common packet loss cases, and does so without any loss in quality. Combining
FEC and GSM code can tolerate relatively long isolated burst errors of up to
(θ + 2)n − 2k packets, depending on the location of the lost packets relative to
group boundaries. Of course, if GSM instead of FEC is used to reconstruct a
packet, the quality of the resulting signal will be lower than that of the original.

5 Experimental Evaluation

In order to study the operation and performance of audio filters separately and
in combination, we conducted a set of experiments on the mobile computing
testbed in our Software Engineering and Network Systems (SENS) Laboratory.
Results of using block erasure codes alone are described elsewhere [23,30], so here
we concentrate on the GSM encoder and the combination of the two methods.
Detailed evaluations are described in a companion technical report [43].
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Fig. 13. Operation of combined audio filters.

Testing Environment. The mobile testbed currently includes conventional work-
stations connected by a 100 Mbps Fast Ethernet switch, three 802.11 WLANs
(Lucent WaveLAN, Proxim RangeLAN2, and Cisco/Aironet), and several mobile
handheld and laptop computer systems. All tests reported here were conducted
on the Aironet WLAN, which uses direct sequence spread spectrum signaling and
has a raw bit rate of 11 Mbps. We used both wired desktop PCs and wireless
laptop PCs as participating stations in the experimental configuration depicted
in Figure 14. The sender, proxy, and control manager were executed on dual-
processor 400/450 MHz desktop workstations, while the mobile nodes were 300
MHz laptops equipped with Aironet network interface cards. The Aironet access
point and the participating wired stations were located in our laboratory, while
the locations of the mobile nodes were varied. Although the proxy multicasts
the audio stream on the WLAN, here we report the results for a single receiver.

Receiver-1

wireless multicast link
11 Mbps 802.11

Cisco/Aironet
Access Point

Sender

Receiver-n

…

wired data connection
100 Mbps Ethernet

Control ManagerProxy
wired control connection
100 Mbps Ethernet

Receiver-2

Fig. 14. Physical configuration of experimental components.
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Initially, both the proxy and client are configured as “null” filters, as the
Endpoints simply read and retransmit data. In an actual RAPIDware environ-
ment, observer threads at the client would monitor the packet loss rate and burst
length distribution, and would instruct the ControlThread on the proxy when to
insert the FEC or GSM filter. In order to control the testing, however, we used
the Control Manager GUI to insert the filters manually.

GSM Experiments. We tested the GSM filter in isolation, setting θ to different
values and using both single and double copies of the encoded data. In all cases,
small 48-byte packets produced considerably better results than 320-byte pack-
ets, so we report only the former here; many additional results can be found
in [43]. Figure 15 shows a sample of the results. In Figure 15(a), we placed a
single encoded copy of each packet i in its successor packet i+1. In Figure 15(b),
we placed one encoded copy in packet i+1 and one in packet i+3. Using multiple
copies produces a clear advantage in terms of packet delivery rate.

Packet Delivery Rate, 20 second sample
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Fig. 15. Sample traces results for the GSM filter with 48-byte packets.

Figures 16(a) through (c), respectively, show sample traces of using the
FEC(8,4) and GSM(n-1) filters, alone and in combination. The combination
appears to be most effective in recovering data, and this result is confirmed by
Figure 16(d), where we averaged the results of 5 two-minute runs and computed
the packet delivery rate for each of the methods at a particular location in our
building. By combining the two filters, we are able to reconstruct 97% of the
audio data, even though the raw packet delivery rate at this location was only
83%.

Finally, we conducted a set of experiments near the periphery of the wireless
cell (Location 3), where large burst errors are more frequent. In these tests, we
again combined the FEC filter with the GSM filter, but we configured the latter
to use two values of θ, both 1 and 3, which enables it to correct longer burst
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Fig. 16. Effects of FEC, GSM filters and their composition.

errors. Figure 17(a) shows a short sample trace. Despite the fact that the raw
delivery rate sometimes falls below 50%, the combination of filters is extremely
effective in recovering the lost data. Figure 17(b) shows the average results of 5
two-minute runs. At this location the raw delivery rate was only 65%, FEC alone
raised the rate to 81%, and the GSM filter further improved the rate to 94%. The
13% GSM improvement over FEC alone compares with only a 4% improvement
at Location 2. We conclude that, while both types of filters improve the quality
of the audio channel, near the cell periphery, they are almost equally important.
These results demonstrate the utility of being able to compose two different
proxylets easily and dynamically within a single proxy framework.

6 Related Work

In recent years, numerous research groups have addressed the issue of adaptive
middleware frameworks that can accommodate dynamic, heterogeneous infras-
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Fig. 17. Effects of FEC and GSM filters near the wireless cell periphery.

tructures. Examples include CEA [1], MOOSCo [2], BRAIN [3], Squirrel [4],
Adapt [5], MOST [6], AspectIX [44], Limbo [45], MASH [10], TAO [11], Mobi-
Ware [12], MCF [13], QuO [14], MPA [9], Odyssey [15], and DaCapo++ [16]
Rover [7], BARWAN [32], and Sync [46]. These projects have greatly improved
the understanding of how middleware can accommodate device heterogeneity
and dynamic network conditions, particularly in the area of adaptive communi-
cation protocols and services. Indeed, several of these projects address dynamic
configuration of proxy and/or stream functionality. In the remainder of this sec-
tion, we discuss four such projects and their relationship to RAPIDware.

In the MobiWare project [12], “mobile filters” can be dispatched to various
nodes in the network, or to hosts, in order to achieve bandwidth conservation.
Apparently, these filters are established only during handoff from one network
to another. The detachable streams discussed herein could be used to extend
this functionality so that filters could be reorganized at any time.

In the Adapt project at Lancaster [5], CORBA is extended to support
open bindings, which enable manipulation and reconfiguration of communica-
tion paths through the use of object graphs. This powerful mechanism could
be used directly to implement dynamically composable proxy services. In con-
trast to a CORBA-based design, we sought in this subproject to determine the
minimal level of functionality needed to provide dynamic composition of commu-
nication stream components. We offer detachable Java I/O streams as a possible
solution.

The Berkeley TranSend proxy is based on the TACC model [8], in which
workers are the active components of the proxy. The TACC server enables work-
ers to be chained together in a manner similar to Unix pipes. Details of the
implementation are not available. However, the project focuses on proxies built
atop highly available parallel workstation clusters, whereas RAPIDware proxies
are intended to be lightweight, on-demand proxies established dynamically on
one or more idle workstations available to the user.
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The Stanford Mobile People Architecture (MPA) [9] is designed to support
person-to-person reachability through the use of personal proxies. A key compo-
nent of the personal proxy is the use of conversion drivers, which are configured
dynamically to match the capabilities of the user’s device and network. The
RAPIDware project seeks to develop a general framework for the design of such
software. In this case, the detachable stream mechanism and filter container class
may provide a useful mechanism for composing such drivers and facilitating their
dynamic loading and unloading from across the network.

Finally, we emphasize that this paper has described only a small part of the
RAPIDware project. A given external event, such as a sudden decrease in quality
on a wireless link, can affect not only communication protocols, but also middle-
ware components associated with fault tolerance, security, and user interfaces.
The overall goal of the RAPIDware project is to develop an integrated method-
ology for middleware adaptability that encompasses not only communication
services, but also security policies, fault tolerance actions, and user interface
reconfiguration. We will report developments in these areas in future papers.

7 Conclusions and Future Work

In this paper, we have described the use of a detachable Java I/O stream frame-
work to support composition of proxy services. We reviewed the design of the
framework, which enables proxylets to be dynamically inserted, deleted, and
reordered. Addition and removal of proxy code is achieved without disturbing
existing network connections. We demonstrated the use of the framework to sup-
port the instantiation and composition of two different audio FEC filters, one
using block erasure codes and the other using the GSM 06.10 encoder, and we
evaluated their performance on a WLAN testbed. The main contribution of this
work is to show that independent proxylets can be composed and can cooperate
synergistically, given the proper supporting proxy framework.

Our continuing work in this area addresses several issues: porting of ad-
ditional proxies to the RAPIDware framework; development of a rules engine
to characterize the “composability” of proxylets; and application of RAPID-
ware concepts to intrusion detection, fault tolerance, and user interfaces handoff.
Given the increasing presence of wireless networks in homes and businesses, we
envision application of the proposed techniques to improve performance of col-
laborative applications involving users who roam within a wireless environment.

Further Information. A number of related papers and technical reports of the
Software Engineering and Network Systems Laboratory can be found at the
following URL: http://www.cse.msu.edu/sens.
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Abstract. Applications that process continuous information flows are
challenging to write because the application programmer must deal with
flow-specific concurrency and timing requirements, necessitating the ex-
plicit management of threads, synchronization, scheduling and timing.
We believe that middleware can ease this burden, but middleware that
supports control-flow centric interaction models such as remote method
invocation does not match the structure of these applications. Indeed,
it abstracts away from the very things that the information-flow centric
programmer must control.
We are defining Infopipes as a high-level abstraction for information
flow, and we are developing a middleware framework that supports this
abstraction directly. Infopipes handle the complexities associated with
control flow and multi-threading, relieving the programmer of this task.
Starting from a high-level description of an information flow configura-
tion, the framework determines which parts of a pipeline require separate
threads or coroutines, and handles synchronization transparently to the
application programmer. The framework also gives the programmer the
freedom to write or reuse components in a passive style, even though
the configuration will actually require the use of a thread or coroutine.
Conversely, it is possible to write a component using a thread and know
that the thread will be eliminated if it is not needed in a pipeline. This
allows the most appropriate programming model to be chosen for a given
task, and existing code to be reused irrespective of its activity model.

1 Introduction

The benefit of middleware platforms is that they handle application-independent
problems transparently to the programmer and hide underlying complexity.
CORBA or RPC, for instance, provide location transparency by hiding mes-
sage passing and marshalling. Hiding of complexity relieves programmers from
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tedious tasks and allows them to focus on the important aspects of their appli-
cations.

The way that a middleware platform can hide complexity without hiding
power is to provide higher-level abstractions that are appropriate for the sup-
ported class of applications. In order to choose a suitable abstraction, it is neces-
sary to make some assumptions about the functionality that typical applications
require. For example, a common abstraction provided by current middleware is
the client-server architecture and request-response interaction, where control
flows to the server and back to the client.

However, this model is inappropriate for an emerging class of information-
flow applications that pass continuous streams of data among producers and
consumers. Building these applications on existing middleware requires program-
mers to specify control-flow behaviors, which are not key aspects of the applica-
tion. Moreover, existing middleware has inadequate abstractions for specifying
data-flow behaviors, including quality of service and timing, which are key as-
pects of the application.

We propose a new middleware platform for information-flow applications that
is based on a producer-consumer architectural model and the Infopipe abstrac-
tion. Infopipes simplify the task of building distributed streaming applications
by providing basic components such as pipes, filters, buffers, and pumps [2, 28].
Each component specifies the properties of the flows that it can support, includ-
ing data formats and QoS parameters. When stages of a pipeline are connected,
flow properties for the composite can be derived, facilitating the composition of
larger building blocks and the construction of incremental pipelines.

The need for concurrently active pipeline stages introduces significant com-
plexity in the area of thread management that can be hidden in the middleware.
Hence, our platform frees the programmer from the need to deal with thread
creation, destruction, and synchronization. Moreover, the actual control flow is
managed by the middleware and is decoupled from the way pipeline components
are implemented, be they active or passive objects. We call this approach thread
transparency. It simplifies programs and allows reuse of infopipe components.
In the same way that RPC systems automatically generate code for parameter
marshalling and message handling, our middleware handles thread management
and generates glue code that allows Infopipe components to be reused in different
activity contexts.

Section 2 describes the Infopipe middleware platform we are developing.
Thread transparency is discussed in Section 3. Section 4 describes the current
implementation. Related work is summarized in Section 5 before the conclusions
in Section 6.

2 Infopipe Middleware

The Infopipe abstraction has emerged from our experience building continu-
ous media applications [6, 36, 16, 13]. Currently we are building a middleware
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Fig. 1. Infopipe example

framework in C++ based on these concepts. On top of this platform we are
reimplementing our video pipelines to facilitate further experimentation.

2.1 Overview

Infopipes let us build information flow pipelines from pre-defined components in
a way that is analogous to the way that a plumber builds a water flow system
from off-the-shelf parts.

The most common components have one input port and one output port.
Such pipes can transport information, filter certain information items, or trans-
form the information. Buffers provide temporary storage and remove rate fluctu-
ations. Pumps are used to keep the information flowing. Corresponding to these
roles each port has a appropriate polaritiy. Pumps have two ports with positive
polarity, one pulling items from upstream and one pushing them downstream.
Buffers, in contrast, have two negative ports being pulled from or pushed into.
Filters and transformers have two ports of opposite polarity [1, 2]. Sources and
sinks have only one port, which can be either positive or negative.

More complex components have more ports. Examples are tees for splitting
and merging information flows. Splitting includes splitting an information item
into parts that are sent different ways, copying items to each output (multicast),
and selecting an output for each item (routing). Merge tees can combine items
from different sources into one item or pass on information to the output in the
order in which it arrives at any input.

In combining components of a pipeline it is important to check the compat-
ibility of supported flows and to evaluate the characteristics of the composite
Infopipe. Each basic or composite Infopipe has a Typespec that describes the
flows that it supports. Typespecs provide information about supported formats
of data items, interaction properties such as the capability of operating in push
or pull mode, and ranges of QoS parameters that can be handled.

Transport protocols can be integrated into the Infopipe framework by en-
capsulating them as netpipes. These netpipes support plain data flows and may
manage low-level properties such as bandwidth and latency. Marshalling filters
on either side translate the raw data flow to and from a higher-level information
flow. These components also encapsulate the mapping of QoS properties, which
is described in more detail in Section 2.4.

In building an Infopipe an application developer needs to combine appro-
priate filters, buffers, pumps, network pipes, feedback sensors and actuators as
well as control components. To facilitate this task, our framework provides a
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set of basic components to control the timing and a feedback toolkit for adap-
tation control [8]. Components for processing specific types of flow need to be
developed by application programmers, but can easily be reused in various ap-
plications. For instance, developers of video on demand, video conferencing, and
surveillance tools can all use any available video codec components.

Figure 1 shows a simple video pipeline from a source producing compressed
data to a display. At the producer side frames are pumped through a filter
into a netpipe encapsulating a best-effort transport protocol. The filter drops
frames when the network is congested. The dropping is controlled by a feedback
mechanism using a sensor on the consumer side. This lets us control which data is
dropped rather than suffering arbitrary dropping in the network. After decoding
the frames, they are buffered to reduce jitter. A second pump controlling the
output timing finally releases the frames to the display.

2.2 Interaction

With respect to polarity, there are three classes of components:

– Positive components have only positive ports and cause information to flow
in the pipeline. Pumps and active sources and sinks belong to this class.

– Negative components have only negative ports. Buffers and passive sources
and sinks belong to this class.

– Neutral components have positive and negative ports. They do not initiate
any activity but may pass it on to other components. Common components
with one positive and one negative port belong to this class.

The processing of the information items is driven by a thread that originates
from a positive component as shown in Figure 2. Negative and neutral objects
can be implemented as objects with methods that are called through a negative
port and may call out through a positive port, making inter-object communi-
cation particularly efficient. Because pumps originate the threads, they regulate
the timing of the data flow and can themselves be controlled by timers or feed-
back mechanisms. Each thread is responsible for calling through all the neutral
pipeline stages as far as the next negative components up- or downstream. Hence,
Pumps encapsulate the interaction with the underlying scheduler.

Besides exchanging data items, Infopipe components can exchange control
messages. These messages are used to represent local interaction between ad-
jacent components as well as global broadcast events. As an example of local

Fig. 2. Polarity
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interaction, consider an MPEG-decoder that passes on decoded video frames
but must still keep them as reference frames. Communication between the de-
coder and downstream components must be used to determine when the shared
frames can be deleted. Another case is a video resizing component that needs
to be informed by the video display whenever the user changes the window size.
Control interaction between remote components of a pipeline includes commu-
nication between feedback sensors, controllers, and actuators. Other events such
as user commands to start or stop playing need to be broadcast to potentially
many components. While control events to adjacent components can easily be
sent directly, we use a simple event service to facilitate global distribution of
control events.

The current approach to handling control events is based on the assumption
that handling these events does not require much time. Hence, there is no explicit
control of timing and buffering of these events and their handlers are executed
with higher priority than potentially long-running data processing.

2.3 Infopipe Typespecs

The ability to construct composite pipes from simpler components is an impor-
tant feature of the Infopipe platform. Automatic inference of flow properties,
glue code for joining different types of components, and automatic allocation
of threads help the application programmer and simplify binding protocols for
setting up an Infopipe.

A Typespec describes the properties of an information flow. Typespecs are
extensible and new properties can be added as needed. Undefined properties may
be interpreted as meaning either don’t know or don’t care as discussed below.
The following list describes some parts of a Typespec.

– The item type describes the format of the information items and the flow.
– The polarity of ports in the information the flow determines whether items

are pushed or pulled. Polarity is represented in the Typespec by assigning
each port a positive or negative polarity. A positive out-port will make calls
to the push method of the downstream components, while a negative out-
port has the ability to receive a pull. Correspondingly, a positive in-port
will make calls to pull, while a negative in-port represents the willingness to
receive a push. With this representation, ports with opposite polarity may
be connected, but an attempt to connect two ports with the same polarity
is an error.
Some components do not have a fixed polarity. For example, filters can op-
erate in push or pull mode, as can chains of filters. These components are
given the polymorphic polarity α → α. When one port is connected to a
port with a fixed polarity, the other port of the filter or filter chain acquires
the opposite “induced” polarity [2, 9].

– A third property specifies the blocking behavior if an operation cannot be
performed immediately. For instance, if a buffer is full, the push operation
can either be blocked or can drop the pushed item. Likewise, if a buffer is
empty, a pull operation can either be blocked or return a nil item.
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– While push and pull are the only data transmission functions, control events
between connected components may be needed to exchange meta-data of the
flow. The capability of components to send or react to these control events is
included in the Typespec to ensure that the resulting pipeline is operational.

– QoS parameters may include video frame rates and sizes, latency, or jitter.
While processing a flow with specific values for these parameters requires
elaborate resource management and binding protocols, QoS parameters may
provide valuable hints to the rest of the pipeline even if guarantees are not
available. For instance, feedback mechanisms can trade one quality dimen-
sion for another, for instance, trade frame rate for timely delivery, which
again can be reflected in the Typespec.

– For distributed pipelines, the location indicates that a flow, from a source or
to a sink, for instance, must be produced or consumed at a particular node.

Properties can originate from sources, sinks, and intermediate pipes. Sources
typically supply one or more possible data formats along with information on the
achievable QoS. Likewise, sinks support certain data formats and ranges of QoS
parameters reflecting user preferences. Hence, source properties indicate what
can be produced, sink properties indicate what the user likes to consume.

If for any stage in a pipeline a Typespec for an input or output port is given,
Typespecs for other ports can be derived from that information. The derived
Typespecs may support only a subset of the flow types in the given Typespec,
reflecting restrictions imposed by that stage. These restrictions might originate
because the stage supports only pull-interaction, fewer data types, or a smaller
range for a QoS parameter. Moreover, stages can add or update properties.

Because of this incremental nature of Typespecs, we do not associate a fixed
Typespec with each component, but let each pipeline component transform a
Typespec on each port to Typespecs on its other ports. That is, the component
analyzes the information about the flow at one port and derives information
about flows at other ports. These Typespec transformations are the basis for
dynamic type-checking and evaluation of possible compositions.

2.4 Distribution

Any single protocol built into a middleware platform is inadequate for remote
transmission of information flows with a variety of QoS requirements. However,
different transport protocols, can be easily integrated into the Infopipe frame-
work as netpipes. These netpipes support plain data flows and may manage
low-level properties such as bandwidth and latency. Marshalling filters on either
side translate the raw data flow to a higher-level information flow and vice-versa.
These components also encapsulate the QoS mapping, translating between net-
pipe properties and flow-specific properties.

In addition to netpipes, the Infopipe platform provides protocols and factories
for the creation of remote Infopipe components. Remote Typespec queries also
require a middleware protocol as well as a mechanism for property marshalling.
The location itself can be integrated in the type checking by adding a location
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Fig. 3. Distributed Infopipe

property that is changed only by netpipes. Finally, control events are delivered
to remote components through the platform.

3 Transparent Thread Management

Different timing requirements and computation times at different stages of a
pipeline require multiple asynchronous threads. Unfortunately, handling multi-
threading and synchronization mechanisms is difficult for many programmers
and frequently leads to errors [26,33]. However, because the interaction between
components in an Infopipe framework is restricted to well known interfaces, it
is possible to hide the complexity of low-level concurrency control in the mid-
dleware platform. This is similar to the way in which RPC or CORBA hide the
complexity of low-level remote communication from the programmer.

While some aspects such as timing behavior need to be exposed to the pro-
grammer, as described in Section 3.1, other aspects such as scheduler interfaces,
inter-thread synchronization, wrappers and the adaptation of implementation
styles can largely be hidden in the middleware platform, as described in the
following three subsections.

3.1 Timing Control and Scheduling

Pumps encapsulate the timing control of the data stream. Each pump has a
thread that operates the pipeline as far as the next negative component up- and
downstream. Interaction with the underlying scheduler is also implemented in
pumps. At setup, they can make reservations, if supported, according to esti-
mated or worst case execution time of the pipeline stages they run. Moreover,
they can select and adjust thread scheduling parameters as the pipeline runs.

From our experience building multimedia pipelines we can identify at least
two classes of pumps. Clock-driven pumps typically operate at a constant rate
and are often used with passive sinks and sources. Both pumps in Figure 1 belong
to this category. Audio output devices that have their own timing control can be
implemented as clock-driven active sinks. Environment-sensitive pumps adjust
their speed according to the state of other pipeline components. The simplest
version does not limit its rate at all and relies on other components to block the
thread when a buffer is full or empty. More elaborate approaches adjust CPU
allocations among pipeline stages according to feedback from buffer fill levels [31].
Another kind of environment-sensitive pump is used on the producer node of a
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distributed pipeline [6, 36]. Its speed is adjusted by a feedback mechanism to
compensate for clock drift and variation in network latency between producer
and consumer.

The choice of the right pump depends on application requirements as well as
the capabilities of the scheduler. While it is not yet clear to what extent pump
selection and placement can be automated, pumps do hide thread creation and
scheduling mechanisms. The programmer does not need to deal with these low-
level details but can choose timing and scheduling policies by choosing pumps
and by setting appropriate parameters.

If existing pumps do not provide the required functionality, it can be cleanly
added by implementing new pumps. While a pump developer needs to deal with
threads and scheduling, the pump encapsulates threading mechanisms similarly
to the way that a decoder encapsulates compression mechanisms. In both cases,
the complexity is hidden from the application programmers who use the new
components.

3.2 Synchronization

Infopipe components need to process information (possibly from different ports)
and control events. While information items and control events may arrive in
any order, the middleware ensures synchronized access to shared data in its high-
level communication mechanisms. The component developer does not need to
deal with inter-thread synchronization explicitly, but just provides data process-
ing and event handling functions. Hence, inter-thread synchronization is based
on passing on data items and control events rather than on more error-prone
primitive mechanisms such as locks and semaphores.

The pipeline components are implemented as monitors, also known as syn-
chronized objects [4]: each component may contain at most one active thread at
any time. However, we allow threads to be preempted because running functions
such as video decoders non-preemptively can introduce unacceptable delay. A
data processing function of one component is never called before the previous
invocation completes or while a control event handler of the same component
is running. Control events that arrive while data processing is in progress are
queued and delivered as soon as the data processing is done. Note, however,
that control events can be delivered while threads are blocked in a push or pull.
Hence, the programmer needs to make sure that the component is in a consistent
state with respect to control handlers when these operations are called.

3.3 Implementation Styles in Pipeline Components

In this section we discuss several styles with respect to activity that can be
used in implementing pipeline components. The main distinction is between
active objects that have an associated thread and passive objects that are called
by external threads [4]. To make a clear distinction between the polarity of a
component as introduced in Section 2.2 and its implementation style, we call
implementations as active objects thread-style components and implementations
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as passive objects function-style components. We focus on neutral components
with one input and one output port, which are most common. As a simple
example we use a defragmenter that combines two data items into one. The
actual merging is performed by the function y=assemble(x1,x2).

The middleware platform assumes components such as filters to be neutral,
having a positive and a negative port. The external interface is an item pull()
operation that can be called by downstream components and void push(item)
operation that can be called by upstream components. Which of these is used
in a particular pipeline component depends on the position of the component
relative to pumps and buffers. Components between buffer and pump operate
in pull mode, components between pump and buffer in push mode, as shown in
Figure 2.

Fig. 4. Function-style defragmenter

To implement these components in function style, push or pull must be
provided by the programmer. By convention, the programmer does not directly
call push or pull methods on other components. He instead uses put and get
methods, which are inherited from a base class provided by the middleware
platform. In this case, the implementation of put and get is as follows:

void put(item x) {next->push(x);}
item get() {return prev->pull();}

For the defragmenter example, the push and pull methods are shown in
Figure 4. Each numbered group of arrows shows the control flow for one call to
the method that it annotates. In Figure 4b, each invocation of pull travels all the
way through the code triggering two get calls and, hence, two pull calls to the
upstream pipeline component. For push in Figure 4a every other call (2 and 4)
causes a put and, hence, a downstream push. If no output item can be produced
the call returns directly. This example shows that the pull operation for the
defragmenter can be implemented more easily than push. The latter requires
the programmer to explicitly maintain state between two invocations, which is
done in this example using the variable saved. Conversely, for a fragmenter,
push would be the simpler operation.
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There are several reasons for integrating thread-style components that are
written as active objects into this framework. One reason is the reuse of code
from older pipeline implementations that used an active object model or imple-
mented each stage as a process. Another reason is the flexibility that thread-
style implementations provide. The programmer can freely mix statements for
sending and receiving data items as is most convenient for a given component.
Finally, more programmers are familiar with the thread-style model than with
the function-style model.

Fig. 5. Synchronous threads

The way to give these thread-style components the facade of a neutral com-
ponent is to use coroutines, that is, threads interacting synchronously in such a
way that they provide suspendable control flow but are not a unit of schedul-
ing [5]. The communication mechanism between the threads does not buffer
data; instead the activity travels with the data. All but one of the coroutines in
a given set are blocked at any time. Figure 5 gives an example of two coroutines
interacting in push mode. An item is pushed into the first component deblocking
it from a this->get call (1). The component then processes the data and calls
this->put, which passes the item to the next component (2), which deblocks
from its get (3). It again does some processing and a put (4). When put re-
turns (5), the control flow loops back to the get call. This blocks the second
component (6) and unblocks the first component from its put (7). Finally the
control flow reaches a get call again and returns to the upstream component (8).

The coroutine behavior described above is implemented by inheriting dif-
ferent put and get methods from appropriate superclasses. Consider a pipeline
running in push mode. If the target of a put is a function-style component pro-
viding a push-method, then put can simply call next->push. However, if the
target is a thread-style component, then put performs a switch to the corou-
tine of the target component, which is blocked in its get method. Pull mode is
handled analogously.

Figure 6 shows an thread-style implementation of the defragmenter example.
Here again, each numbered group of arrows denotes the control flow for one
push call (in Figure 6a) or one pull call (in Figure 6b) to the component. When
operating in push mode, upstream get calls block the defragmenter and each
invocation executes from get to get. As an exception, the first push call invokes
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Fig. 6. Thread-style defragmenter

Fig. 7. Coroutine wrappers

the main function of the component, enters its loop, and satisfies the first call
to get. Again, the pull mode works analogously.

The function-style implementation shown in Figure 4 has a major drawback.
Components have to provide both a push and a pull operation that imple-
ment the same functionality. Alternatively, components could provide only one
of these operations, but then could be used in either pull or push mode only,
making building the pipeline more difficult. These restrictions can be avoided
with middleware support that allows push functions to be used in pull mode
and vice-versa. Our Infopipe middleware generates glue code for this purpose
and converts the functions into coroutines as illustrated in Figure 7. Figure 8
shows the resulting control flow for the defragmenter example.

Note that the information flow is the same in Figures 4, 6, and 8. The number
of incoming and outgoing arrows is the same for each invocation and for all three

Fig. 8. Function-style defragmenters, used other way
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Fig. 9. Pipelines and coroutines

implementations. Every other push triggers a downstream push in Part a of the
figure and every pull triggers two upstream pulls in Part b.

In the common case of a component that produces exactly one output for
each input, an additional, particularly simple, implementation is possible. All the
programmer needs to do is provide a conversion function: item convert(item
x). While the functionality is restricted by this one-to-one mapping, this type
of component can easily be used in pull as well as push mode.

The push and pull methods are provided by the middleware:

void push(item x) {next->push(convert(x));}
item pull() {return convert(prev->pull());}

While we have used a defragmenter as an example, the different ways of imple-
menting components that we have described also apply to fragmenters, decoders,
filters, and transformers. By supporting all these styles, we provide flexibility in
developing and reusing components, but for efficiency it is nonetheless impor-
tant to avoid context switches and use direct calls whenever possible. Hence, the
framework detects which components can share a thread and for which ones ad-
ditional coroutines are needed. Figure 9 shows several pipelines between a passive
source and a passive sink with the associated threads and coroutines depicted as
dashed boxes. The same coroutine boundaries would apply to pipeline sections
between two negative components. Altogether, there are four styles of neutral
components. Thread-style implementations provide a thread-like main function.
Function-style components are consumers implementing push, producers imple-
menting pull, or are based on a conversion function. In push mode, consumers
and conversion functions are called directly, and in pull mode producers and
conversion functions are called directly. Otherwise, a coroutine is required. In
each case, all threads operate synchronously as one coroutine set and the pump
controls timing and scheduling in all components.
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3.4 Complex Components

The behavior of components with more than two ports is more complex. Not all
styles of implementation can be supported for all components. Sometimes the
functionality of the component makes a particular style inappropriate. To see
this, consider a switch with one in-port and two out-ports. Incoming packets are
routed to one of the out-ports depending on the data in the packet. Now consider
this switch in pull mode, that is, packets are pulled from either out-port. A pull
request arrives at out-port 1 triggering an upstream pull-request at the in-port.
Suppose that the incoming packet is routed to out-port 2. Now there is a pending
call without a reply packet and a packet nobody asked for. Suspending the call
would require buffering potentially many requests on out-port 1 and buffering
packets at out-port 2 until all packets at out-port 2 are pulled. This approach
leads to unpredictable implicit buffering behavior and complex dependencies. To
avoid these problems the Infopipe framework generally allows only one negative
port in a non-buffering component. However, there are exceptions. For instance
a different type of switch may route the packet not according to the value of the
packet, but based on the activity. A pull on either out-port triggers an upstream
pull and returns the item to the caller. In this case, the out-ports must both be
negative and the in-port must be positive. This component could not work in
push mode.

4 Implementation

The development of the Infopipe middleware described in Section 2 is still in
progress. We have implemented the activity-related functionality discussed in
the previous section and part of the Typespec processing. A local video player
has been built on top of it.

The platform is built on a message-based user-level thread package [12,13,15]
implemented in C++. Each thread consists of a code function and a queue for
incoming messages. Unlike conventional threads, the code function is not called
at thread creation time but each time a message is received. After processing
a message, the code function returns, but the thread is terminated only when
the return value is -1. In this way, code functions resemble event handlers, but
may be suspended waiting for other messages or may be preempted. Inter-thread
communication is performed by sending messages to other threads, either syn-
chronously if there remains nothing to do for a thread until a reply is received,
or asynchronously whenever a reply is not needed immediately, or no reply is re-
quired at all. Network packets and signals from the operating system are mapped
to messages by the platform, allowing all kinds of events to be handled by a uni-
form message interface.

The Infopipe platform creates a thread for each pump. If there is no need for
coroutines in the section of a pipeline that is controlled by a particular pump,
the thread calls the pull methods of all components upstream of the pump,
then calls push with the returned item on the components downstream of the
pump, and finally returns to the pump, which schedules the next pull. This is
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the situation in configurations a), b), and c) in Figure 9. For configurations d),
g), and h) there are two coroutines and for configurations e) and f) there are
three coroutines associated with the pump. If such coroutines are needed, each of
them is implemented by an additional thread of the underlying thread package.
Their synchronous interaction is implemented on top of it.

Infopipe push and pull calls between coroutines and control events are
mapped to asynchronous inter-thread messages. Although push and pull are
synchronous to the Infopipe programmer, synchronous messages cannot be used,
because then the thread would not be responsive to control events. Instead, the
thread blocks waiting for either a control message or the data reply message.
A control event is dispatched to the appropriate handler and then the thread
blocks again. After receiving the reply message the code function of the thread
is resumed. In this way the middleware implementation establishes synchronous
communication of data items between coroutines, while control events can be
handled even if the component is blocked in a pull or push.

The thread package supports scheduling by attaching priorities to threads
as well as by attaching constraints to messages. In the latter case, the effective
priority of a thread is derived by the scheduler from the constraint of the message
that the thread is currently processing or, if the thread is waiting for the CPU,
on the constraint of the first message in its queue. If no constraint is specified
for the message, a static priority is used that is assigned to the thread when it is
created. The package provides a priority inheritance scheme that modifies this
behavior as necessary to avoid priority inversion, for instance, when a thread
receives a message with a higher priority than that of the message it is currently
processing.

In the Infopipe framework, message constraints are assigned by the pumps.
Messages between coroutines inherit the constraint from the message received
by the sending component, applying the constraint to the entire coroutine set.
In this way, the pump controls the scheduling in its part of the pipeline across
coroutine boundaries.

While other systems for concurrency such as µC++ provide coroutines di-
rectly [5], this message-based approach facilitates the processing of control events
and the scheduling of concurrent activities according to different timing con-
straints [13].

The component developer indicates his choice of implementation style by
inheriting from the appropriate base class and by overriding a run method for
a thread-style component, a push method for a consumer, a pull method for a
producer, and a convert method for a function-style component. Additionally,
a handler for control events needs to be provided. For pipeline components that
change the Typespec of flows the inherited implementation of the type query
must be overridden.

Pipelines are configured by a high-level C++ interface. Composition and start
of a simple video player could be implemented by

mpeg_file source("test.mpg");
mpeg_decoder decode;
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clocked_pump pump(30); // 30 Hz
video_display sink;
source>>decode>>pump>>sink;
main_channel.send_event(START);

If the components were not compatible, the composition operator >> would throw
an exception. This simple example does not compensate for jitter caused by
varying decoding times. The last line starts the pipeline by broadcasting a control
event, to which the pump reacts. In a video player for complex presentations
consisting of several streams, an additional control component would register for
global control events such as START and in response dispatch START events to
individual pipelines at the start time of their stream relative to the start time
of the overall presentation.

A context switch between the user level threads takes about 1 µs; the time
for a mere function call is two orders of magnitude shorter. Hence, the approach
that we have presented in which threads and coroutines are introduced only when
necessary is mostly important for pipelines that handle many control events or
many small data items, such as a MIDI mixer. For these applications, and if
kernel-level threads are used, allocating a thread for each pipeline component
would introduce a significant context switching overhead.

5 Related Work

Some related work aims at integrating streaming services with middleware plat-
forms based on remote method invocations such as CORBA. The CORBA tele-
coms specification [25] defines stream management interfaces, but not the data
transmission. Only extensions to CORBA such as TAO’s pluggable protocol
framework [17] allow the efficient implementation of audio and video applica-
tions [24].

One approach for adding quality of service support to CORBA has been
introduced by the QuO architecture [35]. It complements the IDL descriptions
with specifications of QoS parameters and adaptive behavior in domain specific
languages. From these declarative descriptions so called delegates are generated
and linked to the client application in a similar way to that in which stubs
are generated from an IDL. QuO, however, has not been built for streaming
applications and interaction is based on remote method invocations.

A model for specifying flow quality and interfaces has been proposed as part
of the MULTE project [29]. Compatibility and conformance rules are used for
type checking and stream binding. This model is more formal, but less flexible,
than our current approach using Typespecs.

Similarly to Infopipes, the Regis environment [20] separates the configuration
of distributed programs from the implementation of the program components.
The Darwin language is used to describe and verify the configurations. Com-
ponents, which execute as threads or processes, are implemented in C++ with
headers generated from Darwin declarations. While the Infopipe implementation
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described here also uses C++ for pipeline setup, there are plans for developing
an Infopipe Composition and Restructuring Microlanguage [28].

Open middleware platforms and communications frameworks such as Open-
ORB [3] and Bossa Nova [14] offer a flexible infrastructure that supports QoS-
aware composition and reflection. While these frameworks do not provide specific
streaming support, they can serve as a basis for building information flow mid-
dleware.

Event-based middleware such as Echo [7, 11] provides a type-safe and effi-
cient way of communicating data and control information in a distributed and
heterogeneous environment. A higher-level Infopipe layer can also be built on
top of these platforms.

Ensemble [34] and Da CaPo [27] are protocol frameworks that support the
composition and reconfiguration of protocol stacks from modules. Both provide
mechanisms to check the usability of configurations and use heuristics to build
the stacks. Unlike these frameworks for local protocols, Infopipes use a uniform
abstraction for handling information flow from source to sink, possibly across
several network nodes.

The x-kernel protocol architecture [10] associates processes with messages
rather than protocols. In this way, messages can be shepherded through the
entire protocol stack without incurring any context switch overhead. We support
this thread-per-packet approach for Infopipe components that are implemented
in a way that allows direct method calls. Alternatively, developers may choose
to program in an thread-like style if this simplifies the program structure.

The Scout operating system [23] generalizes from the x-kernel by combining
linear flows of data into paths. Paths provide an abstraction to which the invari-
ants associated with the flow can be attached. These invariants represent infor-
mation that is true of the path as a whole, but which may not be apparent to any
particular component acting only on local information. This idea — providing an
abstraction that can be used to transmit non-local information — is applicable
to many aspects of information flows, and is one of the principles that Infopipes
seek to exploit. For instance, in Scout paths are the unit of scheduling, and a
path, representing all of the processing steps along its length, makes informa-
tion about all of those steps available to the scheduler. This is similar to the way
that a section of an Infopipe between two passive components is scheduled by
one pump.

Structuring data processing applications as components that run asynchro-
nously and communicate by passing on streams of data items is a common
pattern in concurrent programming [e.g. 18]. Flow-Based Programming applies
this concept to the development of business applications [22]. While the flow-
based structure is well-suited for building multimedia applications, it must be
supplemented by support for timing requirements. Besides integrating this tim-
ing control via pumps and buffers, Infopipes facilitate component development
and pipeline setup by providing a framework for communication and threading.

The VuSystem [19] is a multimedia platform that has several similarities to
Infopipes: applications are structured as pipeline components processing infor-
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mation flows, there are interfaces for flow and control communication, and no
particular real-time support from the operating system is needed. VuSystem,
however, is single-threaded and timing and flow are controlled by the data pro-
cessing components themselves. Infopipes, in contrast, support multiple threads,
preemptive scheduling, and a choice of several programming styles for compo-
nents and more elaborate consistency checks for pipeline setup.

For constructing streaming applications from components, there are also
free and commercial frameworks [21, 32, 30]. GStreamer and DirectShow sup-
port setup of local pipelines without timing and QoS control. They provide ser-
vices to automatically configure components for the conversion of data formats.
GStreamer supports component function-style push and thread-style implemen-
tations, but does not have pumps to encapsulate timing control. RealSystem is a
distributed framework that allows file source components to be used in servers as
well as in local clients. The actual transmission is hardcoded into the RealServer
and may be configured by adaptation rules.

6 Conclusions

Infopipes provide a framework for building information flow pipelines from com-
ponents. This abstraction extends uniformly from source to sink. The application
controls the setup of the pipeline, configuring its behavior based on QoS param-
eters and other properties exposed by the components.

The Infopipe platform manages concurrent activity in the pipeline and en-
capsulates synchronization in high-level communication mechanisms. To specify
scheduling policies the application programmer needs only to choose appropriate
pumps, which interact with the underlying scheduler and control the actual tim-
ing. Neutral components such as filters can be implemenented as active objects,
passive consumers, passive producers, or conversion functions, whichever is most
suitable for a given task, and existing code can be reused regardless of its imple-
mentation style with respect to threading. The Infopipe platform transparently
handles creation of and communication between threads and coroutines. This is
very much like the way in which CORBA transparently handles marshalling and
remote communication.

We have implemented most middleware functionality for local pipelines. Us-
ing this platform, we have built several video processing components and con-
figured a simple video player application. The supported functionality is being
extended by distributed setup, resource reservations, and feedback mechanisms.

Acknowledgements. The Infopipe video player is based on a video pipeline
built by Ashvin Goel and Charles ‘Buck’ Krasic using coroutines and POSIX
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1 Valoria Lab., Université de Bretagne Sud, France
Salah.Sadou@univ-ubs.fr

2 LIFL Lab., U.S.T. Lille, France
Gautier.Koscielny@lifl.fr
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Abstract. Applications often use objects that they do not create. In
general, these objects belong to an execution environment and are used
for some services (server objects). This makes applications strongly de-
pendent on these objects and make them vulnerable to any modifications
to these objects.
In this paper, we present a solution to this problem through the
service group concept. A service group is an intermediary between
the applications and the server objects. A service group is defined by
the administrator of the shared services, for the entire set of client
applications. A service group embodies a collection of signatures
corresponding to the provided services and maintains the required
associations between these signatures and the actual implementations
of these services by the server objects. The client applications access
the services through service groups, and are no longer directly related
to servers, thus becoming more independent and better protected from
modifications to the server objects. The service group will not only make
it possible to pool disparate services in order to structure execution
environment, but also to construct new services by composing existing
ones.

Keywords: Distributed objects, Dynamic reuse, Disparate services, En-
vironment structuring, Service compatibility, Service group.

1 Introduction

When building applications, we need various forms of reuse, i) the reuse of classes
by creating objects from them, and ii) the reuse of existing objects in the sys-
tem. An example of the second form of re-use is the printing daemon object that
applications use when they need to carry out a printing job. Indeed, an object of
this type manages the requests for printing jobs that come from various applica-
tions. It is an object that belongs to a common environment, shared by several
applications.
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What we call a common environment can be a machine or several machines
on a local area network. In such an environment, there can be many such objects
that provide shared services, and applications may be more or less tightly coupled
to those objects.

We want to address the problem of using the services offered by these ob-
jects without being too dependent on the way those services are defined and
implemented.

Two significant points arise from the statement of this problem:

Service use. Often we only reuse a part of an already built object. In this kind
of situation, we are more interested in a subset of the services that it offers
(its methods), than in its actual type (and full type). For instance, it is often
the case that two objects, with two different types, offer equivalent services.
In such a case of reuse, we must ”abstract away” differences in types and
focus only on the services that they offer.

Independence. We spoke about an abstraction on servers’ types, but it will
be necessary to go further: to have an abstraction on individual service sig-
natures. Indeed, two similar services do not always have the same signature
and if we want to replace one by the other, the call to the service, in our ap-
plication, should not depend on what we consider to be non-essential aspects
of a server’s signature.

So, this problem is related to the evolution of service systems. In this pa-
per, we propose a solution to the problem that makes a distinction between the
definitions of services from the point of view of client applications, from the def-
initions of actual services as provided by actual servers. Naturally, we provide
”service managers” with the means to describe dynamically the correspondence
between these two definitions. This makes it possible to integrate a new server
object in the system and to use it immediately thereafter by the existing appli-
cations. Further, we introduce the notion of a service group, which is a way to
logically organize a disparate set of services.

In the next section we discuss related work in order to highlight the motiva-
tion of our approach. Section 3 presents the service group concept that provides
means to define a set of needed services within the context of a particular envi-
ronment. In section 4, we show the techniques used to establish correspondence
between the client view and the server view of a set of services. We will discuss
choices for the implementation of a service group in section 5, and conclude in
section 6 by discussing directions for future research.

2 Related Work and Motivation

Our work touches on four separate research issues, dynamic service (re)use, typ-
ing relationships, encapsulation of multiplicity, and behavioral composition. We
discuss research related to these four areas in order to highlight the motivation
of our approach.
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2.1 Dynamic Service Reuse

Typically, the way to implement dynamic service management and invocation
involves going through intermediaries such as naming and trading services [23].
A naming service manages a hierarchical tree of name-object reference bindings.
Although this approach enables an object to be designated by a unique machine-
independent name, clients must know the name of the service beforehand. By
contrast, a trading service allows clients to access services by function (however it
may be described) rather than by name. More precisely, servers publish through
the trader service the services that they offer. In turn, clients request services
from the trader service by specifying the characteristics of those services. The
trader matches the client criteria to the registered servers, and returns to the
clients object references for those servers that match their criteria.

While the trading allows clients to be configured without prior knowledge of
server objects, it has the following implications:

– Strict typing requirements. Service reuse remains complex due to the ex-
istence of different types representing the same service. Neither subtyping
rules of CORBA and RM-ODP [21] nor service subtyping rules of the trad-
ing service are able to accommodate the variations in signatures (even the
functionally equivalent ones) that our approach supports. Moreover, type
evolution is only partially addressed in these platforms. Clearly, we need a
more flexible approach to service conformance than the one offered by these
approaches.

– Server multiplicity . Notwithstanding the problem of having servers of differ-
ent types offer the same service, we also have the problem of several server
instances that can offer the same service. Having to choose among these
adds another complication to the use of these servers. There are two ways
of handling this: we could either let the service manager (e.g. trader service)
choose one, or let the client application choose among possible offers. The
trader service does support an API for the addition, withdrawal, and selec-
tion of offers, and we may see an advantage in letting client applications
choose among service offers. However, because traders ”get out of the way”
as soon as a client application gets a reference to a server, it becomes the
responsibility of the client to ensure that the server they got is still active.
If the server in question cannot be restarted for some reason, then it is the
responsibility of the client application to go back to the trader for another
server. This is a recurring problem that must be treated directly in the code
of client applications, before each service invocation. Note finally that there
is no transparency of access to the service invocation (access is done in two
steps), leading to complexity when writing client code.

The notion of service group addresses both problems. First, we use the service
conformance relationship (see section 4) to accommodate syntactic (renaming,
reordering) and minor semantic differences (more parameters). Second, the ser-
vice group object acts as a permanent interface between clients and servers,
shielding clients from server life-cycle issues.



144 S. Sadou, G. Koscielny, and H. Mili

In [27], Singh et al. proposed an extension of a trading service, called a
facilitor, that manipulates interfaces of servers, much like our approach. A fa-
cilitor reduces the coupling between clients and servers by hiding the number
and the specifications of servers to the client. However, their approach relies on
a complex agent communication language consisting of a vocabulary, a content
language and a communication language.

2.2 Type Relationships

In interoperable systems, the operational interface of an object is formally spec-
ified in an interface definition language such as the CORBA IDL or the DCE
IDL [1]. Type conformance in these languages is generally defined by subtyp-
ing,i.e. an instance of inclusion polymorphism which specifies a substitution rule
between types [6]. Roughly speaking, a type τ must replace a type σ in each con-
text where σ is expected. Thus, it allows services of one type to be substituted
at run-time by instances of the subtype. The subtype relationship as defined
by CORBA consists of pure extension, i.e. subtypes are obtained by adding
operation signatures to super-types. With RM-ODP, a subtype may refine the
signature of an operation of the super-type by widening (super-type) the type
of an argument and narrowing the type of the result. The subtype relation-
ship is reflexive, antisymmetric and transitive. On the contrary, our definition of
type substitutability is a pre-order. It is a reflexive and transitive relation that is
weaker than subtyping, i.e., a subtype τ of a type σ is also coercively compatible
with σ.

Several research efforts have addressed the problem of type compatibility and
introduced other forms of type relationships (equivalence, conversion, service
relations). In [4] and [20] a type manager is proposed that permits the addition
and deletion of various compatibility relationships between types in a generic
type repository. This repository consists of a type repository and a relationship
repository. It provides operations for type matching and for various queries,
including finding all the types that are compatible with a given type. In our
approach, we want each service group to act as a repository of both roles and
type conformance relationships between roles and service types; this repository
is queried when new objects join a server group.

2.3 Encapsulation of Multiplicity

Several models have used the object group concept to make the fact that several
servers may offer the same service (multiplicity transparency) transparent to
clients [26,16]. Such models often consist of grouping active objects implementing
a particular service so as to ensure service availability through replication. The
Gaggles [2] model hides from clients the number of objects that implement a
service. It is designed as a mechanism for invoking one out of a number of
equivalent servers, in the same way that our approach does. However, Gaggles
does not support the run-time definition and addition of services, like our service
groups do.
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Platforms such as ANSA[24], GARF [9] and Electra[17] propose stronger ob-
ject group protocols than Gaggles. The GARF platform, for example, relies
on the Isis [12] group communication toolkit, which provides various multicast
primitives to ensure consistency between replicas in spite of failures and concur-
rency. Object groups are generally homogeneous, which means that all objects
within a group are of the same type. The Electra model, like DCOM [19], enables
the aggregation of different types of objects using a high-level interface. How-
ever, invoking a method specified in the group interface amounts to multicasting
the invocation to all the members that implement the method. By contrast, our
service groups provide flexible invocation mechanisms, supporting several types
of protocols (one of, all of, the first one that terminates). Further, service groups
support the behavioral composition of the available services.

2.4 Behavioral Composition

Behavioral composition refers to the composition of methods of different inter-
acting objects. Helm et al. note in [11] that “patterns of communication within
a behavioral composition represent a reusable domain protocol or programming
paradigm” and propose contracts as constructs for the explicit specification of
behavioral relationships between objects. A contract defines a set of communi-
cating participants and their contractual obligations. It provides two operations
for expressing a complex behavior in terms of simpler behaviors, refinement and
inclusion. Contractual obligations consist of type obligations and causal obliga-
tions. In our approach, we consider only type conformance obligations to join
a service group. However, contrary to contracts, service groups allows relaxed
type conformance and accept the membership of different type specifications for
a given role.

3 Service Group

The objectives of our approach may be summarized in four keywords: adaptation,
pooling, transparent access, and service composition:

adaptation. It refers to the ability of applications to have their own expecta-
tions of services, and to match those expectations with the definitions of the
actual services;

pooling. Refers to the convenience of having a single point of service for a set
of related services, instead of having to bind to each server individually;

transparent access. To access a service, the client does not need to know the
actual server that provides it. This enables us to interchange servers that
provide a given service, without affecting the clients. Transparent access is
made possible in part thanks to adaptation and pooling;

service composition. It refers to our ability to compose the services offered by
actual servers to build new and more complex services. The composition of
services involves the collaboration of existing servers, which is orchestrated
by a service group.
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The service group concept is useful to the extent that:

1. the needed services at hand are provided by generic objects that are not
specific to a particular set of applications;

2. the same service may be offered by different objects, possibly of different
type, or even with different invocation signatures;

3. to make the effort worthwhile, we assume that several applications share the
same services.

3.1 Principles

Consider a situation where we have, on the one hand, a set of independently
defined active objects that play the role of servers, and on the other, a set of client
applications that have the same definitions (expectations) of the services they
need. In other words, in the execution environment, there is only one definition
for any given service, for the entire set of client applications. In order to shield
client applications from an evolution in the way those services are implemented,
we introduce a bridge between them in the form of a service group. For conceptual
cohesion and tractability, we further assume that service groups pool services
that are logically related such as printing services, database querying services,
etc. for all of the client applications.

Service group

Servers

Service A

Service B

Service Cclient invocation

required server

Client

Fig. 1. Interaction of clients with a Service Group.

A service group is an intermediary between the applications (clients of the
service) and the server objects (implementers of the service), see figure 1. A
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service group is an active object defined by the administrator of the shared
services, for the entire set of client applications. A service group embodies a
collection of signatures corresponding to the provided services and maintains the
required associations between these signatures and the actual implementations
of these services by the server objects. Viewing a service group as an object,
the various services it manages should not be viewed as methods of that object,
in the OOP sense; in non-prototype OOP languages, the behavior of an object
is specified at object creation time, and doesn’t change after that. Services are
better viewed as data held by a service group, making possible to add and remove
services to a service group after it has been ”created”. A service invocation then
is just a way to specify one item of that data; it’s the responsibility of the
service group object to translate a service invocation into actual method calls on
actual server objects. In other words, a service group is a meta-level (reflective)
object [18] centralizing the definitions and invocations of the behaviors of several
other objects.

As suggested by figure 1, the services offered by a service group may either be
implemented by a single service of server objects, or as a composition of services
provided by several server objects.

3.2 Defining Service Groups

Simply stated, the definition of a service group consists of, 1) a description of
the services provided to the clients, and 2) a description of the services required
(needs) of the servers to provide them.

provided services a collection of signatures of services related to the same
application domain;

needs a set of basic services/functionalities required from servers, to be able to
provide services,

The needs are defined by method signatures and gathered in subsets repre-
senting roles to be played by members of the group (see figure 2). Servers join
a service group to play a particular role. We distinguish between role and role
instance. A role1 is a generic service type that represents a set of object types
providing similar services, whereas a role instance represents a binding to a par-
ticular server. A role is described by a name and a set of method signatures
that define its behavior. It is instantiated at run-time by servers whose methods
conform to those defined in the role (see section 4). Several instances of the same
role can exist simultaneously, and independently. This means that the group can
send the same request to any or several servers. Similarly, a server joining a
service group can play (conform to) several roles. Thus, servers are dynamically
bound to roles.
1 A role may be considered as an object template and even if our model let server
objects choose their roles, our approach is quite different from the role abstraction
described in[15].
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Further, note that an existing group may be bound to a role defined in
another group, since it is also an object with a well-defined interface. A service
group may represent a part-whole hierarchy[3] whose behavior may be composed
in terms of other groups. Hence, roles may refer to service subgroups.

Group PrinterSG {
role Printer {
string printPs(Source doc, boolean twoSide);

}
role Translator {
Source dviToPs(Source dviFile);
Source psToRtf(Source psFile);

}

private Source dviToPs(Source dviFile) {
return Translator.dviToPs(dviFile);

}

public string printDVI(in Source dvi,
in boolean twoSide) {

Source ps = dviToPs(dvi);
return printPs(ps, twoSide);

}

public string print(Source ps, boolean twoSide) {
return Printer.printPs(ps, twoSide);
}

}

Fig. 2. A printing service group definition.

A service, as shown in figure 2, may be a behavioral composition of role
methods. A service may be declared either public or private. Only the public
services of a role may be invoked by clients; private services are provided as a
way of constructing more complex services to be offered by the service group.
An example of a simple coordination is given by the printDVI service of figure2,
which prints a document given its dvi format. A composite public service will
not be available to the service group clients if one of the roles involved in the
composition has not been instantiated (bound to an actual server).

New services may be supplied at run-time and added to the interface of a
service group (see section 5). The service group shown in figure 2 is specified using
our own extension to the Java language called JGroup. This extension isn’t a
new language. It’s just a means to simplify the use of service group framework.
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3.3 Service Composition

By gathering services related to the same application domain, a service group
may offer new services by composing existing ones. This composition can be
either sequential or parallel.

Sequential Composition. In the previous example, we defined a service called
printDVI that prints dvi formatted documents directly. Based on the available
servers, we know that we cannot print such documents directly: we have to
transform them into a postscript format. Accordingly, we defined a role called
Translator to reflect the fact that we need servers that can translate a dvi doc-
ument into a postscript one, and defined the printDVI in terms of that role: to
print a dvi document, the service group has to, first, translate it to postscript
using the Translator role, and then, print the postscript document using the
Printer role. The sequentiality of these operations is represented using the ”;”
operator. In the sequential composition, the invocation of a service on a role is
synchronous: the first call blocks the composed service and must wait until the
end of the first invocation to continue the computation.

Parallel Composition. We propose a mechanism of asynchronous invocation
through the use of a parallel composition operator ‘‖’. The expression of paral-
lelism is thus explicit but the collection of results remains implicit.

The parallel composition combinator ‘‖’ acts as a separator between instruc-
tions (the same way the ‘;’ sequential composition operator does). Consider, for
example, the dviToRtf service defined in figure 3. This service consists (in part)
of two invocations: an invocation on the translator t1 followed by an invocation
on the translator t2. These two invocations are independent, and thus, can be
executed in parallel. The results are collected later and the variables ps1 and
ps2 represent implicit futures [7]. So, the execution of this service, will continue
until it needs the values of these variables.

Because several objects can play the same role, an invocation can be multi-
cast to several role instances. In this way, we provide a simple fault tolerance
mechanism through replication [10]. For example, the new definition of the dvi-
ToPs service that is shown in figure 3 consists of invoking, asynchronously, two
translator instances to perform the translation. The first result to be received is
the one returned by the service group. The operation is performed even if only
one server is bound to the translator role. In that case, the second part of the
instruction is ignored.

Note, finally, that one can broadcast the invocation of a particular service
to all of the servers that play that role. The psToRtf service illustrates this: it
interacts with all the translators and returns the first available answer. If one
needs several answers, servers may be called consecutively and asynchronously,
as in the dviToRtf service definition.
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Group PrinterSG {
...
public bytes dviToRtf(in bytes dvi) {
Translator t1, t2;
bytes ps1, ps2;
ps1 = t1.dviToPs(dvi) ‖ ps2 = t2.dviToPs(dvi);
...

}

public bytes dviToPs(in bytes dvi) {
Translator t1, t2;
bytes ps = t1.dviToPs(dvi) ‖ t2.dviToPs(dvi);
return ps;
}

public bytes psToRtf(in bytes ps) {
bytes ps = Translator‖.psToRtf(ps);
return ps;

}
...

}

Fig. 3. Various parallel service compositions.

4 Conformance of Services

In order to play one role of a service group, a server must conform to the spec-
ification of that role, i.e. the set of method signatures that are specified in it.
This means that for each method signature listed in the role, the server has (at
least) one method that conforms to that signature. This section deals with the
meaning of ”conformance” in this context.

Thereafter, the concept of type of service refers to a particular invocation
(method) signature, and to the expected behavior of the service. A strict inter-
pretation of conformance requires that implementers of the service support a
method that has the exact same signature and that produces the same behavior.
In our case, we use a broader interpretation of conformance that makes it possi-
ble for a service offered by a group to be carried out by servers whose methods
may have a different signature from that which is advertised by the server group.
The type of a service, as defined by a role, may be regarded as a generic type
of service [14]; it represents a class of services in the sense that they may have
different types, provided that those differences are not ‘essential’.

We consider the generic service type as the canonical representative of the
set of types that are compatible in the sense of contravariance and coercive
compatibility, defined further below. This enables us to use a service invocation
protocol that factors out the commonalities between the interfaces of the various
servers.
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To illustrate this, we elaborate the printing service example. We assume that
the users of a local area network (LAN) have several printers with different
characteristics; some accept only simple postscript printing while others allow
color and/or double-side printing. Figure 4 shows the interface definitions for
the various printers.

interface Printer1 {
...
void printPs1(Source doc, String status);

}

interface Printer2 {
...
String printPs2(Source doc, boolean rv);

}

interface Printer3 {
...
String printPs3(Source doc, boolean rv,

boolean color);
}

Fig. 4. Interfaces of several printing service servers.

The LAN manager wishes to unify the access to these various printers through
a single definition of the printing service so that all the applications can use
this unique definition of the printing service, while benefiting from all available
printers. A solution is shown in the example of figure 2.

Before showing how this manager could define the links between his own
definition of the printing service and those provided by the existing servers, we
give some formal definitions of the relations that must exist between the two.

4.1 Some Formal Definitions

The behavior of a role is described, syntactically, by an interface that represents
a set of generic service types. Several objects may conform to this definition
while being completely unrelated in the type hierarchy. Relating a type to a role
consists of matching a subset of its methods/services to the services defined in the
role. This is done by applying a coercive compatibility relationship. The coercive
compatibility relationship consists of a signature matching and a conformance
to the role at hand.

Service Signature Matching. We must be able to define a matching pro-
cedure for each operation that is supposed to conform to the generic service
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definition. Signature matching establishes a structural correspondance between
the pair 〈name, parameters〉 of the operation and the pair 〈name, parameters〉
of the generic service. When the two operations have the same number of param-
eters, the correspondence is straightforward and only the order and the types of
the parameters matter. Zaremski et al. in [28] proposed various flavors of relaxed
match for functions defined in ML, including a reorder transformation that de-
fines a permutation applied to a tuple of parameters. Using this transformation,
we can reorder generic service type parameters to match operations parameters.

However, when the number of parameters is different, we must narrow the
set of all appropriate inputs to the generic service type. For instance, the generic
service type “string print(Source doc, boolean twoSide)” of figure 2, allows clients
to print postscript documents in gray-scale and possibly in double-side while
printPs1 allows one side printing and printPs3 allows color printing. Hence,
printPs3 matches printPs if its parameter color is bound to false and printPs1
matches printPs only for one-side printing.

Definition 1 (service signature matching).
Let f : A → B and g : A′ → B′ be two services with:
A = τ1 × . . . × τn, B = σ1 × . . . × σk,
A′ = τ ′

1 × . . . × τ ′
m, B′ = σ′

1 × . . . × σ′
k

and n, m, k ≥ 0.
g matches f if:

(i) there exists a composition T ◦ C : A → AT ◦C
of a coercion C : A → AC
and a reorder transformation T : AC → AT ◦C
such that AT ◦C <: A′, and;

(ii) B′ <: B.

Coercion C is a structural transformation of the parameters of one operation f
onto the parameters of another operation g. C is an injection onto a sub-domain
AC of the domain of g when f has less parameters than g, a projection onto
another sub-domain AC of the domain of g in the opposite case. In both cases C
is a partial function that is not defined for some inputs belonging to the domain
of f or g. In order for g to replace f , it must accept arguments of type greater
than A, hence the contravariance rule on domains (condition (i)). Inversely, the
result of the application of f may be passed as a parameter of another method.
Thus, the result of the application of g must be able to be passed as a parameter
to the same method hence the covariant rule on codomains (condition (ii)).

Conformance Relationship. Signature matching may be extended to a type,
allowing the definition of a conformance relationship between a type and a role.
It is a coerced behavior compatibility relationship similar to the one defined in
RM-ODP [13]. A type τ conforms to a role ρ applying a coercion of the behavior
of τ onto the behavior of ρ.

Definition 2 (role conformance).
Let τ be a type and ρ be a role type. let Fτ and Fρ be respectively, a subset of τ
operations and a subset of ρ operations.
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τ conforms to ρ if for each operation gτ ∈ Fτ , there exists one and only one
fρ ∈ Fρ such that fτ match gρ.

This definition may enable only a partial compatibility between a type and
a role since matching may be applied to subsets of their interfaces.

4.2 Conformance Specification

A conformance specification describes how a type supports a role in a service
group according to definitions 1 and 2. It is the designer of the service group
who creates typing obligations within a service group in order to flesh out roles.

Printer1 conforms to PrinterSG::Printer {
string printPs(Source doc, boolean twoSide)
coerces {
string printPs1(Source doc, String status);
return status; }

where {
twoSide in [FALSE];

}
};

Printer2 conforms to PrinterSG::Printer {
string printPs(Source doc, boolean twoSide)
coerces {
string printPs2(Source doc, boolean twoSide);

}
};

Printer3 conforms to PrinterSG::Printer {
string printPs(Source doc, boolean twoSide)
coerces {
string printPs3(Source doc, boolean color,

boolean twoSide);
}
where {
color in [FALSE];

}
}

Fig. 5. Example of a conformance declaration.

Figure 5 shows different conformance specifications for the Printer role of the
printer service group PrinterSG (see figure 2). Conformance specifications are
also defined in JGroup. Here we show how the three printing servers of figure 4
match the generic service printPs. In one case there is only a name mismatch;
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in the other two, we also have parameter mismatch. For example, printPs3 is
compatible with printPs provided that the parameter color is set to false. To
describe the link between a generic service parameter and the corresponding
one from the server-provided service, we use the same parameter name in both
signatures. If the server-provided service does not return a value (or the desired
value), we use the ”return” key word to return the desired value. That is the case
of the printPs1 service of the Printer1 server, which uses a status parameter
to indicate the status of the printing, but which doesn’t return it explicitly; the
coercion relationship forces the return of the status and ignores the actual return
value of the service.

4.3 Conformance in Action

Once a conformance relationship is defined between a server type and a role,
and once the definition is added to a service group, instances of the server type
are authorized to join the service group in order to play that role. When a
server joins a service group, its interface is inspected and compared to the type
obligations that are stored in the group. Consequently, we may find zero, one or
many role specifications that match its interface. In the case where the type of
the server does not match any role specification, the server cannot join the group.
Otherwise, for each role specification that the type of the server matches, the
corresponding role is instantiated. A composite service will remain unavailable
if one of its component roles has not been instantiated.

Specifications of conformance relationships are defined separately from the
service group and may be provided at run-time. This approach allows the defini-
tion of new role conformance relationships when finding out about new services
that are likely to match a role. The service group manager may also withdraw
role definitions to reflect the disappearance of services or the creation of a new
version of a service.

5 Implementation Choices

The reader may think that we can use EJB app servers [22] to implement the
service group in order to manage resources. But, in EJB the pooling uses objects
of the same type while service group allows the pooling of objects from different
types.

Our main concern in implementing the service group concept was ease of use.
As mentioned earlier, service groups are described by Java-like constructs illus-
trated in figure 2. We have developed a processor that compiles such definitions
and generates Java classes. The service group itself is represented by a class. The
behavior of a service group is implemented by class (static) methods, for several
reasons, 1) to centralize (and share) the management of the various services, 2)
to obviate the need for programmers to create/instantiate service groups, and
3) to make them aware of the fact that they are accessing a shared service that
they don’t own.
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We implemented the service group as distributed objects to meet the needs
for distributed applications. If the application is centralized, a simple proxy
would be enough.

5.1 Using a Service Group

The example of figure 6 illustrates an invocation of one service of the Print-
erSG service group. It consists of building an array of the service arguments and
then, sending the request to the group through its invokeService class method;
invokeService takes the name of the service and its argument list as parameters.

import SG.printer.PrinterSG;
public class User{
Source documentPs ;
public String toPrint (boolean doubleSide) {
String status;
try {
Object[] args = new Object[2];
args[0] = documentPs;
args[1] = new Boolean(doubleSide);
status =
(String)PrinterSG.invokeService("printPS", args);
} catch (Exception e) {

System.err.println("printPS service error");
}

return status ;
}

}

Fig. 6. Using a service group

For each service group described in the JGroup syntax, we generate a class by
using a template that consists of the definition of the class methods representing
the possible actions on the group. These methods are of two kinds:

public for methods destined to the clients/users of the service group. These
methods include the invocation of services (as shown in figure 6), and query-
ing actions to know about the existing services or roles, to check whether a
service is active or not, etc.

protected for methods destined to the service groups manager. These methods
manage services, roles, support the addition of new conformance relation-
ships, and handle the registration (joining) of new servers.
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5.2 Service, Role, and Server Conformance Specifications

As mentioned earlier, the specification of conformance relationships between
servers (server types) and roles is provided separately, and is treated as data
that service groups can add and remove at will during run-time. In the imple-
mentation, these specifications are provided in the syntax illustrated in figure 5,
in a separate file. In fact, this is true of all the components of a service group:
each specification, be it of a service, a role or a conformance relationship, is
stored in a separate file, and compiled to produce a class. To add any of the
three types of components to the service group, the group manager provide the
service group with the class name so that it loads the corresponding class, cre-
ates an instance of it, an adds it to the appropriate part. To this end, the group
manager has various external commands to manage existing groups (see figure 7.
All these commands use the protected services of service groups.

addRole groupName roleClassName
removeRole groupName roleClassName
addService groupName serviceName
removeService groupName serviceName
addConformance groupName conformanceName
removeConformance groupName conformanceName
addServer groupName serverRMIAdress
removeServer groupName serverRMIAdress

Fig. 7. External commands for service group managing.

Note that the services and roles that are specified as part of the initial group
definition (as opposed to defined separately) will also have classes generated
for them. The difference with those that are defined externally (and added dy-
namically) is that they are created automatically as part of the construction
(instantiation) of the group.

This approach has the advantage of making service groups sufficiently flexible
to change their behavior during run-time, without requiring a shut-down or an
interruption of service.

6 Conclusion and Future Work

To conclude this paper, we will point out the contributions of our work, its
limitations, and discuss directions for future research.

6.1 Contributions

The contributions of our work do not reside in the proposal of a mediator or a
facade pattern, which are well-known design patterns [8] but rather in tackling
different issues, some of which are orthogonal:
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Execution environment structuring. We argue that the proper structuring
of the execution environment of applications is as important as the structur-
ing of the applications themselves. A well structured environment simplifies
the writing of applications. Service groups help in this structuring by pro-
viding a simple organization of disparate services. It unifies/factors the def-
initions of compatible services in order to simplify their use. The unification
of the definition of a shared service for the purposes of several applications,
creates a certain coherence between these applications. Because the unified
definition does not depend directly on the existing server objects, the en-
vironment can evolve (change in the type or the implementation) without
affecting the applications that use it.

Dynamic (re)use of services. By gathering services that are similar in func-
tion but different in protocol, we can, by the same token, hide the multiplicity
of the existing implementations of the service (with possibly different types),
and make it possible to add new implementations (also with different types)
and let client programs take advantage of those implementations, even if
they don’t know their type. Our implementation goes one step further by
supporting the addition of new services, enabling us to evolve the service
group without shutting it down.

Composition of services. Through the JGroup extension to Java, we provide
a simple mechanism for composing existing services in order to provide new
ones. Thus, client applications can use services that no server alone could
provide.

Our work on integrating disparate ”infrastructure” services (printing, com-
munications, database, etc) can be applied to domain services or objects that
may be shared by several applications. For example, a set of financial applica-
tions could require the same wire-services to access currency exchange rates or
live stock quotes. In this case, the service group concept can be used to imple-
ment pools of ”read-only” objects of different types to accommodate varying
application loads. The applications become like views on this environment. This
helps ensure a cohesion and stability of the core of these applications.

We experimented with this approach in our own computer science depart-
ment. Students, professors, administrators and courses are active objects con-
nected to service groups shared by various applications. For example, we can
have a professor objects that is connected, at the same time, to the professor
group and to the administrator group, to reflect the fact that it may be used as
both a professor and an administrator. This work was made within the ”Group”
project [25] that was financed by the regional council.

6.2 Limits

Our definition of a generic service type relies only on signatures but does not
handle behavioral specifications [5]; conformance relationships can only guaran-
tee type safety, but do not guarantee the behavioral conformance of the servers
to the expected service. For the time being, behavioral conformance is ensured
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by the vigilance of the service manager who should only define conformance re-
lationships for those services that she/he knows do implement the actual service!

6.3 Future Work

Currently, we are working on the behavioral conformance problem. We are ex-
ploring the possibility of specifying the behavior of a service through functional
and nonfunctional assertions. This will be used for both actual server types and
for the definition of generic services. Some sort of theorem proving procedure
may then be used to validate the behavioral conformance of a server type to a
defined service, enabling us to automate all of the functions of a service man-
ager. We are currently developing a pragmatic formal specification language that
includes both linguistic constructs (such as the ones used by trader services) as
well as formal ones.
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10. R. Guerraoui and S. André. Software-based replication for fault tolerance. IEEE
Computer, 30(4):68–74, April 1997.

11. R. Helm, I. Holland, and D. Gangopadhyay. Contracts: Specifying Behavioral
Compositions in Object-Oriented Systems. In N. Meyrowitz, editor, Conference
on Object-Oriented Programming, Systems, Languages, and Applications/European
Conference on Object Oriented Programming (OOPSLA/ECOOP’90), ACM SIG-
PLAN Notices, pages 169–180, October 1990.

12. IONA and Isis. An Introduction to Orbix+Isis. Technical report, IONA Technolo-
gies Ltd, November 1995.



Abstracting Services in a Heterogeneous Environment 159

13. ITU/ISO. Reference model of open distributed processing - part 2 : Foundations,
1995. ISO/IEC 10746-2, ITU-T Rec. X.902.

14. G. Koscielny and S. Sadou. Type de service générique pour la réutilisation de com-
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Abstract. Middleware has emerged as an important architectural component in
modern distributed systems. Most recently, industry has witnessed the
emergence of component-based middleware platforms, such as Enterprise
JavaBeans and the CORBA Component Model, aimed at supporting third party
development, configuration and subsequent deployment of software. The goal of
our research is to extend this work in order to exploit the benefits of component-
based approaches within the middleware platform as well as on top of the
platform, the result being more configurable and reconfigurable middleware
technologies. This is achieved through a marriage of components with
reflection, the latter providing the necessary levels of openness to access the
underlying component infrastructure. More specifically, the paper describes in
detail the OpenCOM component model, a lightweight and efficient component
model based on COM. The paper also describes how OpenCOM can be used to
construct a full middleware platform, and also investigates the performance of
both OpenCOM and this resultant platform. The main overall contribution of
the paper is to demonstrate that flexible middleware technologies can be
developed without an adverse effect on the performance of resultant systems.

1   Introduction

Middleware has emerged as an important architectural component in modern
distributed systems. The role of middleware is to offer a high-level, platform-
independent programming model to users, and to mask out problems of distribution.
Examples of key middleware platforms include CORBA, DCOM and the Java-based
series of technologies (RMI, JINI, etc). These platforms generally provide an object-
oriented programming model for the development of distributed applications and
services. More recently, however, the industry has witnessed the emergence of
component-based approaches such as JavaBeans, Enterprise JavaBeans, .NET and the
CORBA Component Model (contained in CORBA v3). Such platforms aim to provide
underlying support for the third party development, composition and subsequent
deployment of components, and also typically ease the task of the management of
non-functional properties of applications (e.g. security).
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With the approaches described above, component-based models are offered on top
of the middleware platform. We however believe that there are considerable
advantages to also exploiting component-based techniques within the middleware
platform. In other words, a middleware platform would then be one particular
configuration of components, thus encouraging both configurability and
reconfigurability of the platform. For example, this approach would enable the
selection of a minimal middleware configuration for an embedded device, or indeed a
richer configuration with additional quality of service management facilities to offer
guaranteed multimedia services. More specifically, we advocate the use of
component-based techniques together with reflection [7] for developing next
generation middleware platforms. Middleware platforms traditionally have a black-
box architecture; in our approach, we exploit reflection to open up this black box and
to encourage introspection and indeed adaptation of the underlying structure and
behaviour of the platform [2]. The resultant platform exploits a (minimal) component
model to construct the middleware platform, with the middleware platform then
supporting an enhanced component model for the subsequent development of
distributed applications.

Previous papers have reported on the motivation and design of OpenORB, our
component-based reflective middleware architecture [1] [2]. Prototypes of this
architecture have also been developed using the Python language [4]. This paper
reports on OpenCOM; an efficient, lightweight and reflective component model that
we have used to efficiently re-engineer OpenORB.

The specific goals of this paper are:
• to provide a detailed introduction to OpenCOM in terms of both design and

implementation,
• to illustrate how OpenCOM can be used to construct a configurable and

reconfigurable middleware platform,
• to investigate the performance of the underlying OpenCOM component model,

and also (briefly) the resultant middleware platform.
The rest of the paper is structured as follows. Section 2 reports on the design of

OpenCOM, highlighting the programming model offered by OpenCOM, and also the
associated meta-interfaces. Section 3 then reports on the associated implementation of
this component model. Following this, section 4 outlines the re-engineering of our
OpenORB architecture using OpenCOM, while section 5 presents a performance
evaluation of both the underlying component model and the resultant middleware
platform. Section 6 contains some discussion of related work, and section 7 contains
some concluding remarks.

2   The Design of OpenCOM

2.1   Background

OpenCOM is a lightweight and efficient in-process component model1, built atop a
subset of Microsoft’s COM. We chose COM as the basis of our component model for

                                                          
1 Meaning that all components in an OpenCOM based system exist in a single address space.
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the following reasons: i) COM is standardised [10], well understood and widely-used,
ii) it is inherently language independent, and iii) it is significantly more efficient than
other component models (such as JavaBeans).

In implementing OpenCOM we ignore higher-level features of COM, such as
distribution, persistence, security and transactions, and rely only on certain low-level
‘core’ aspects. This is because our approach, as mentioned above, is to implement
higher-level features such as these in a middleware environment that is itself
constructed from components. The core on which we implement OpenCOM consists
of the following: i) the binary-level interoperability standard (i.e. the vtable data
structure), ii) Microsoft’s Interface Definition Language (IDL), iii) COM’s globally
unique identifiers (GUIDs), and iv) the IUnknown interface (for interface discovery
and reference counting). A brief overview of COM, which explains these features, is
given in Appendix A.

OpenCOM builds on this core subset of COM as follows:
• it makes explicit the dependencies of each component on its environment, i.e.,

on other components (this is an essential requirement for run-time
reconfiguration as it is not otherwise possible to determine the implications of
removing or replacing a component [9]);

• it adds mechanism-level functionality for reconfiguration, such as mutual
exclusion locks to serialise modifications of inter-component connections;

• it adds support for pre- and post- method call interception, enabling us to inject
monitoring code (e.g. to drive reconfiguration policies), and offering a
lightweight means of adding new behaviours that do not require a
reconfiguration of existing components (e.g. security checks on method calls).

Essentially, OpenCOM reinterprets, in an efficient and standards based
environment, the reflective introspection and adaptation capabilities we have
identified as useful in our earlier work [1].

2.2   Functionality

The fundamental concepts in OpenCOM are interfaces, receptacles1 and connections.
Whereas an interface expresses a unit of service provision, a receptacle expresses a
unit of service requirement and is used to make explicit the dependency of one
interface on another (and hence one component on another). For example, if a
component requires a service S, it would declare a receptacle of type S which would
be connected at run-time to an external interface instance of type S (which would be
provided by some other component). Thus, as well as declaring interfaces in the usual
way, components that depend on services offered by other components must
additionally declare a set of receptacles. In our current design, each component can
only support a single receptacle of any given type. However, we also support so-called
multi-pointer receptacles which can be connected to more than one interface instance
(see section 3.1 for more detail).

OpenCOM deploys a standard run-time substrate that is available in every
OpenCOM address space (it is implemented as a singleton component called

                                                          
1 The term ‘receptacle’ is also employed by the CORBA Components Model [14]. The concept itself

appears in various other models under various names.
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“OpenCOM” and exports an interface called IOpenCOM). The primary role of the
run-time is to manage a repository of available component types and thus support the
creation and deletion of components; this builds on underlying COM facilities. In
addition, the IOpenCOM interface serves as a central point for the submission of all
requests to connect/ disconnect receptacles and interfaces in its address space.
Furthermore, to facilitate reconfiguration, the run-time records every creation/
deletion of each component/ connection in a per-address space meta-structure called
the system graph. This enables it to support queries (again, on the IOpenCOM
interface) which, given a connection identifier (see IMetaArchitecture below), yield
details of the receptacle and interface(s) participating in the given connection, together
with details of their hosting components.

Each OpenCOM enabled component must implement the following pair of
component management interfaces. These are called by the runtime and assist it in,
respectively, creating/ deleting connections and in creating/ deleting components:

• IReceptacles offers operations to alter the interface(s) currently associated
with (i.e., connected to) each of the host components’ receptacles. These
operations are only ever called by the run-time’s connection management
operations.

• ILifeCycle offers operations to be called by the run-time when an instance of
the host component is created or destroyed. This interface essentially fulfils
the role of constructors and destructors in an object-oriented language (we
cannot rely on the availability of such facilities in our language independent
environment).

Furthermore, each OpenCOM enabled component must inherit the implementation
(through containment [17]) of three standard sub-components (called
MetaInterception, MetaArchitecture and MetaInterface). These implement the
reflective facilities identified in our previous work [1] and (respectively) export the
following meta-interfaces from the host component:

• IMetaInterception enables the programmer to associate (dissociate)
interceptor components with (from) some particular interface. Interceptors
implement interfaces that contain interceptor methods; these are invoked
before or after (or both before and after) every method invocation on the
specified interface. Multiple interceptors can be added/ removed at run-time
and reordered as desired.

• IMetaArchitecture enables the programmer to obtain the identifiers of all
current connections between the host components’ receptacles and external
interfaces. These identifiers can then be submitted to the above-mentioned
IOpenCOM interface which returns information on the receptacle/ interface/
components involved in the connection.

• IMetaInterface supports inspection of the types of all interfaces and
receptacles declared by the host component.

Figure 1 visualises the component model. It shows the OpenCOM run-time
component (below) and an OpenCOM enabled component (above). The components’
management and meta- interfaces are shown on its left hand side. The three meta-
interfaces are linked to the embedded sub-components that implement OpenCOM’s
reflective capability. Of these, MetaArchitecture and MetaInterface are further linked
to corresponding private interfaces in the run-time. Also associated with the illustrated
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component are a component specific interface (labeled “custom interface”) and two
receptacles. Components can export any number of component specific interfaces and
receptacles. The OpenCOM runtime component is shown encapsulating the system
graph and type libraries, and exporting the IOpenCOM interface.

IMetaArchitecture

Receptacles

Custom Service
Implementation

IMetaInterception

An OpenCOM enabled componentIUnknown

Pointer variables

IMetaArchitecture2

Custom Interface

IReceptacles

ILifeCycle

IMetaInterface

IUnknown The OpenCOM component

OpenCOM

System Graph

Type Libraries

IOpenCOM

IMetaInterface2

MetaInterception

IUnknown

IMetaInterception

MetaArchitecture

IUnknown

MetaInterface

IUnknown

IMetaArchitecture

Receptacle variables

IMetaInterface

Fig. 1. The Architecture of OpenCOM.

2.3   Reconfiguration Support

The ability to dynamically reconfigure a system is most useful when these
reconfigurations can occur arbitrarily and from any point within the system (not just
from within the participating members of the reconfiguration). This is known as third
party dynamic reconfiguration. However, any system that proposes to allow this type
of reconfiguration must consider the implications for its own stability and integrity in
the face of such operations. For instance, deleting a component while it is still being
used will cause the results to be at best unpredictable and at worst lead to a crash.

COM supports the dynamic configuration of components and can also guarantee to
delete components when they are no longer in use (assuming that strict reference



An Efficient Component Model for the Construction of Adaptive Middleware 165

counting guidelines have been followed). In addition, components can also be
dynamically reconfigured (but with no support for ensuring the resultant system’s
integrity) in the sense that they may have their raw interface pointers resolved against
new interfaces. However, this can only be achieved from a first party point of view,
i.e. only the component hosting the interface pointer can attach to a new interface.
This is because interface pointers are simple variables that are not known to the
runtime and therefore cannot be arbitrarily reconfigured by a third party.

In contrast, OpenCOM supports arbitrary, third party dynamic reconfiguration of
both components and their connections. This is achieved through a combination of the
first class status we place on receptacles (thus allowing component interdependencies
to remain explicit and be managed at runtime) and the system graph (to allow access
to the current runtime status of these interdependencies). OpenCOM makes dynamic
reconfiguration safe by associating a lock with each receptacle. This lock is asserted
whenever the first of an arbitrary number of simultaneous invocations takes place on
the receptacle and is reset when the last invocation completes. During this time, any
reconfiguration operations1 involving the associated connection are blocked.
However, before such a reconfiguration operation actually blocks, it is able to ensure
that any new invocations are aborted (guaranteeing that it will acquire the lock when
the current batch of invocations complete). Once the lock is acquired, all future
invocations continue to be aborted until the lock is reset by higher level software
(presumably after the receptacle has been successfully connected elsewhere).

3   The Implementation of OpenCOM

In this section we present the implementation of OpenCOM focusing mainly on the
concepts introduced in the previous design section. Although our current
implementation is in C++ and the material below occasionally refers to C++ specific
concepts, the design is sufficiently generic to be implemented in any language
compatible with COM.

3.1   Receptacle Implementation

Developers declare receptacles as a templated class (templated by its interface type)
within the body of the implementation of their OpenCOM enabled components. A
receptacle contains (among other things as discussed in section 3.1.2 below) an
interface pointer and the supported interface type (expressed as a COM IID). When a
receptacle is invoked, the interface pointer is used to invoke methods on the currently
associated interface. The stored IID allows the component developer to differentiate
between the various receptacles that their component implements and is used in the
implementation of the IReceptacles interface (see section 2.2). The developer must
ensure that the correct receptacle is used to store an interface pointer passed in by the
                                                          
1 By reconfiguration operation we mean the disconnection of a connection either directly or as a

consequence of a component deletion (which causes all of the components’ connections to be
disconnected). This is followed by a reconnection to a new interface implementation to complete the
reconfiguration.
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run-time at connection time and, conversely, that the correct receptacle has its
interface pointer set to NULL at disconnection time.

In general, we have found three styles of receptacle useful in our implementation:
• the single pointer receptacle contains a single pointer to an interface. It is the

most common form and represents a simple requirement to utilise a given type
of interface,

• the multi-pointer-with-context receptacle contains multiple pointers to
implementations of the same type of interface. The pointers are discriminated by
passing in contextual information when invoking a method on the receptacle.
This style is used heavily when there is a need to select one of a number of plug-
ins in a Component Framework (CF), see section 4.1,

• the multi-pointer receptacle contains multiple pointers to implementations of the
same interface type but does not discriminate between them. It is useful for
event notification where a callback is invoked on all the interfaces connected to
the receptacle.

3.1.1  Locking and Non-locking Receptacles. OpenCOM offers mechanism-level
support for the maintenance of system integrity in the presence of dynamic
reconfiguration through the provision of per-receptacle locks. However, OpenCOM
can be built with or without these locks and this does not affect the way in which
receptacles are invoked or manipulated from their users point of view.

Without locking, invocations on receptacles do not incur locking overhead, but
reconfiguration operations are potentially unsafe because they may disturb currently
executing invocations. In this case, it is assumed that higher level software is
constructed in such a way as to make reconfiguration safe at its own level (see section
4.1). In contrast, when locking is used, higher level software can rely on OpenCOM to
make reconfiguration safe but must incur an invocation overhead (see section 5).

Invoking a receptacle is achieved by calling its overridden de-reference operator
(i.e. ->() in C++) along with the desired method, c.f. smart pointer classes. In the
non-locking case, this simply returns the stored interface pointer and the compiler then
generates code to invoke the supplied method on the pointed-to interface. In contrast,
the sequence of events that occur after an invocation of a method on a locking
receptacle are more complex and are examined in detail below.

3.1.2  Invocation of Locking Receptacles. To understand the implementation of
locking receptacles, one must first be aware of the layout of a COM component in
memory. Essentially, each component instance contains a sequence of pointers to
vtables (each known as an lpvtbl – long pointer to vtable) for each interface it
implements (see ‘the component’ in figure 2). Given a pointer to an interface, i.e. a
pointer to an lptvbl, and a method to invoke on that interface, the compiler generates
code to follow the pointers to arrive at the vtable and add an offset corresponding to
the offset of the method in the interface’s IDL specification. The slot at the calculated
offset into the vtable points to the method’s implementation, which is then called.

Our locking scheme requires the insertion of reference counting code to record the
number of in-progress invocations on a receptacle (the run-time can only obtain a
receptacle’s lock if this count is zero) and lock status checking code that must be
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executed on each receptacle invocation. The latter code is implemented as follows:
Each receptacle contains a ‘fake’ lpvtbl field pointing to a fake vtable also embedded
within the receptacle. The overridden de-reference operator returns a pointer to the
receptacle’s fake lpvtbl thus ensuring that subsequent invocations pass through the
locking code (see figure 2 – in the ‘before’ interception state). Each slot in the fake
vtable points to hand-crafted assembly code that calculates the offset of the compiler’s
call into the fake vtable, checks to see if the receptacle has been locked by the run-
time (if so, the invocation is aborted with an error code1), increments the reference
count, calls the intended method (by forming an address from the calculated offset and
the stored interface pointers lpvtbl), decrements the reference count and returns the
result to the invoker.

Note that it is not viable to simply set a receptacle’s interface pointer to NULL and
catch the ensuing exceptions that this would cause. This is partly because many COM
compliant languages do not support exceptions. In addition, reference counting of in-
progress invocations would still required be make component instances deletion-safe.
Finally, our invocation abort code is far more efficient than generating and handling
an exception.

3.2   Meta-space Implementation

This section details the realisation of the standard components that implement each of
OpenCOMs’ meta-spaces and which must be inherited by every OpenCOM enabled
component.

3.2.1  MetaArchitecture. The meta-architecture meta-space component leverages
support from the OpenCOM runtime (in terms of accessing a private interface) in
order to access the system graph. The graph stores numerous pieces of information
about each component when they are created and updates this information as and
when the components are involved in reconfigurations. Most importantly, the graph
maintains two lists for each component representing the identities of the components
connected to their interfaces and connected from their receptacles respectively. This
information allows the meta-architecture component to isolate all the connections that
the current component is involved in.

3.2.2  MetaInterface. COM supports interfaces as first class entities and provides a
convenient way to query a component for them, namely the Type Library facility.
These are binary files generated at the same time that the component’s IDL files are
compiled and contain many type details about a component’s implementation that

                                                          
1 As COM uses the _stdcall calling convention, aborting a method call presents the difficulty of having

to clean the stack as part of the abort. This is achieved by maintaining a table inside each receptacle
that indicates the number of parameter bytes for each method in the interface of the receptacle’s type.
This information is gleaned from the interface’s type library (see section 3.2.2) and is filled in when the
receptacle is first connected to an interface. We define macros for receptacle invocation that embody
different behaviour to cope with aborted calls. The most widely used is a macro that simply ‘spins’ on
an invocation that is aborted until it succeeds, i.e. when the receptacle is (re)connected to an interface.
Using macros avoids intrusion on the application code.
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would otherwise be lost when its source files are compiled. The meta-interface meta-
space component uses the COM system ITypeLibrary interface to query a
component’s type library file and return the IID’s of the interfaces it implements.

Ideally, we would like to extend Microsoft’s IDL to allow receptacles (i.e. required
interfaces) to have the same status as interfaces, i.e. to be emitted as part of a type
library and made accessible through the ITypeLibrary interface. Currently, however,
we tie the publication of a components’ receptacles into its implementation (i.e. part
of the declaration of its receptacles) and have our runtime extract them from the
component’s host Dynamic Link Library (DLL) using a pattern.

3.2.3  MetaInterception. The implementation of our per-interface interception
architecture (embodied by the meta-interface meta-space component) is based on a
marshal-by-value delegation architecture proposed by Brown [3], but extended with
dynamic instantiation capabilities. In our architecture, we can dynamically attach and
detach lists of pre- and post-processing methods over any interface. All clients of that
interface transparently execute these methods before and/ or after any call to a method
on that interface.

The method interception mechanism is very similar to the one used by locking
receptacles. In fact, receptacles can be viewed as specialised interceptors, i.e.
interceptors that have specific and fixed pre- and post-method processing routines
(i.e., for reference counting, lock checking and call abortion). However, a fundamental
difference lies in the way that the interception code is entered. A receptacle relates
only to a single connection, whereas an interceptor needs to be present in every
connection that the intercepted interface is participating in. For this reason it is not
possible to simply integrate an interceptor with every receptacle instance because
interception over the target interface would occur only on that connection to the
interface. To resolve this issue, instantiation of an interceptor over an interface causes
the real lpvtbl in the component instance hosting the interface to be overwritten with a
pointer to a fake vtable inside the interceptor. All invocations on the interface are now
directed to the interception code. When deleting an interceptor, the component
instance’s lpvtbl to the intercepted interface is restored. Note that this mechanism is
completely separate to that used by the receptacles; when a receptacle’s interception
code invokes a real interface method, the invocation is transparently intercepted by
any attached interceptor.

Figure 2 shows receptacle based invocation and interface interception working
together according to the descriptions above. In this diagram, the receptacle (left) is of
interface type IY and contains a pointer to the IY interface of the component (middle).
This interface is intercepted by the interceptor (right) in order to add pre and post
processing routines over all the implementations of the methods in interface IY.
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Fig. 2. Receptacles and Interceptors in OpenCOM.

4   OpenORB v2: An OpenCOM Case Study

Our ultimate purpose in designing and implementing the OpenCOM component model
is to experiment with the construction of adaptive middleware platforms. This section
details our experiences in implementing such a platform which we have named
OpenORB v2 in reference to our previous implementation of reflective middleware
[4].

4.1   Design

Although OpenCOM allows the construction of lightweight, efficient and
reconfigurable components it does not directly support their sub-composition, c.f.
nested components that can be treated as an individual unit through a unified API.
This was a deliberate design decision; we do not wish to enforce any particular
system-wide nesting model upon the platforms built from OpenCOM. We envisage
that different domains within these platforms would have different nesting
requirements and it is therefore the responsibility of the platform builder to specify
appropriate support for nesting within the components that populate each of these
domains.

In particular in the design of OpenORB v2, we have instantiated the notion of
Component Frameworks (CFs) [18]) to support the nesting of components. CFs refer
to “collections of rules and interfaces (contracts) that govern the interaction of a set of
components plugged into them”. OpenORB v2’s CFs each define an abstract interface
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and manage different implementations of this interface embodied by and plugged in as
separate components1 (see figure 3). CFs are targeted at a specific domain and
embody rules and interfaces that make sense in that domain. The idea is that users of
CFs interact with them for services through well defined APIs that encompass the
services of the CF’s constituent components. Additionally, these APIs include
operations for the constrained (re)configuration of the CF. This implies that in
OpenORB v2, it is only the CFs themselves that use OpenCOM’s runtime support for
reconfiguration (IOpenCOM); external entities use the CF’s own API. For instance,
the communications domain of a middleware platform may mandate that it will only
accept reconfiguration operations on sub-components that support a specific interface,
e.g. IProtocol, so that it can constrain its own reconfiguration to units of
communication protocols (rather than allowing the replacement of the whole domain).

Note that the design of our CFs does not mandate whether they must be supported
by a locking or non-locking OpenCOM substrate. Although using locking receptacles
makes reconfiguration trivially safe it does incur overhead (see section 5).
Alternatively, a CF may be able to avoid the need to use locking receptacles through
other techniques, e.g. the checkpointing of safe reconfiguration points. This becomes
plausible if the CF restricts the reconfiguration options for its sub-components.

4.2   Structure

OpenORB v2 is structured as a top-level CF that is composed of three layers of further
CFs (see figure 3). The top level CF enforces the three layer structure by ensuring that
each component/CF only has access to interfaces offered by components/CFs in the
same or lower layers. The second level CFs address more focused sub-domains of
middleware functionality (e.g., binding establishment and thread management) and
enforce appropriate sub-domain specific policies.

The resources layer currently contains buffer, transport, and thread management
CFs which respectively manage buffer allocation policies, transport protocols and
thread schedulers. Next, the communication layer contains protocol and multimedia
streaming CFs. The former accepts plug-in protocol components and the latter accepts
filter components. Finally, the binding layer contains the binding CF that accepts
binding type implementations. This is a crucial part of the platform’s architecture
because it determines the programming model offered to its users.

4.3   Implementation

OpenORB v2 consists of approximately 50,000 lines of C++ (including 10,000 lines
for the OpenCOM runtime and support components) divided into 30 components and
six CFs2. The bulk of the OpenORB v2 code is derived from GOPI, a CORBA

                                                          
1 The CFs employ a multi-pointer-with-context receptacle to select between multiple managed

components at run-time.
2 Note that not all of the components belong to a second level CF. Some exist purely as independent

services and are therefore not exposed for semantically managed reconfiguration (though they could
still be reconfigured through direct access to the IOpenCOM runtime interface if desired).
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compliant, multimedia capable, middleware platform that we have developed
previously [5]. We chose to reuse an existing middleware platform’s code base in
order to reduce the development effort needed to produce an OpenCOM enabled
ORB. It has allowed us to rapidly experiment with aspects of dynamic reconfiguration
within the ORB rather than be side-tracked by the development of its services.
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Fig. 3. Top level architecture of OpenORB v2.

GOPI was originally written in C for Unix platforms and consists of a single library
statically linked to its applications. In reusing GOPI’s code base within an OpenCOM
environment we had to undertake a number of tasks, including i) the porting of GOPI
to Win32 (as COM and its tools are only faithfully implemented on this platform), ii)
the conversion of GOPI to C++ (as COM components are most conveniently
implemented in C++), and iii) the conversion from C++ to OpenCOM (i.e. the
breaking down of the static GOPI library into dynamically loadable components).

Particularly problematic experiences during this process were:
• the re-implementation of a number of Unix style services under Win32

including; the signal abstraction used heavily in GOPI timing code (re-
implemented using events and some undocumented Win32 Structured
Exception Handling code) and pipes (re-implemented using shared memory
through memory mapped files),

• the identification of discrete services and their publicly available methods from
the C code in order to guide their C++ re-implementation in terms of classes
(the basis of COM components) and pure virtual classes (the basis of COM
interfaces),

• the use of C++ class and pure virtual class definitions in the reverse engineering
of IDL component and interface specifications respectively when migrating the
C++ code to the OpenCOM environment,

• the identification of the interdependencies between OpenORB v2 components to
facilitate the declaration of their receptacles, and
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• the isolation of dependency interactions (i.e. invocations on dependent
interfaces) within each OpenORB v2 component, which were then replaced by
receptacle based invocations.

Our experience with this sizeable implementation effort has alleviated concerns we
had about the explicit identification of component inter-dependencies; we feared that
this may lead to a combinatorial explosion in the higher layers such that every
component would begin to directly depend upon every other. This would make it
difficult to code such components and make the system graph extremely complicated.
However, we found that the maximum number of direct dependencies was seven (on
the IIOP component) while the average was just three.

5   Performance Evaluation

In this section, we investigate the performance of OpenCOM and the overhead of its
deployment within OpenORB v2. To provide meaning for the figures, we also
compare against relevant baseline and equivalent technologies. All tests in the
subsequent sections were performed on a Dell Precision 410MT workstation equipped
with 256Mb RAM and an Intel Pentium III processor rated at 550Mhz. The operating
system used was Microsoft’s Windows2000 and the compiler was Microsoft’s cl.exe
version 12.00.8804 with flags /MD /W3 /GX /FD /O2.

5.1   Performance of OpenCOM

In evaluating the performance of OpenCOM we are primarily interested in the
additional overhead of its augmentations over COM on the functional control path,
i.e. the overhead that OpenCOM introduces into a platforms’ services. Specifically,
we do not try to measure the overhead of non-functional OpenCOM characteristics
(i.e. reconfiguration and architectural and interface reflection) because such
operations are relatively rare and are executed off the functional control path, e.g. by
third parties monitoring the functional aspects of the system..

The primary mechanisms of OpenCOM that affect the performance of a systems
functional control path are receptacle based invocations and intercepted invocations1

(i.e. intercepting reflection). Figure 4 presents the raw performance of these
mechanisms in terms of maximum calls/sec throughput on a method with a NULL
body. We compare against C based invocations (the basis for method calls in GOPI)
and COM invocations (the baseline). In addition, we provide figures for the various
combinations of locking / non-locking receptacles and interception in OpenCOM.

                                                          
1 The interceptors used in these tests had a single pre and post method attached, each with a NULL body.
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Fig. 4. Performance comparison of NULL method invocations.

The figures demonstrate a marked difference in the processing needed to execute
simple method calls compared to the complex interactions embodied by OpenCOM
based invocations. The C based invocation simply loads an immediate register and
executes a machine level CALL through that register. A COM based invocation (i.e. a
C++ virtual method call) must traverse lpvtbl and vtable pointers (through memory
accesses) before performing the method CALL. A non-locking receptacle based
invocation must execute the code for the overridden de-reference operator (to access
the receptacle’s interface pointer) before performing a virtual method call on that
pointer. Section’s 3.1.2 and 3.2.3 discuss the considerable processing involved in
locking receptacle based and intercepted invocations respectively. As expected, there
is slightly more overhead involved in locking than interception (see the intercepted
COM and locking OpenCOM figures) despite both using similar techniques. This is
because locking requires synchronisation to protect its lock variable. We use a Win32
CRITICAL_SECTION object to minimise this overhead as it spins at user level for a
pre-determined time before blocking in the kernel.

Although the difference in raw invocation throughput between COM and
OpenCOM is considerable (especially when using locking and intercepted
invocations) it does not represent the actual effect of OpenCOM on a real system. This
is because it is expected that the time taken to invoke a method is far smaller than the
time taken to actually execute the method’s body. Figure 5 demonstrates the effect of
replacing the empty method body used in figure 4 with a relatively busy method body
(implementing a 1000 iteration empty loop). It clearly shows that as the complexity of
the method itself grows, the overhead of its invocation becomes less significant and
the various invocation techniques begin to converge in terms of call throughput.
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Fig. 5. Performance comparison of complex method invocations.

5.2   Performance of OpenORB v2

Given that receptacle and interceptor based invocations should not overly affect the
performance of a realistic system, i.e. one that performs significant amounts of
processing within its methods, then we would expect that OpenORB v2 will perform
on a par with an equivalently coded system without OpenCOM. To test this theory, we
compared the performance of OpenORB v2 with that of two other ORBs: GOPI v1.2
and Orbacus 3.3.4. As stated, GOPI provided much of the source code for OpenORB
v2 (i.e. is an equivalent system) but is written in C and implemented in a single
library. Orbacus is well known as one of the fastest and most mature CORBA-
compliant (i.e. equivalent to OpenORB v2 in this sense) commercial ORBs available.

Our tests compared raw RPC method invocations per second over the loopback
interface on the reference machine for each ORB. An IDL interface was employed
that supported a single operation that took as its argument an array of octets of varying
size and returned a different array of the same size. The implementation of this
method at the server side was null. OpenORB v2 was tested with both a locking and
non-locking OpenCOM substrate and each of it’s RPCs involved 67 receptacle based
invocations on the control path (32 on the client side and 35 on the server side). The
results are shown below in figure 6. It can be seen that for packets of less that 1024
octets, non-locking OpenORB v2 performs about the same as Orbacus, with GOPI
running around 10% faster. Locking OpenORB v2 runs around 15% slower than
GOPI, i.e. only 5% slower than non-locking OpenORB v2. Both GOPI and OpenORB
v2 fair slightly better than Orbacus as packet size goes beyond 1024 octets; we believe
this is due to the buddy memory allocation scheme [8] that they use (which performs
better for larger buffer allocations). As might be expected, there is a diminishing
difference between all three systems as packet size increases further; this is
presumably because the overhead of data copying begins to outweigh the cost of call
processing.
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Despite the additional work involved in carrying out receptacle based invocations,
it can be seen that the performance of OpenORB v2 is entirely comparable to the non-
componentised ORBs in both non-locking and locking configurations.

Fig. 6. Performance of OpenORB v2 versus GOPI and Orbacus.

6   Related Work

COM+ [11], Enterprise JavaBeans [19] and CORBA Components [14] are heavy-
weight component models for building transactional distributed applications. They all
employ a similar architecture providing a separation between the functional aspects of
the application, which are captured by the components, and the non-functional,
technical concerns, which are captured by the container. In  contrast, OpenCOM is a
lightweight, minimal component model which can be used uniformly throughout the
system. Container-based component models can be built on top of OpenCOM if
required. .Net [12], the new component model from Microsoft, is a major
improvement over COM/COM+ in terms of introspection and dynamic type
generation facilities. However, it still follows the same heavy-weight, container-based
philosophy, whereby infrastructure services such as remoting (remote method
invocation) are inseparable parts of the .Net runtime.

XPCOM [13] is a lightweight component model that, similarly to OpenCOM, is
built on top of the core subset of COM. However, it does not provide any special
support for dynamic reconfiguration. Knit [15] is a component model for building
systems software. However, the model is specifically designed for statically
composing systems; the components and their interconnections do not change after the
system is configured and initialised. The component interfaces are not object-based
and the model mainly targets low-level, C code. MMLite [6] is an operating system
built using COM components. It provides limited support for dynamic reconfiguration
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through the “mutation” mechanism, which enables the replacement of a component
implementation at run-time.

DynamicTAO [9] and LegORB [16] are flexible ORBs that employ a dependency
management architecture. This relies on a set of configurators that maintain
dependencies among components and provide a set of hooks at which components can
be attached or detached dynamically. OpenCOM supports a similar capability but it is
an integrated part of the component model.

7   Conclusions

This paper has considered the design and implementation of OpenCOM, a lightweight
and efficient reflective component model designed specifically for the development of
middleware platforms. In other words, we exploit a component model for the
construction of the middleware platform itself, which in turn provides an enhanced
component model (for example, with intrinsic support for distribution) to application
developers. The resultant middleware is more open and flexible, in terms of both
configurability and reconfigurability.

Key features of OpenCOM include:
• the use of various styles of receptacles (single pointer, multi-pointer-with-

context, multi-pointer) to make explicit the dependencies of components on
their environment,

• the use of reflection to enable introspection of interfaces and receptacles and
the associated component graph, as well as the dynamic insertion or deletion
of interceptors, and

• backwards compatibility with the COM standard.
We have also demonstrated how OpenCOM can be used to construct a middleware

platform, based on the related OpenORB architecture. In addition, it has been shown
that the performance of the resultant system is on a par with established monolithic
middleware platforms while simultaneously offering the benefits of componentisation
and reflection introduced through the use of OpenCOM.
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Appendix A: Essentials of Microsoft’s Component Object Model

This appendix offers a brief overview of Microsoft’s Component Object Model
(COM) [Microsoft,99] that relates to its use in OpenCOM, i.e. using it’s in-process
server model (where components reside in the same address space). It is not intended
to provide an exhaustive overview of the technology. In particular, we do not discuss
aspects of COM’s distribution mechanisms, i.e. its local server model (where
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components reside in different address spaces but on the same machine) and its
latterly introduced remote server model extension (where components reside on
different machines) known as DCOM.

COM is underpinned by three fundamental concepts: i) uniquely identified and
immutable interface specifications, ii) uniquely identified components that can
implement multiple interfaces, and iii) a dynamic interface discovery mechanism.
COM supports uniqueness through the use of 128 bit globally unique identifiers
known as GUIDs, these are generated through the use of platform specific tools. The
interface discovery mechanism is implemented through the notion of a special
interface called IUnknown that must be implemented by every COM component. The
purpose of IUnknown is actually twofold: i) it allows the dynamic querying of a
component (QueryInterface() operation) to find out if it supports a given interface (in
which case, a pointer to that interface is returned), and ii) it implements reference
counting in terms of the number of clients using a components’ interfaces. Reference
counting is used to garbage collect components when they no longer have any clients.

Component and interface definitions are specified in Microsoft’s language
independent Interface Definition Language (MIDL) and then a tool (midl) is used to
automatically generate language specific templates of these specifications for
programmers to complete. Midl also generates files known as type libraries that
efficiently embody all manner of type information related to components and their
interfaces. Though initially intended to support dynamic method dispatch through late
binding, these files include meta-information describing components and their
interfaces that would otherwise not be available to a compiled language at runtime.

Importantly, the COM standard also defines the way in which components
interoperate at the binary level. Primarily, this means in terms of the vtable; a C++
native data structure that mandates the way in which access to a components’
interfaces is achieved. The vtable is effectively a per-component table of function
pointers and any language that can support function pointers may natively interoperate
with components written in C++. In addition, languages that do not support function
pointers can still implement COM components if their support environments can be
modified to export their functionality through function pointers. For instance, Java can
implement COM components if the Java Virtual Machine (JVM) is modified to make
its hosted Java classes available through a vtable. In addition to the use of the vtable
to support binary compatibility, COM also mandates that all components must be
compiled using the _stdcall calling convention (which essentially defines that each
component method should clean the stack of its parameters before returning). This has
important implications for our receptacle locking and interface interception
architectures (see sections 3.1.2 and 3.2.3 respectively).

Finally, COM employs a system-wide repository known as the registry for locating
component object files, type libraries, interface definitions etc. based on their GUIDs.
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Abstract. Object migration is an often overlooked topic in distributed
object-oriented platforms. Most common solutions provide data serial-
ization and code mobility across several hosts. But existing mechanisms
fall short in ensuring consistency when migrating objects, or agents, in-
volved in coordinated interactions with each other, possibly governed by
a multi-phase protocol. We propose an object migration scheme address-
ing this issue, implemented on top of the Coordination Language Facility
(CLF). It exploits the particular combination of features in CLF: the
resource-based programming paradigm and the communication protocol
integrating a negotiation and a transaction phase. We illustrate through
examples how our migration mechanism goes beyond classical solutions.
It can be fine-tuned to consider different requirements and settings, and
thus be adapted to a variety of situations.

1 Introduction

Distributed systems use migration to perform load balancing, reduce network
traffic and support mobile users. Both the operating systems and the mobile
agents communities have extensively discussed the issues around process and
agent migration. Current proposed solutions do not however cover all the require-
ments of today’s enterprise distributed applications in domains such as electronic
commerce, workflow, and process control. Indeed, such applications are often
characterized by complex and dynamic relationships between distributed com-
ponents. Suspending and later resuming this type of system (totally or partially)
while preserving consistency becomes a real challenge. Nevertheless, maintenance
operations on the underlying hardware and software infrastructures often require
such operations to be performed. In order to ensure the continuous availability
of the affected applications some of their components have to be transparently
migrated from one node of the network to another.

In this article, we describe how the Coordination Language Facility (CLF)
provides advanced support for object migration. It includes the externalization
of migration control, and the reflexive use of the CLF middleware capabilities
in order to offer transactional and negotiated migration. This enables flexibility
and consistency.
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CLF is a middleware platform aimed at coordinating distributed active soft-
ware components over a Wide Area Network (typically the Internet). Mekano
is a set of reusable coarse grain components and component development tools,
compliant with the CLF middleware, that have been used in the implementation
of various distributed applications deployed across multiple intranets. Comple-
mentary information can be found in [2].

Section 2 presents the basic functionalities of CLF used for object migration,
section 3 describes the migration mechanism itself, section 4 gives examples of
use, section 5 discusses related work, and section 6 concludes the paper.

2 Fundamental Features

We have implemented our approach for object migration on top of the
CLF/Mekano platform. The migration facilities we describe could be imple-
mented with other distributed object-oriented platforms but this would impose
developing significant additional code in order to mimic some of the features
readily provided by CLF. This section presents these features along with the
minimum set of information needed to make this paper self contained.

2.1 Object Model

The CLF approach relies on the resource-based programming paradigm [5] that
we have extended in order to cope with the requirements of a distributed sys-
tem. We model objects as resource managers, the interactions between them as
transactional resource manipulations (e.g. removal and insertion of resources in
its simplest form) and the resources as tuples of strings. Each string element of
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a resource can either contain text, string-encoded objects (e.g. XML-encoded)
or marshalled objects (e.g. through Java [7] serialization).

The CLF object model goes beyond the classical dichotomy between data and
behavior. Indeed, among the data itself we distinguish two separate kinds: the
control data and the resources managed by the object (see figure 1). The control
data covers information related to resource management while the resources
represent the actual information contained in the object. For instance, the control
data contains the structures (e.g. locks) to manage concurrent access to the
object resources.

CLF enforces the traditional object encapsulation policy: resources are not
accessible directly but only through an interface. But, unlike traditional objects,
CLF objects offer two kinds of interfaces: direct methods and services. Direct
methods correspond to traditional remote method invocations on a single CLF
object while services allow the coordination of access to resources held by multi-
ple CLF objects. Both are described in more detail in the two following sections.

2.2 Direct Methods

Direct methods typically provide user interface functionality for CLF objects,
in particular for thin clients such as Web browsers. A direct method has the
following abstract signature:

Perform: input-method-parameters -> output-method-parameters

Direct method invocations are similar to Remote Procedure Calls [14] avail-
able in conventional middleware, e.g. CORBA, and renamed “Remote Method
Invocations” [8] in the Java world. Being HTTP-based, they can be invoked
through a simple URL call, providing various encoding options for the input
and output parameters. Initially they were designed to quickly add simple user
interfaces to a CLF application using direct methods whose parameters and
result encodings are directly supported by standard Web browsers (so called
“form-data” or “url-encoding” for input parameters and HTML for the result).
The now effective new generation of XML browsers and the standardization of
various flavors of XML-RPC[15] makes this approach even more valuable.

Direct methods enable a synchronous single-phase interaction with a single
CLF object. Services on the contrary allow to transactionally access and consis-
tently modify the resources held by a set of CLF objects.

2.3 Services and Interaction Protocol

A service of a CLF object corresponds to a partial view of the resources the
object manipulates. A three phase protocol deployed on top of the object services
specifies how to access these services and how to manipulate the underlying
resources. It allows in particular to coordinate the interaction within a set of CLF
objects. This protocol consists of three phases: negotiation, performance, and
notification. Each phase is in turn materialized through a set of corresponding
interaction verbs that are invoked as described below.
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First phase: negotiation. The negotiation phase asks a CLF service about offers
for actions on resources matching a given filter. On such a request, formulated
through the Inquire verb, the service returns a potentially infinite stream of
offers. Therefore the service returns an InquiryId allowing the requester to
access the corresponding offers one by one through the Next verb. For each
offer, an actionId allows the identification, and to reference it later in the
protocol. When no currently available resource matches the inquiry the Next
operation remains pending until a new offer becomes available. The latter
might happen either after internal changes within the object or through the
insertion of new resources (see the notification phase). The service can also
explicitly close the stream of offers by raising the no-more-value exception.
This happens if the service can guarantee that no new offer matching the
inquiry will ever become available. The requester can also Kill the inquiry if
he is no longer interested in corresponding offers. Finally, the requester may,
at any time, check the validity of an offer through the Check verb. The verbs
involved in the negotiation phase have thus the following abstract signature:

Inquire: input-service-parameters -> inquireId
Next: inquireId -> <output-service-parameters, actionId> | no-more-value
Kill: inquireId -> void
Check: actionId -> yes | no

Second phase: performance. The performance phase unrolls a classical two-
phase commit protocol ensuring the atomic execution of a set of actions found
during the negotiation phase. To achieve atomicity, the requester first attempts
to Reserve the resources corresponding to these actionIds. If successful, it
enacts all the actions through the Commit verb. Otherwise, if any reservation
fails, it Cancels all previously executed successful reservations. The verbs of
the performance phase have the following abstract signature:

Reserve: transactionId, actionId -> accept | soft-reject | hard-reject
Commit: actionId -> void
Cancel: actionId -> void

Third phase: notification. The notification phase allows for asynchronous cre-
ation of new resources. The verb Insert notifies their creation to the correspond-
ing services:

Insert: service-parameters -> void

2.4 Scripting Language

The CLF scripting language exploits the CLF object model and services through
the above described protocol. It views coordination as a complex block of inter-
related manipulations of resources held by a set of objects (called the participants
of the coordination).
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CLF scripts describe, through rules, the expected global behavior of such
blocks in terms of resulting resource manipulations, but abstracts away from
the detailed sequencing of invocations of the CLF interaction verbs required
to achieve such a behavior. This abstraction feature considerably simplifies the
design and verification of coordination scripts. It makes them highly platform
independent and hence, portable.

In a CLF application, dedicated CLF objects called coordinators enact the
coordination scripts. As any CLF object, coordinators manage resources, ac-
cessible through CLF services: these resources are CLF coordination scripts
and the rules which compose them. When a script is inserted in a coordina-
tor, it is immediately enacted. Being CLF objects, coordinators can participate
(i.e. occur as participants) in higher level coordinations, thus offering a reflexive
model of coordination. Moreover, it is possible to create and insert scripts on
the fly.

The CLF coordination scripting facility does not specify, per-se, any com-
puting feature. If computation is needed in a coordination (arithmetic compu-
tation, string manipulation etc.), it must be handled by a participant. However,
in the CLF distribution, a basic stateless computing facility is delivered with
the coordinator prototype in order to provide simple computation, verification
of assertions and timeout evaluation.

As shown later, we use the features and the power of this scripting language
to implement our object migration mechanism.

2.5 Sample Script

The sample script detailed here is intended to show most of the CLF scripting
language features used later in this paper. More applied script examples may be
found in [3].

interfaces:
...
YP(Obj): -> Obj is LOOKUP YellowPages.Objects
apply(Obj,Serv,Y,Z): Obj,Serv,Y -> Z is DISPATCH

rules:
S(X) @ P(X,Y) @ ‘YP(Obj) @ apply(Obj, ’service’,Y,Z) <>- R(X,Z)

The tokens S, P, Q, R, YP, apply refer to CLF services declared in the interface
of some CLF objects (found and described in the name server, as shown later in
section 2.7). For each token, the parameters appear between parentheses. The
output parameters are underlined.

The logical name of the service can be statically defined (e.g. YP is linked
to the service Objects of the YellowPages object) or dynamically according to
the result of the instantiation of some parameters (e.g. the first two parameters
of the token apply refer to the object and service name, the latter being known
here only at run-time).
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If such a rule is inserted in a coordinator, it is executed as follows:

1. Resources satisfying properties S, P, Q, R, YP are found:
– The token S(X) finds some resource satisfying property S. The parameter

X is instantiated accordingly using a value returned from the service that
corresponds to S;

– The second token finds a resource satisfying the property P(X,Y) for
consistent values of X,Y.

– The token YP(Obj) finds some resource satisfying property YP. The back-
quote (‘) before the YP prevents the resource satisfying the YP(Obj) from
being extracted in the transaction phase (if any).

– The token apply is not statically linked to a logical name but will use
the first two parameters as the object and the service name that will be
used for the lookup. It is what we call the dispatch mechanism. The first
one, Obj, is returned by the previous token YP while the second is set to
the constant ’service’. It finds consistent values of Y,Z.

2. For each tuple of consistent values X, Y, Z, Obj, the rule is triggered and
transactionally extracts the resources satisfying S, P and apply.

3. A resource satisfying R(X,Z) is finally inserted.

2.6 Runtime

The CLF runtime provides the basic system facilities required for hosting and
managing CLF objects on a site (See figure 2). Among these facilities we use the
following for our migration mechanism:

– the managers (Search Manager, Concurrency Manager, Insert Manager) sup-
porting the CLF protocol interaction for the objects, i.e. the asynchronous as-
pects of Inquiry/Next (SM), concurrency control and deadlock avoidance for
Reserve/Cancel/Confirm (CM), event detection for Insert (IM), and garbage
collection for Kill/Check (SM).

– the communication blocks encapsulating the communication protocol on top
of which the CLF protocol verbs and the direct methods are implemented.
These blocks allow for decoupling of the requests from the communication
scheme (message passing, RPC) and the communication protocol (HTTP,
SSL, XML-RPC, RMI).

– the system facilities allowing remote interaction with a CLF object. These
facilities can allow for instance to start and stop an object within an ap-
plication. They can also trigger the instantiation of a CLF object from a
description or on the contrary to reify a CLF object into a description. The
latter two cases are normally used for deploying and controlling an appli-
cation. They are of particular interest in the context of object migration as
described in section 3.

The CLF runtime facilities are, in general, directly invoked by various types of
clients for deploying, monitoring and controlling CLF applications. However, we
have encapsulated some of them in the services of a dedicated CLF object (see
section 3.2) to be able to access and coordinate them through rule scripts.
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2.7 Name Server

The name server is a CLF object whose resources are access patterns binding
logical names of objects to their physical location. CLF objects register them-
selves at the name server. The name server allows the coordinators to lookup
the physical location of CLF objects from their logical names. This maps the
logical description of the coordination contained in the rule scripts to the actual
location of the CLF object service of an application distributed across several
hosts.

Ensuring that the information contained in the name server is always accurate
is of course essential to implement object migration. The possibility to access
the resources manipulated by the name server through a CLF rule provides a
simple way to modify them in a consistent manner during ongoing migration.

3 Object Migration Scheme

This section describes how the features presented in the previous section in-
teroperate to provide the global CLF migration mechanism. This mechanism
essentially relies on the reflexivity of the CLF platform. The basic idea is to
first transform an active CLF component into a static resource, then transport
it over the distributed system, just like any other resource, then instantiate it
on the destination site.

This section first describes how a CLF object enters a freezable state where it
can be safely and consistently transformed into a static resource. It then presents
how we encapsulated the CLF runtime into a CLF object, the object manager,
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providing services relevant to the migration scheme. We show in detail how these
services are customized, i.e. how the verbs of the CLF protocol directly trigger
the different methods readily provided by the runtime in order to realize the
various migration steps. Finally, we illustrate through a very simple scenario
how this allows us to manage object migration.

3.1 Reification and Freezable State

Migration requires the target object to enter a freezable state, where the data
representing the current execution state of the object can be captured. Once
this state is reached, we can easily transform the dynamic object into a static
description, the reified object. From the reified object we can later re-instantiate
the corresponding CLF object, possibly at a different location.

Freezable State Definition. Thanks to the clear distinction on one hand
between control data (state of the inquiries and the transactions) and on the
other hand the resources managed, we can easily define the freezable state of
a CLF object as a state where the control data set is empty. In fact, as the
resources are tuples of strings, they can be directly stored and recovered. So,
for the freezable state we only have to consider the control data set: it contains
information about the state of multi-phase interactions involving the object.
In CLF, an empty control data set corresponds with the situation where no
critical operation modifying the object resources is pending. In this case, the
reified object (the set of resources together with the object description) entirely
describes the object and can thus be used for object migration. This reified
object is exactly the one used when starting objects at deployment time. Thus
restarting objects after migration does not necessitate any specific additional
code.

Freezing an object. As explained, to reach a freezable state, we have to flush
the control data set. We now define in the following a process to guarantee that
no new control data appear and that the control data set decreases and finally
becomes empty. We therefore have to consider all interactions that modify the
control data set of an object. The direct methods represent synchronous single-
phase interactions which can only access the resources through the services. We
can thus ignore them in this context. The CLF protocol however is a multi-phase
interaction protocol that allows for the modification of the object resources. The
control data set represents the state of this interaction. To reach a freezable state
we therefore have to consider the different phases and verbs of the CLF protocol:

– The verbs belonging to the negotiation phase are idempotent: they do not
modify the resources. Thus, even if the negotiation phase implements a multi-
phase protocol: an Inquiry followed by a potentially infinite number of Nexts.
It can be aborted without harm. Indeed, the coordinator will detect that the
negotiation phase was aborted, in the same manner as if the object became
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unavailable. In this case, the coordinator will restart the Inquiry when the
object becomes available again, possibly at another location.

– The verbs belonging to the performance phase are non-idempotent: they can
reserve and remove resources. They implement a two-phase commit proto-
col. The execution state of the protocol, in particular the reservation of a
resource involved in a transaction, is stored in the object control data ; it
might be complex to store and recover. Furthermore, by policy, CLF trans-
actions are guaranteed to be short-lived. A reserved resource is either rapidly
consumed through a Commit or released through a Cancel. Thus, the ap-
propriate solution to reach a freezable state is to temporarily reject any new
transaction and to wait until all ongoing transactions are completed.

– The notification phase only consists of the Insert verb and implements a
synchronous one-phase interaction, that does not impact the control data
set. Furthermore, it can be delayed without harm, as the coordinator will
repeat pending insertions until they are acknowledged by the object. An
object can therefore be frozen independently from pending notifications.

To sum up, the steps to freeze an object are:

1. break the connection for Inquiry/Next verbs simulating somehow a stopped
object ;

2. return a soft-reject for any Reserve. A soft-reject tells the coordinator to
retry the reservation later again if still required1 ;

3. accept Commit/Cancel as usual ;
4. accept Insert invocations, but only until the control data set is empty. After
that, apply the same treatment as for Inquiry/Next. Just like for the In-
quiry/Next, the coordinator will retry the Insert invocations once the object
becomes available again.

5. Once the object is freezable (i.e. the control data set is empty), we close the
connection for any subsequent invocation, and freeze its state.

The CLF interaction model (services + direct methods) ensures that a freezable
state will eventually be reached for every object.

3.2 Encapsulating the CLF Runtime

As described in the previous section the CLF runtime provides methods to start
a CLF object and then to control it. Among these methods, the following ones
are relevant for the migration process:

– EnableObjectIsolation(objectname)
Triggers the processing of incoming invocations as described in the previous
section for reaching a freezable state. At the same time the object is unreg-
istered from the name server, preventing other useless subsequent lookups.

1 In fact, the transaction is retried only if none of the other participants has returned
a hard-reject implying the abortion of the transaction as a whole.
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– DisableObjectIsolation(objectname)
Resumes the normal management of incoming invocations and registers the
object again on the name server.

– isObjectFreezable(objectname) -> status
Returns a status, either ’ok’, or ’notOk’, meaning if the control data set is
already empty or not. Once ’ok’, this is a stable state as long as the isolation
is not disabled.

– ReifyObject(objectname) -> objectDescription,resourceSet
Returns the static description of the (frozen) object: object description (ob-
ject type name and configuration parameters) and resources currently man-
aged.

– InstantiateObject(objectname,objectDescription)
Instantiates a new object according to the object description and registers
it under the name objectName on the name server.

To benefit from the transactional semantics for object migration, and to
fully take advantage of the reflexivity provided by CLF, we encapsulated these
methods through a CLF object, the object manager. This object offers two CLF
services: reify and instantiate. As we show in the following, these services are
implemented in such a way that they call the above described methods, correctly
mapping the migration process to the phases and verbs of the CLF protocol.
Object migration in CLF is implemented as a coordination of the appropriate
services of two object managers.

3.3 Service Reify

Reifying an object consists in transforming an active object into a static piece
of data, typically a resource, that will later allow the re-activation of the cor-
responding object, possibly at another location. Reification is handled through
the CLF object manager containing the object to reify.

The Reify service of a CLF object manager manages resources that are tuples
of arity three. The first field corresponds with the logical name of the object
to reify, the second one with object description (type name and configuration
parameters), and the last one with its current set of resources. The values of the
second and third fields are XML documents containing the description of the
object: the set of modules corresponding to the objects static code, and the set
of resources held by the object.

With respect to the CLF protocol described in section 2.3 the Reify service
implements the following behavior:

– Inquire: On this verb the freezing process of the requested object is trig-
gered. The < objectname > parameter, provided as input, denotes the object
to reify. The second and third parameters will contain as output the rei-
fied form of the corresponding object. On such an Inquiry a new thread is
launched, triggering the following reification process:
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1. invoke the method EnableObjectIsolation(< objectname >) ;
2. loop until the method IsObjectFreezable(< objectname >) returns

′ok′ ;
3. invoke the method ReifyObject(< objectname >) to obtain the reified
form < objectDescription > and < resourceSet > of the object ;

4. insert through an internal API the resource (< objectname >,

< objectDescription >,< resourceSet >) into the service enabling it to
respond to a Next.

– Next: This verb blocks until the resource corresponding to the reified object
becomes available as described above. Then, it returns an actionId to access
and reserve this resource.

– Kill: This verb cancels the object freezing process associated with the
InquiryId input parameter. The method disableObjectIsolation allows
to stop this process and to restore the normal processing of external inter-
actions.

– Check, Reserve: These verbs have their usual meaning with respect to the
CLF protocol (see section 2.3).

– Cancel: This verb has the same effect as Kill, i.e. interrupting the freezing
of the object.

– Commit: This verb destroys the frozen object definitively (within this object
manager): it removes all remaining data allocated to the object.

– Insert: Invoking this verb raises an exception ; it has no sense with respect
to the Reify service.

3.4 Service Instantiate

Instantiating an object consists of creating an active object from its reified form.
This is handled through the Instantiate service of the target object manager.

The Instantiate service has three parameters identical to the Reify service
but they are all input parameters.

The particularity of this service is that it can be used in two ways. Used on
the right hand side of a rule, in the notification phase (verb Insert), it simply
instantiates the object corresponding to the inserted resource. Used on the left
hand side of a rule, in the negotiation and performance phases, it verifies possible
preconditions for object reification (verb Reserve). As a consequence the whole
object migration process can be cancelled and renegotiated as we will see in
section 3.5.

With respect to the CLF protocol described in section 2.3 the Instantiate
service implements the following behavior:

– Inquire: The given object name and reified description are associated with
an inquireId. An associated resource corresponding to the given object
name and the reified description is inserted into the service through an in-
ternal API.

– Next, Cancel: These verbs have their usual meaning in the CLF protocol
(see section 2.3).
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– Kill: This verb removes the corresponding resource created through the
implementation of the Inquire verb from the service.

– Reserve: This verb checks in advance if the object can actually be instan-
tiated from its reified form. This verification can have several facets. For
instance, we can verify that all the required libraries or system resources are
available at the target site. If any of these conditions are not verified then
the associated object migration can be aborted and possibly renegotiated.

– Commit: This verb instantiates the object from its reified form. It removes the
corresponding resource created through the implementation of the Inquire
verb from the service. Once instantiated, the object registers itself under the
given name on the name server.

– Insert: This verbs triggers the instantiation of an object from the given
reified object description, without verifying any preconditions. Once instan-
tiated, the object registers itself under the given name on the name server.

3.5 Migration Scripts

Object migration consists of three steps: object reification, transportation, and
instantiation. As discussed in the previous section the CLF object managers
provide services for object reification and instantiation. Coordination scripts
initiate and handle object migration through these services. They achieve object
transportation simply by passing the reified object description from the source
object manager Reify service to the target object manager Instantiate service.

Migration scripts can be generated on the fly, either on user request or re-
sponding to a particular monitored run-time condition of the distributed system.
Once inserted into the coordinator they are automatically enacted.

In the following, we show two elementary migration rules and will provide
more practical examples in the next section. The first rule describes the uncon-
ditional migration of an object obj1 from a source object manager objMgr1 to
a destination object manager objMgr2:

objMgr1.reify(’’obj1’’,objectDescription,resourceSet) <>-
objMgr2.instantiate(’’obj1’’,objectDescription,resourceSet)

In this case the instantiation of obj1 on objMgr2 is taken for granted. Indeed,
as the token appears on the right hand side of the rule, the instantiation is
handled through the Insert verb of the Instantiate service. Thus no preconditions
for instantiating the object on the target object manager are verified.

If preconditions have to be verified before migration, the instantiate token
has to appear on the left hand side of the rule:

objMgr1.reify(’’obj1’’,objectDescription,resourceSet) @
objMgr2.instantiate(’’obj1’’,objectDescription,resourceSet) <>-

The instantiation is now handled through the Inquire, Reserve, and Commit
verbs of the Instantiate service, thus including the verification of basic precon-
ditions for instantiating the object on the target object manager.
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As we will see in the next section, several objects can be atomically mi-
grated within a single transaction. Also, further constraints to be verified before
commiting the migration can be integrated in the rule.

4 Examples of Use

As shown in the previous section, CLF scripts explicitly describe object reifi-
cation, transportation, and instantiation and this, externally to the concerned
objects. We now illustrate this further through different migration scripts.

4.1 Cloning Objects

Simple Cloning. The first example rule shows how to clone an object and to
start the clone on another machine, within another object manager:

objMgr1.reify(’’obj1’’,objectDescription,resourceSet) <>-
objMgr1.instantiate(’’obj1’’,objectDescription,resourceSet) @
objMgr2.instantiate(’’obj2’’,objectDescription,resourceSet)

Here the original object obj1 is reified and re-instantiated on the original site
objMgr1 while the clone obj2 is instantiated on a second site objMgr2.

Cloning and Load Balancing. Here, we go one step beyond and split the resources
of the original object into two before cloning.

objMgr1.reify(’’obj1’’,objectDescription,resourceSet) @
split(resourceSet,part1,part2) <>-
objMgr1.instantiate(’’obj1’’,objectdescription,part1) @
objMgr2.instantiate(’’obj2’’,objectDescription,part2)

The token split appearing on the left hand side of the rule is implemented
via a simple stateless computation service directly enacted by the coordinator
(see section 2.4). On the right hand side two instantiate tokens instantiate the
two clones with separate sets of resources on different object managers.

4.2 Contextual Migration

Our scripting approach also enables more complex migration schemes, allow-
ing to trigger and manage migration transactionally. Contextual migration is
an example. Indeed, transactions allow to verify a global context or condition
among distributed components: within a transaction, the involved components
can agree on the global distributed condition, thus triggering migration accord-
ingly. Obviously, the considered context can be linked to the objects themselves,
the application, the user, the distributed system or any combination of them.

As an illustration, consider the common situation where the system adminis-
trator of a machine starts a shutdown process with a countdown. This typically
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warns other human users of the machine that the machine will be stopped. In
reaction, they can stop their activities, save their work, and possibly log in to
another machine or just wait until the machine is up again. However, for an
autonomous software component, this situation is critical. Without the external
help of a human, the shutdown will kill the component. This is an issue for a
lot of applications that need to run continuously, e.g. knowledge management,
workflow, electronic-commerce, or on-line trading for example.

The following rule allows us to manage the necessary migration process:

systemEvent(’’shutdown’’,objectMgrSrc) @
objectname(objectMgrSrc,’’Objectname’’,obj) @
reify(objectMgrSrc,’’Reify’’,obj,objectDescription,resourceSet) @
possibleDestination(objectDescription,objectMgrDst) @
instantiate(objectMgrDst,’’Instantiate’’,objectDescription,resourceSet) @
generateMsg(obj,’’shutdown’’,objectMgrSrc,objectMgrDst,msgTitle,msgBody)
<>-
email(’’clf@xrce.xerox.com’’,’’appMgr@xrce.xerox.com’’,msgTitle,msgBody)

Captured system events of type shutdown trigger this rule. As soon as a
resource corresponding with such an event becomes available along with the
involved objectMgrSrc (first token), we fetch all objects it hosts (2nd token).
Here the use of the dispatch mechanism that fixes the object and the service
name linked to the token objectname only at run-time (the token systemEvent
instantiates the object manager variable objectMgrSrc and the service name is
a constant ”objectname”). For each object hosted by the concerned object man-
ager, we initiate reification (3rd token, also a dispatch) and then fetch a possible
destination (4th token). For each possible destination the token instantiate
(dispatch) checks that instantiation is effectively possible. Finally, the last token
builds a notification e-mail message through a simple computation service.

As soon as a global solution for all tokens on the left hand side of the rule is
found, the respective operation of the services is performed, effectively migrating
the corresponding object. The email token encapsulating a simple e-mail client,
on the right hand side of the rule notifies the application administrator that the
object has migrated. Note that the reified object is a single resource, meaning
that as soon as it has been consumed, no other instantiation of the rule can be
applied. This ensures that each object migrates only once.

4.3 Transactional Migration of a Set of Objects

Transactional migration of a set of objects at the same time is another inter-
esting case easily covered by our approach. Consider, for instance, the case of a
powerful server, hosting several dozens of objects, that has to be stopped. Here,
we would like all objects to migrate to other hosts of the system. In this context
several issues arise. First, as all the objects need to migrate at the same time, we
have to ensure that the migration process does not lead to overloaded hosts, e.g.
that the first possible host in the list of available ones receives all the migrating
objects. Thus, a solution relying on an unconditional migration is not suitable.
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Secondly, for performance issues we have to keep certain groups of objects col-
located. Their migration has to be managed via a single rule ensuring that they
either all migrate to the same site or none of them migrates (see section 3.5).
In such cases, as the scripts are very specific to a given problem, they have to
be dynamically generated. Dedicated rules detecting shutdown events can trig-
ger their generation on the fly and insert the resulting rules into a coordinator
enacting them.

5 Related Work

The migration problem in itself is not new and some existing systems provide
mechanisms enabling process or object migration. In this section we compare
our approach to three classes of systems providing similar facilities: operating
systems, object-oriented systems, and mobile agent platforms.

5.1 Operating Systems

In the operating systems [9] community, process migration is a well-known re-
search topic: it is used to support load balancing, increase reliability and avoid
communication overhead by exploiting locality. Operating systems implement
migration at a lower level than the one addressed in this paper. But the issues
to solve and the decisions on design are similar.

A first problem is to capture the execution state of a process to suspend
its execution and to later resume it on a different node. This task is usually
complex. In our approach, the CLF resource-based programming paradigm and
the associated object model allow the definition of a freezable execution state,
as described in section 3.1.

A second issue is the control of the migration process. Depending on the
intended use of the migration capabilities, different operating systems adopt dif-
ferent solutions on who controls this mechanism: the kernel, a manager process,
the migrating process itself, the system administrator or any other user. In some
systems [4], the source and the destination nodes can negotiate the migration,
on the basis of the available resources. In our approach, as the CLF rules control
the migration process (see section 4) we allow any entity of the system to create
and enact such rules via the coordinator. Furthermore, with the CLF protocol,
negotiation naturally comes into the picture.

A third major topic is to ensure the availability of the process environment
and resources (in the operating system sense) after migrating to a different ma-
chine. We do not address this issue. Providing a generic solution to migrate the
legacy systems, databases or Web services we encapsulate with CLF objects is
beyond the scope of this paper.

Finally, the biggest issue concerns Inter-Process Communication, i.e. how to
cope with communication channels which are open when migration is requested,
messages which arrive during migration and the new, different process location
after migration. The various adopted solutions include buffering messages and
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handling the process location through name servers. In our approach, we first
empty the control data set, i.e. the communication state, of the migrating object
(see section 3.1). During migration, the coordinator buffers further interaction
requests. Afterwards it tries to perform them again, automatically retrieving the
new, updated location of the migrated object from the name server.

5.2 Object-Oriented Systems

The object-oriented paradigm seems particularly well-suited to migration [1]: it
provides data encapsulation. The encapsulated data in principle directly repre-
sents the object state. It also standardizes the address scheme through global
namespaces. Both features directly support object migration. Still, coherently
stopping and migrating an active object engaged in interaction with several
other objects remains difficult. With respect to this problem, our model goes
one step beyond, distinguishing between control data and resources as described
in section 2.

Some existing systems provide language-level support for migration [13]. This
approach requires the addition of new keywords to the language, and hence
to build new compilers. Besides this, it often requires additional code such as
marshalling/unmarshalling routines and to explicitly define which objects can
migrate. Our migration mechanism does not impose such constraints: within
CLF a component developer does not need to do anything special to benefit
from object migration.

5.3 Mobile Agents

In the mobile agents community migration is obviously a central issue. In fact,
the aim is to optimize locality through agent mobility: rather than communi-
cating with other agents remotely, a mobile agent decides to travel close to the
agent or service with whom it wants to communicate and then communicates
locally. Mobile agents are in general considered to be self-contained and au-
tonomous. A typical example is the commercial agent traveling on behalf of a
client from one electronic market place to another, negotiating each time with
the locally available providers. This approach of mobility seems rather restricted,
in contrast with the consistent migration of objects involved in multiple complex
interactions with others, as provided by our approach.

The OMG “Mobile Agent Facility” specification [11] defines mobility aspects
for agent systems. Roughly an agent can travel from one location to another
having its class and state serialized and sent to the destination location. There
the information is deserialized and the agent resumes execution according to its
state. This specification contains no particular considerations about consistent
migration. Voyager [10] and Aglets [6] for instance implement a corresponding
mechanism. However, Voyager only guarantees consistent handling of ”synchro-
nized” methods for mobile agents. The programmer has to ensure that no other
methods are active when an agent receives a travel request. With Voyager and
Aglets the programmer has furthermore to ensure that all entities referenced
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by a possibly mobile agent are serializable. Thus, just like in object-oriented
systems, in mobile agents platforms the programmer has to provide specific ad-
ditional implementation aspects needed for mobility. Within our approach, we
reuse intrinsic mechanisms of the platform and thus, we can say that migration
comes almost for free.

6 Conclusion

In CLF, as opposed to most existing systems, migration control is explicit. CLF
rules, external to the migrating object(s), initiate and control the migration
process. These rules can be very simple or rather complex depending on the
migration conditions to express. This allows for high flexibility and control of
the migration process at different levels:

– initiating the migration: the migrating object itself, the user, the application,
or the underlying system.

– triggering the migration: the verification of local or distributed application
and system conditions, the capture of external events, or predefined mile-
stones.

– negotiated migration: migration can be simply imposed, or negotiated, e.g.
between the source and the destination object managers. Also the destination
of the migration process can be negotiated with a site broker.

– transactional migration: migration can concern only a single object or a set
of objects as a whole.

In CLF the migration logic of an application is specified independently of
the application logic itself. This allows systems-oriented developers to take care
of the migration logic whereas application-oriented developers may design the
application logic.

Our migration scheme goes beyond classical ones, in the sense that we do
not migrate code but the description of an object that is used to re-create it at
the destination. Thus, we consider several migration axes:

– space: an object travels across space in the underlying distributed system.
This is classical migration.

– versions: an object travels across versions in the sense that it can be reified
in one version and instantiated later on in an updated version. Moreover,
the migration script could modify the object description on the fly, during
migration.

– environment: an object can travel from one implementation language to an-
other, e.g. initially running in a Python [12] virtual machine and then with
the same resources transferred to a Java virtual machine. This is of particu-
lar interest when some components have to be migrated to portable devices
imposing a particular system/language combination.

In order to complete our migration facilities, we plan to build tools (and in
particular visual tools) to better harness the power of the CLF scripting language
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for controlling object migration. The goal is to enable both application designers
and system administrators to use higher level concepts to configure the migration
mechanism.
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Abstract. Although it has long been realised that ACID transactions by them-
selves are not adequate for structuring long-lived applications and much re-
search work has been done on developing specific extended transaction models,
no middleware support for building extended transactions is currently available
and the situation remains that a programmer often has to develop application
specific mechanisms. The CORBA Activity Service Framework described in
this paper is a way out of this situation. The design of the service is based on the
insight that the various extended transaction models can be supported by pro-
viding a general purpose event signalling mechanism that can be programmed to
enable activities - application specific units of computations – to coordinate
each other in a manner prescribed by the model under consideration. The differ-
ent extended transaction models can be mapped onto specific implementations
of this framework permitting such transactions to span a network of systems
connected indirectly by some distribution infrastructure. The framework de-
scribed in this paper is an overview the OMG’s Additional Structuring Mecha-
nisms for the OTS standard now reaching completion. Through a number of ex-
amples the paper shows that the Framework has the flexibility to support a wide
variety of extended transaction models. Although the framework is presented
here in CORBA specific terms, the main ideas are sufficiently general, so that it
should be possible to use them in conjunction with other middleware.

1 Introduction

Distributed objects plus ACID transactions  provide a foundation for building high
integrity business applications. The ACID properties of transactions (ACID:
Atomicity, Consistency, Isolation, Durability) ensure that even in complex business
applications the consistency of the application’s state is preserved, despite concurrent
accesses and failures. In addition, object-oriented design allows the design and imple-
mentation of applications that would otherwise be impractical. However, it has long
been realised that ACID transactions by themselves are not adequate for structuring
long-lived applications [1,2]. One well-known enhancement (supported by the
CORBA Object Transaction Service, OTS [3]) is to permit nesting of transactions;
furthermore, nested transactions could be concurrent. The outermost transaction of
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such a hierarchy is typically referred to as the top-level transaction. The durability
property is only possessed by the top-level transaction, whereas the commits of nested
transactions (subtransactions) are provisional upon the commit/abort of an enclosing
transaction. This allows for failure confinement strategies, i.e., the failure of a sub-
transaction does not necessarily cause the failure of its enclosing transaction. Re-
sources acquired within a subtransaction are inherited (retained) by parent transactions
upon the commit of the subtransaction, and (assuming no failures) only released when
the top-level transaction completes, i.e., they are retained for the duration of the top-
level transaction.

The above enhancement is sufficient if an application function can be represented
as a single top-level transaction. Frequently this is not the case. Top-level transactions
are most suitably viewed as “short-lived” entities, performing stable state changes to
the system [1]; they are less well suited for structuring “long-lived” application func-
tions (e.g., running for hours, days, …). Long-lived top-level transactions may reduce
the concurrency in the system to an unacceptable level by holding on to resources for a
long time; further, if such a transaction aborts, much valuable work already performed
could be undone. In short, if an application is composed as a collection of transactions,
then during run time, the entire activity representing the application in execution is
frequently required to relax some of the ACID properties of the individual transac-
tions. The entire activity can then be viewed as a non-ACID ‘extended transaction’.
The spheres of control model [4] describes the underlying concepts of recovery and
commitment for extended transactions. Much research work has been done on devel-
oping specific extended transaction models [e.g., 5 - 8]. Nevertheless, most of the
proposed techniques have not found any widespread usage; indeed, most commercial
transaction processing systems do not even support nesting of transactions. One reason
cited is lack of flexibility [9], in that the wide range of extended transaction models is
indicative that a single model is not sufficient for all applications, so it would be inap-
propriate to ‘hardwire’ a specific extension mechanism. In any case, most transaction
processing monitors are monolithic in structure, so difficult to extend. Thus the situa-
tion remains that a programmer often has to develop application specific mechanisms
to build extended transactions.

There is a way out of this situation by exploiting a middleware based approach; in
the case of CORBA for example, a set of open services are already available for
building distributed applications. Within this context, it is appropriate to examine what
additional functionality is required for flexible ways of composing an application
using transactions, with the support for enabling the application to possess some or all
ACID properties. The CORBA Activity Service Framework described in this paper
provides such functionality through a set of structuring mechanisms to complement
the OTS.

The design of the service is based on the insight that the various extended transac-
tion models can be supported by providing a general purpose event signalling mecha-
nism that can be programmed to enable activities - application specific units of com-
putations – to coordinate each other in a manner prescribed by the extended transac-
tion model under consideration. This has led to the development of an Activity Service
Framework which we believe is sufficient to allow middleware to manage complex
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business transactions that extend the concept of transaction from the well-understood,
short-duration atomic transaction. The different extended transaction models can be
mapped onto specific implementations of this framework permitting such transactions
to span a network of systems connected indirectly by some distribution infrastructure.
The framework described in this paper is an overview the OMG’s Additional Struc-
turing Mechanisms for the OTS standard [10] now reaching completion. The authors
of this paper have been active in all phases this standardisation activity that included
defining the scope of the RFP issued in early ’99 [11] to making the initial submission
and guiding it through to its present form [10]. Although the framework is presented
here in CORBA specific terms, the main ideas are sufficiently general, so that it
should be possible to use them in conjunction with other middleware.

2 Requirements and Approach

2.1 Requirements

We begin with some examples that illustrate that the need for non-ACID behaviour.
(i) bulletin board: posting and retrieving information from bulletin boards can be per-
formed using transactions. While it is desirable for bulletin board operations to be
structured as transactions, if these transactions are nested within other application
transactions, then bulletin information can remain inaccessible for long times. Re-
leasing of bulletin board resources early would therefore be desirable. Of course, if the
application transaction aborts, it may be necessary to invoke compensating activities;
this is consistent with the manner in which bulletin boards are used.
(ii) name server access: Consider the situation where persistent objects have been
replicated for availability. The naming service needs to maintain up-to-date informa-
tion about object replicas to enable clients to be bound to available replicas. For the
sake of consistency it is desirable to structure lookup and update operations on the
naming service as transactions. Application transactions, upon finding out that certain
object replicas are unavailable can invoke operations to update the naming service
database accordingly, while carrying on with the main computation [12]. There is no
reason to undo these naming service updates should the application transaction subse-
quently aborts.
(iii) billing and accounting resource usage: if a service is accessed by a transaction
and the user of the service is to be charged, then the charging information should not
be recovered if the transaction aborts.

These applications share a common feature that as viewed by external users, in the
event of successful execution (i.e., no machine failures or application-level excep-
tional responses which force transactions to rollback), the work performed possesses
all ACID features of traditional transactional applications. If failures occur, however,
non-ACID behavior is possible, typically resulting in non-serializability. For some
applications, e.g., the name service example above, this does not result in application-
level inconsistency, and no form of compensation for the failure is required. However,
for other applications, e.g., the bulletin board, some form of compensation may be
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required to restore the system to a consistent state from which it can then continue to
operate.
(iv) Long-running business activity: Long-running activities can be structured as many
independent, short-duration top-level transactions, to form a “logical” long-running
transaction. This structuring allows an activity to acquire and use resources for only
the required duration of this long-running transactional activity. This is illustrated in
fig. 1, where an application activity (shown by the dotted ellipse) has been split into
many different, coordinated, short-duration top-level transactions. Assume that the
application activity is concerned with booking a taxi (t1), reserving a table at a restau-
rant (t2), reserving a seat at the theatre (t3), and then booking a room at a hotel (t4),
and so on. If all of these operations were performed as a single transaction then re-
sources acquired during t1 would not be released until the top-level transaction has
terminated. If subsequent activities t2, t3 etc. do not require those resources, then they
will be needlessly unavailable to other clients.

Fig. 1. An example of a logical long-running “transaction”, without failure.

However, if failures and concurrent access occur during the lifetime of these indi-
vidual transactional activities then the behaviour of the entire “logical long-running
transaction” may not possess ACID properties. Therefore, some form of (application
specific) compensation may be required to attempt to return the state of the system to
(application specific) consistency. For example, let us assume that t4 aborts (fig. 2).
Further assume that the application can continue to make forward progress, but in
order to do so must now undo some state changes made prior to the start of t4 (by t1,
t2 or t3). Therefore, new activities are started; tc1 which is a compensation activity
that will attempt to undo state changes performed, by say t2, and t3 which will con-
tinue the application once tc1 has completed. tc5’ and tc6’ are new activities that con-
tinue after compensation, e.g., since it was not possible to reserve the theatre, restau-
rant and hotel, it is decided to book tickets at the cinema. Obviously other forms of
transaction composition are possible.
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Fig. 2. An example of a logical long-running “transaction”, with failure.

There are several ways in which some or all of the application requirements out-
lined above could be met. However, it is unrealistic to believe that the “one-size fits
all” paradigm will suffice, i.e., a single approach to extended transactions is unlikely
to be sufficient for all (or even the majority of) applications. Whereas in case of the
last example, a transactional workflow system with scripting facilities for expressing
the composition of the activity with compensation (a workflow) may be the most suit-
able approach, a less elaborate solution might be desirable for the first three examples.

2.2 Approach

As hinted earlier, the approach taken in the CORBA Activity Service is to provide a
low-level infrastructure capable of supporting the coordination and control of abstract,
application specific entities to enable construction of various forms of extended trans-
action models as desired by workflow engines, component management middleware
and other systems. As we shall see, these entities (activities) may be transactional,
they may use weaker forms of serializability, or they may not be transactional at all.
The important point is that a computation is viewed as composed of one or more ac-
tivities and the activity service is only concerned with their control and co-ordination,
leaving the semantics of such activities to the application programmer. As is the case
with other middleware standards, the Activity Service does not specify the implemen-
tation details of how the activities should be coordinated, only providing interfaces for
coordination to occur.

An activity containing component activities may impose a requirement on the Ac-
tivity Service implementation for managing these component activities. It must be
determined whether these component activities worked as specified or failed or termi-
nated exceptionally and how to map their completion to the enclosing activity’s out-
come. This is true whether the activities are strictly parallel, strictly sequential or some
combination of the two. In general, an activity (or some entity acting on its behalf)
that needs to co-ordinate the outcomes of component activities has to know what state
each component activity is in:
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• which are active
• which have completed and what their outcomes were
• which activities failed to complete

This knowledge needs to be related to its own eventual outcome. A responsible en-
tity may be required to handle the sub-activity outcomes, and this can be modelled as
an (distinguished) activity so that control flows can be made explicit. The activity
determines the collective outcome in the light of the various outcomes its component
activities present it with.

Action Signal Set

Application Framework
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Fig. 3. The role of the Activity Service.

The activity service meets the above requirements in a very simple manner. Basi-
cally, associated with each activity is an activity coordinator that can coordinate the
execution of constituent activities. In general, the coordination required can vary de-
pending upon the phase of the execution of the activity (e.g., starting, terminating), so
associated with a coordinator are one or more signal sets, each such set implementing
a specific coordination protocol. For example, a signal set could implement a two
phase commit protocol. Constituent activities are required to register themselves with
a given signal set of the coordinating activity; this is done by an activity registering an
action with the signal set. At an appropriate time, the coordinating activity triggers the
execution protocol implemented by one of its signal set by invoking a standard opera-
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tion; this leads to the set signalling each registered activity by invoking an operation
on the registered action. The signalled activity can now perform some specific com-
putation and return results (e.g., flush the data on to stable store and return ‘done’),
and this way the protocol advances. These aspects of activity coordination are dis-
cussed at length in the subsequent sections.

A very high level view of the role of the Activity Service is shown in fig. 3. It is not
expected that the operations in the Activity Services interfaces will be used directly by
end-user application programmers. When we talk about application programmers here
we mean those who write for example, application framework for workflow managers
or component management systems or who are extending the functionality of the
Containers of Enterprise Java Beans (EJBs).

3 The Activity Service Framework

3.1 Activities

An activity is a unit of (distributed) work that may, or may not be transactional. Dur-
ing its lifetime an activity may have transactional and non-transactional periods. An
activity may be composed of other activities. Each activity is represented by an activ-
ity object. An activity is created, made to run, and then completed. The result of a
completed activity is its outcome, which can be used to determine subsequent flow of
control to other activities. Activities can run over long periods of time and can thus be
suspended and then resumed later.

Demarcation signals of any kind are communicated to registered entities (actions)
through signals. For example, the termination of one activity may initiate the
start/restart of other activities in a workflow-like environment. Signals can be used to
infer a flow of control during the execution of an application. One of the keys to the
extensibility of this framework is the signal set whose implemented behaviour is pe-
culiar to the kind of extended transaction. The signal set is the entity that generates
signals that are sent to actions and processes the results returned to determine which
signal to send next. Similarly, the behaviour of an action will be peculiar to the ex-
tended transaction model of which it is a part. So as new types of extended transaction
models emerge, so will new signal set instances and associated actions. This allows a
single implementation of this framework to serve a large variety of extended transac-
tion models, each with its own idea of extended transactions, each with its own action
and signal set implementations. The Activity Service implementation will not need to
know the behaviour which is encapsulated in the actions and signal sets it is given,
merely interacting with their interfaces in an entirely uniform and transparent way.

3.2 Activity Coordination and Control

An activity may run for an arbitrary length of time, and may use atomic transactions at
arbitrary points during its lifetime. For example, consider fig. 4, which shows a series
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of connected activities co-operating during the lifetime of an application. The solid
ellipses represent transaction boundaries, whereas the dotted ellipses are activity
boundaries. Activity A1 uses two top-level transactions during its execution, whereas
A2 uses none. Additionally, transactional activity A3 has another transactional activity,
A3’ nested within it.

Fig. 4. Activity and transaction relationship.

3.2.1 Actions and Signals
An activity may decide to transmit activity specific data (Signals) to any number of
other activities at specific times during its lifetime, e.g., when it terminates. The re-
ceiving activities may either have been running and are waiting for a specific Signal,
or may be started by the receipt of the Signals. The information encoded within a
Signal will depend upon the implementation of the extended transaction model and
therefore the definition of the Signal is designed to accommodate this.

struct Signal
{
    string signal_name;
    string signal_set_name;
    any    application_specific_data;
};

To allow activities to be independent of the other activities, and also to allow the in-
sertion of arbitrary coordination and control points, Signals are sent to Actions. An
Action can then use the Signal in an application specific manner and return an indica-
tion of it having done so.

interface Action
{
    Outcome process_signal(in Signal sig)    

raises(ActionError);
};
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3.2.2 SignalSets
To drive the Signal and Action interactions an activity coordinator is associated with
each activity. Activities that require to be informed when another activity sends a
specific Signal can register an appropriate Action with that activity’s coordinator.
When the activity sends a Signal (e.g., at termination time), the coordinator’s role is to
forward this signal to all registered Actions and to deal with the outcomes generated
by the Actions.

interface SignalSet
{
   readonly attribute string signal_set_name;

   Signal get_signal (inout boolean lastSignal);
   Outcome get_outcome () raises(SignalSetActive);

   boolean set_response (in Outcome response,
                          out boolean nextSignal)
                            raises (SignalSetInactive);

   void set_completion_status (in CompletionStatus cs);
   CompletionStatus get_completion_status ();
};

The implementation of the coordinator will depend upon the type of extended
transaction model being used. For example, if a Sagas type model [6] is in use then a
compensation Signal may be required to be sent to Actions if a failure has happened,
whereas a coordinator for a CA action model [13] may be required to send a Signal
informing participants to perform exception resolution. Therefore, to enable the coor-
dinator to be configurable for different transaction models, the coordinator delegates
all Signal control to the SignalSet. Signals are associated with SignalSets and it is the
SignalSet that generates the Signals the coordinator passes to each Action. The set of
Signals a given SignalSet can generate may change from one use to another, for ex-
ample based upon the current status of the Activity or the responses from Actions. The
intelligence about which Signal to send to an Action is hidden within a SignalSet and
may be as complex or as simple as is required. Importantly, a SignalSet is dynamically
associated with an activity, and each activity can have a different SignalSet controlling
it.

The activity coordinator therefore interacts with the SignalSet to obtain the Signal
to send to registered Actions, and passes the results back to the SignalSet, which can
collate them into a single result (fig. 5). When a Signal is sent to an Action, the Sig-
nalSet is informed of the result generated by that Action to receiving and acting upon
that Signal; the SignalSet may then use that information when determining the nature
of the next Signal to send. When a given Signal has been sent to all registered Actions
the SignalSet will be asked by the coordinator for the next Signal to send.
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action action action action

activity coordinator

signal
set

get
signal

transmit signal

Fig. 5. Activity coordinator signalling actions.

Since it may not be possible to determine beforehand the set of Signals that will be
generated by a SignalSet, Actions register interest in SignalSets, rather than specific
Signals. Whenever a SignalSet generates any Signal, those Actions which have regis-
tered interest in that SignalSet will receive the Signal. An Action may register interest
in more than one SignalSet and an activity may use more than one SignalSet during its
lifetime (fig. 6).

As shown in fig. 7, a given SignalSet is assumed to implement a state machine,
whereby it starts off in the Waiting state until it is required by the Activity Coordinator
to send its first Signal, when it then either enters the Get Signal state or the End state
if it has no Signals to send. Once in the End state the SignalSet cannot provide any
further Signals and will not be reused. Once in the Get Signal state the SignalSet will
be asked for a new Signal until it enters the End state. A new Signal is only requested
from the SignalSet when all registered Actions have been sent the current Signal.

Activity
0..* 0..1

Action
0..*

1

Signal
Set

0..*

1..*

0..*

0..*

Signal

1

0..*

Fig. 6. Relationship of SignalSets, Signals, Actions and Activities.
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Waiting

Get Signal

Fig. 7. SignalSet state transition diagram.

With the exception of some predefined Signals and SignalSets, the majority of Sig-
nals and SignalSets will be defined and provided by the higher-level applications that
make use of this Activity Service framework. To use the generic framework provided
within this specification it is necessary for these higher-level applications to impose
application specific meanings upon Signals and SignalSets, i.e., to impose a structure
on their abstract form. Illustrative examples are given in section 4.

3.2.3 Treatment of Failure and Recovery
The failure of an individual activity may produce application specific inconsistencies
depending upon the type of activity.
• if the activity was involved within a transaction, then any state changes it may

have been making when the failure occurred will eventually be recovered auto-
matically by the transaction service.

• if the activity was not involved within a transaction, then application specific
compensation may be required.

• an application that consisted of the (possibly parallel) execution of many activities
(transactional or not) may still require some form of compensation to “recover”
committed state changes made by prior activities. For example, the application
shown in fig. 2.

Rather than distinguish between compensating and non-compensating activities, we
consider that the compensation of the state changes made by an activity is simply the
role of another activity. A compensating activity is simply performing further work on
behalf of the application. Just as application programmers are expected to write “nor-
mal” activities, they will therefore also be required to write “compensating” activities,
if such are needed. In general, it is only application programmers who possess suffi-
cient information about the role of data within the application and how it has been
manipulated over time to be able to compensate for the failure of activities. For exam-
ple, suitable Actions may be created that compensate for work performed by an Ac-
tivity, and triggered only if a specific SignalSet is used (see the example given in
section 4.2).

Recovering applications after failures, such as machine crashes or network parti-
tions, is an inherently complex problem: the states of objects in use prior to the failure
may be corrupt, and the references to objects held by remote clients may be invalid. At
a minimum, restoring an application after a failure may require making object states
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consistent. The advantage of using transactions to control operations on persistent
objects is that the transactions ensure the consistency of the objects, regardless of
whether or not failures occur.

Rather than mandate a particular means by which objects should make themselves
persistent, many transaction systems simply state the requirements they place on such
objects if they are to be made recoverable, and leave it up to the object implementers
to determine the best strategy for their object’s persistence. The transaction system
itself will have to make sufficient information persistent such that, in the event of a
failure and subsequent recovery, it can tell these objects whether to commit any state
changes or roll them back. However, it is typically not responsible for the application
object’s persistence.

In a similar way, we only state what the requirements are on such a service in the
event of a failure, and leave it to individual implementers to determine their own re-
covery mechanisms. Unlike in a traditional transactional system, where crash recovery
mechanisms are responsible for guaranteeing consistency of object data, the types of
extended transaction applications we envision using this service will typically also
require the ability to recover the activity structure that was present at the time of the
failure. This will then enable the activity application to then progress onwards. How-
ever, it is not possible for the Activity Service to perform such complete recovery on
its own; it will require the co-operation of the Transaction Service, the Activity Serv-
ice and the application. Since it is the application logic that imposes meaning on Ac-
tions, Signals, and SignalSets in order to drive the activities to completion during
normal (non-failure) execution, it is predominately this logic that is required to drive
recovery and ensure activity components become consistent.

The recovery requirements imposed on the Activity Service and the applications
that use it can be itemised as follows:
• application logic: the logic required to drive the activities during normal runtime

will be required during recovery in order to drive any in-flight activities to appli-
cation specific consistency. Since it is the application level that imposes meaning
on Actions, Signals, and SignalSets, it is predominately the application that is re-
sponsible for driving recovery.

• rebinding of the activity structure: any references to objects within the activity
structure which existed prior to the failure must be made valid after recovery.

• application object consistency: the states of all application objects must be re-
turned to some form of application specific consistency after a failure.

• recover actions and signal sets: any Actions and SignalSets used to drive the
activity application must be recovered.

Finally, a few words on the delivery of Signals. Minimally, the delivery semantics
for Signals is required to be at least once, although implementations are free to pro-
vide better deliver guarantees. This means that an Action may receive the same Signal
from an Activity multiple times, and must ensure that such invocations are idempo-
tent, i.e., that multiple invocations of the same Signal to an Action are the same as a
single invocation. Stronger delivery semantics - exactly once – can be provided by the
activity service itself making use of  the underlying transaction service.
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4 Examples

In this section we describe how the Activity Service can be used to support a variety
of coordination protocols, ranging from two-phase commit to workflow coordination.

4.1 Two-Phase Commit

We begin with a simple example illustrating how the Activity Service can be used to
implement the classic transaction commit protocol; fig. 8 shows the exchanges in-
volved when the transaction commits. The coordinating activity initiates commit by
invoking get_signal operation of its 2PCSignalSet. The Set returns a ‘prepare’ signal
that is sent to the first registered Action, whose response – done, rather than abort in
this case - is communicated to the Set (operation set_response); the Set returns the
prepare signal again that is then sent to the next registered Action and so forth.

 2PC SignalSet    Action   Activity Coordinator   

get_signal()

 Action   

“prepare”

set_response()

“prepare”

set_response()

get_signal()

“commit”

set_response()

“commit”

set_response()

get_outcome()

Fig. 8. Two-phase commit protocol with Signals, SignalSets and Actions.
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4.2 Nested Top-Level Transactions with Compensations

We next illustrate how coordination of transactional activities with compensation for
failures can be provided using the framework described. Consider the sequence of
transactions shown in fig. 9, and assume as before that solid ellipses represent transac-
tion boundaries and dotted ellipses represents an enclosing activity.

What we want to provide is the situation where within a top-level transaction (A),
the application can start a new top-level transaction (B) that can commit or rollback
independently of A. This scheme (also called open nested transactions [8])  can be
useful if resources are required for only a short duration of the transaction A (as in the
bulletin board example, section 2.1). If A subsequently commits then there is no
problem with application consistency. However, if A rolls back, then it is possible that
the work performed by B may be required to be undone (represented by transaction
!B).

A

B

!B

time

Fig. 9. Nested top-level transactions.

We make the following assumptions: (i) that each enclosing activity has a single
SignalSet that is used when the activity completes (say, the CompletionSignalSet), and
this SignalSet has Success, Failure and Propagate Signals, depending upon whether it
completes successfully (and has no dependencies on other activities), completes ab-
normally (aborts), or completes successfully but has other activity dependencies, re-
spectively; (ii) there is an Action that is responsible for starting !B if it receives the
Failure Signal from an enclosing activity (say, the CompensationAction);  the “state
transitions” for the Action are:
• If it receives the Success Signal then it can remove itself from the system.
• If it receives the Propagate Signal, then encoded within this Signal will be the

identity of an Activity it should register itself with. It must also remember that it
has been propagated.

• If it receives the Failure Signal and it has never been propagated then it can re-
move itself from the system. If the Action has been propagated then it should start
!B running, before removing itself.
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Then the above structure can be obtained in the following manner:
• When transaction A’s activity is begun, it registers with its coordinator the Com-

pletionSignalSet as the one to use when the activity terminates. At this point no
Actions are registered with that activity and hence with the SignalSet.

• When B is begun (and hence it’s enclosing activity is also started), the activity
registers the CompensationAction with B’s activity, i.e., it’s CompletionSignal-
Set.

• If B commits, the enclosing activity will terminate in the successful state, and the
CompletionSignalSet will have the coordinator send the Propagate Signal to the
registered CompensationAction. Encoded within this Signal will be the identity of
the activity to propagate to, i.e., A. The CompensationAction can then enlist itself
with A.

• If B rolls back, the enclosing activity will terminate in the failure state, and the
CompensationAction will do nothing when it receives the Failure Signal.

• If A subsequently commits, it’s enclosing activity’s CompletionSignalSet will
generate the Success Signal (since it has no dependencies on other activities),
which will be delivered to the CompensationAction. In this case, no compensation
is required, so the Action does nothing.

• On the other hand, if A subsequently rolls back, it’s enclosing activity’s Comple-
tionSignalSet will generate the Failure Signal, and the CompensationAction will
start !B to undo B.

4.3 LRUOW: Long Running Unit Of Work

The LRUOW model described in [14] is another extended transaction model to sup-
port long-running transactions. It combines some of the semantics of nested transac-
tions and type-specific concurrency control; it relies on being able to execute long-
running transactions in two phases: the rehearsal phase, where the work is performed
without recourse to serializability and which may take an arbitrary amount of time and
the performance phase, where the work is confirmed (committed)  only if suitable
locks and consistency criteria can be obtained on the data. In order to do this, it is
necessary to have sufficient support from the resources used within the transactions,
and to be able to specify operation predicates.

The LRUOW model could be implemented on the activity service infrastructure
using a Rehearsal SignalSet and a Performance SignalSet. Each LRUOW resource
could register a suitable Action with each SignalSet which would be driven when the
activity completes. The higher-level API proposed in [14] would still be applicable,
but would be mapped down to using these SignalSets and Actions. Each transaction
would also be enclosed within an activity, which would be responsible for propagating
resources from the child to the parent if the transaction completes successfully. This
has the advantage that no modification to existing transaction systems would be re-
quired.
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4.4 Workflow Coordination

Transactional workflow systems with scripting facilities for expressing the composi-
tion of an activity (a business process) offer a flexible way of building application
specific extended transactions. Here we describe how the Activity Service Framework
can be utilised for coordinating workflow activities. The SignalSet required to coordi-
nate a business activity contains four signals, “start”, “start_ack”, “outcome” and
“outcome_ack”.
• start: signal is sent from a “parent” activity to a “child” activity, to indicate that

the “child” activity should start. The application_specific_data part of the signal
contains the information required to parameterise the starting of the activity.

• start_ack: signal is sent from a “child” activity to a “parent” activity, as the return
part of a “start” signal,  to acknowledge that the “child” activity has started.

• outcome: signal is sent from a “child” activity to a “parent” activity, to indicate
that the “child” activity has completed. The application_specific_data part of the
signal contains the information about the outcome of the activity, e.g., whether or
not it completed successfully.

• outcome_ack: signal is sent from a “parent” activity to a “child” activity, as the
return part of an “outcome” signal, to acknowledge that the “parent” activity has
completed.

The interaction depicted in fig. 10 is activity a coordinating the parallel execution
of b and c followed by d.

Referring to fig. 1 we can tie an activity to a single top-level transaction, such that
when an activity begins (e.g., t1) it immediately starts a new transaction. A coordi-
nating activity (implied by the dotted ellipse in the figure) would send appropriate
“start” Signals, and wait for the “outcome” Signals to occur.

To do this, each potential activity registers an Action with a specific SignalSet at
the coordinating activity (the parent); each activity that needs to be started for a spe-
cific event would register an Action with a specific SignalSet, e.g., t2 and t3 would
register with the same SignalSet since they need to be started together, whereas t4
would be registered with a separate SignalSet.

Whenever a child activity is started the parent activity registers an Action with it
that is used to deliver the “outcome” Signal to the parent. Let’s assume that each child
activity has a Completed SignalSet to facilitate this. When a child activity terminates,
it uses the Completed SignalSet to send a Signal to the parent’s registered Action. The
content of this Signal will contain sufficient information for the parent to determine
the outcome of the activity, and use this to control the flow of activities appropriately.

For example, in fig. 2, the parent activity would receive a successful termination
outcome from t1, which would cause it to send “start” Signals to t2 and t3 via their
registered Actions. When they both complete successfully (i.e., sent “outcome” Sig-
nals), it can then start t4. However, if t4 sends a failure outcome, or simply fails to
send any outcome (e.g., it crashes), the parent activity can use this information to start
tc1 in order to do the compensation.
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Fig. 10. Workflow coordination.

The task (i.e., activity) coordination scheme used in the OPENflow transactional
workflow management system [15] is very similar to the above scheme. Here, associ-
ated with each task is a transactional task controller object. The purpose of a task
controller is to receive notifications of outputs of other task controllers and use this
information to determine when its associated task can be started. The task controller is
also responsible for propagating notifications of outputs of its task to other interested
task controllers.

5 Concluding Remarks

Although it has long been realised that ACID transactions by themselves are not ade-
quate for structuring long-lived applications and much research work has been done on
developing specific extended transaction models, no middleware support for building
extended transactions is currently available and the situation remains that a program-
mer often has to develop application specific mechanisms. The CORBA Activity
Service Framework described in this paper is a way out of this situation; it provides a
general purpose event signalling mechanism that can be programmed to enable activi-
ties to coordinate each other in a manner prescribed by the model under consideration.

Through a number of examples we have shown that the Framework has the flexi-
bility to support a wide variety of extended transaction models. The framework is
deliberately designed to give a great deal of flexibility to higher-level services. For
example, coordination points (places where the activity coordinator can communicate
with its enrolled participants) may occur as many times as required and at arbitrary
points during the activity’s lifetime. Although all of the extended transaction models
we present in this paper only require coordination at the end of the activity, others
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(such as split transactions [16]) do not. In addition, we do not know what requirements
will exist for future extended transaction models.

At the time of writing (July 2001), the specification on which this paper is based
has just been adopted by the OMG. Work is also underway (through the Java Commu-
nity Process) to incorporate the Activity Service approach to extended transactions in
the next version of J2EE [17]. No implementations of the framework exist yet, al-
though we know of several that are under development. As such, it is not possible to
give a comparative evaluation of implementing a specific extended transaction model
using this framework and implementing the model without it. This is a topic for fur-
ther investigation.
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Abstract. Before using middleware in critical systems, integrators need
information on the robustness of the software. This includes having a
clear idea of the failure modes of middleware candidates, including their
core and side elements. In this paper we describe ongoing work on the
failure mode analysis of corba-based middleware. Our initial work tar-
gets the corba Name Service, and the characterization is addressed using
fault injection techniques. We present the results of injecting corrupted
messages at the targeted middleware. Our experiments have been per-
formed on four different implementations, and some comparisons are pro-
vided. First lessons learnt from these experiments, from a critical system
integrator’s viewpoint, are also reported.

1 Introduction

Middleware is being applied to an increasingly wide range of application do-
mains, including critical applications such as Air Traffic Control systems, elec-
tronic interlocking systems in railways, and space platforms. In these application
domains, dependability issues are of prime importance. The failure of these sys-
tems may put human lives at risk, or cause significant economic losses. However,
there has been little published work on the dependability characterization of
middleware. Information on the robustness of middleware implementations is
useful from two points of view:

– Assisting system integrators in selecting the middleware candidate that is
best suited to their requirements;

– Aiding middleware implementers by providing data on vulnerable points
of their software, which may suggest alternative design or implementation
techniques.

The analysis of system behaviour in the presence of faults is a crucial and
complex issue. Faults can impact all system layers, and their effect may prop-
agate from one layer to the other. The failure modes of a middleware can thus
be very much dependent on the failure modes of the underlying operating sys-
tem. In addition, the behaviour of the system depends on the types of faults to
which it is exposed. These encompass design and physical faults. The interest of
the results that can be obtained rely on the fault assumptions which are made
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for the experiments, and on the assumptions made concerning the behaviour of
companion components in the system.

The long-term objective of this work is to address multiple facets of the
characterization of a middleware implementation. Our first work presented here
focuses on the characterization of the corba Naming Service, which constitutes
a single point of failure in most corba-based systems.

The paper is organized as follows. In Section 2, we introduce terminology
from the dependability community, and present the experimental dependability
characterization technique that we have applied to the corba Naming Service.
In Section 3, we describe the overall methodology, including the fault assump-
tions, the classification of the possible failure modes, and our experimental setup.
We then summarize the experimental results obtained in Section 4, and discuss
related work in Section 5. Section 6 presents some first lessons which can be
learned from our work, from the viewpoint of a system integrator, and we draw
the conclusions in Section 7.

2 Dependability and Failure Modes

The dependability of a system is defined as the ability to place a justified reliance
in the service it delivers [1]. When a system no longer delivers the service that
is expected of it, it is said to have failed. Failure occurs at the interface of the
system with its environment, and results from the perception of an erroneous
internal state. The hypothesized origin of this error is called a fault. Thus, there
is a causal chain from fault to error to failure.

Users of a component need to reach a certain level of confidence in its ability
correctly to deliver service. One process towards reaching this confidence is the
analysis of the component’s failure modes. An understanding of a component’s
behaviour in the presence of faults can be used by system integrators to decide
on the mechanisms to be used to tolerate the remaining faults.

There are two main approaches to obtaining information on a component’s
failure modes: (i) analysis of error logs from a large number of operational sys-
tems, as in [2], or (ii) by simulating faults and observing the resulting behaviour.
The first approach relies on error information obtained either from logs main-
tained by system administrators or from automatic surveillance mechanisms pro-
vided by the system. The former are often subjective, incomplete and not always
available. The latter generally provide more structured information and thus are
more appropriate for later analysis. However, faulty conditions are rare and thus
obtaining a sufficient set of data is problematic, since the observation of a large
population of identical systems during a long period is often impossible.

The second approach for failure mode characterization is mainly based on
fault injection techniques. Fault injection experiments enable the robustness of
the target component to be analyzed from different viewpoints, depending on the
way the target component is corrupted. This approach can trigger the system’s
error detection mechanisms more frequently and also observe how it behaves
when the error detection coverage is not 100%, as is usually the case for complex
systems.
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2.1 Fault Injection

Fault injection is a well-known dependability characterization technique [3],
which studies a system’s reaction to abnormal conditions. It is a testing ap-
proach that is complementary to analytical approaches, and which allows the
examination of system states which would not be reached by conventional func-
tional testing. The aim of fault injection is to simulate the effect of real faults
impacting a target system, namely the error due to the activation of a fault.

A number of fault injection techniques have been developed. Physical fault
injection (e.g., heavy-ion and electromagnetic perturbations, pin-level fault injec-
tion) was the initial type of technique used (stuck-at-1, stuck-at-0, bit-flips) [4].
Due to the complexity and the speed of modern integrated circuits, Software-
Implemented Fault Injection (SWIFI) techniques are often preferred. In this
technique, the corruption is performed by a software tool, and can target differ-
ent components or different layers in a system (operating system kernel, system
services, middleware components). This approach is very generic and flexible,
since a large variety of fault models can be used. Several studies have shown
that a single bit-flip leads to similar errors to those produced by physical fault
injection techniques (e.g., [5,6]), and also that they simulate errors produced by
software faults [7] fairly faithfully.

The target for the fault injection can either be the interface of a software
component, or its internal address space. Targeting the interface assesses the
component’s robustness, its ability to function correctly in the presence of invalid
inputs and stressful environmental conditions. It is a useful way of evaluating
the probability of error propagation from one system component to another.
Targeting the address space assesses the impact on the component’s behaviour
of internal corruptions, resulting either from physical faults or a software faults.

An ideal component would be able immediately to detect the effects of a
fault. Its internal error detection mechanisms (such as behavioural checks and
executable assertions) would detect the incorrect inputs or the perturbation of
the component’s state or behaviour, and signal the problem to interacting com-
ponents. In practice, this is not always the case, particularly with off-the-shelf
components where dependability may not be an important criterion. The outputs
of a fault injection campaign are thus interesting to (i) discover weak or missing
error detection mechanisms and to (ii) identify the unexpected behaviour that
must be taken into account at upper layers of the system. Experimental failure
mode analysis is thus an input for the design of error confinement wrappers and
fault tolerance mechanisms. This last statement shows the important place of
fault injection experiments in the design and the implementation of fault tolerant
systems.

Several factors must be considered before launching a fault injection cam-
paign:

– the fault model: which classes of errors to insert, where to insert them,
and when? The injection may be triggered by the occurrence of an event
of interest, or occur after a predetermined time period. The fault may be
transient in nature (e.g, a single bit-flip), or permanent (e.g., a bit remains
stuck at zero).
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– the observations: how to detect and classify the failure modes? This can be
delicate in a distributed system, where failures can be partial.

– the workload: what operational profile or simulated system activity should
be applied during the experiment?

There is a considerable body of work applying fault injection for the charac-
terization of operating systems (such as the Ballista work on robustness testing
of posix-compliant operating systems [8]), and real-time kernels (such as [9],
which assesses the behaviour of real-time microkernels in the presence of both
external and internal faults). Fault injection has also been applied to network
protocol stacks, for example [10] on the characterization of TCP stacks in Unix
operating systems. However, there has been little published work targeting mid-
dleware. In the next section we describe the methodology we have followed for
our fault injection experiments targeting the corba Name Service.

3 Methodology

In this section, we present the experimental target that we have chosen for our
fault injection experiments, and describe the fault model that we have used. We
then explain the classification of failure modes that we have chosen, and describe
our experimental setup.

3.1 Experimental Target

Our dependability characterization work has so far concentrated on middleware
services, specifically the corba Name Service [11]. This service provides a hier-
archical directory for object references, allowing server applications to register
a service under a symbolic name, and clients to obtain references by resolving a
name.

We chose this target since its standardized interface makes it easy to compare
different implementations of the service. Furthermore, the Name Service may
constitute a single point of failure in a corba-based system: while it is possible
to deploy applications without using a naming or trading service, by allocating
object references statically, most systems require the dynamicity provided by
this service.

We believe that the failure modes exhibited by a vendor’s implementation
of the name service will also be present, to a significant extent, in other appli-
cations built using the vendor’s corba ORB. Indeed, a vendor’s name service
implementation is typically composed of a certain amount of application code
implementing the service-specific functionality, which is linked with the vendor’s
shared library implementing its ORB. A significant proportion of the robustness
failings we have observed are relatively low level, and thus more likely to come
from the ORB library than from the application code; we would therefore expect
that they will also be present in other applications using the ORB.



220 E. Marsden and J.-C. Fabre

3.2 Fault Model

Middleware-based systems are more complicated from an architectural point of
view than centralized systems, and are consequently exposed to a wider range
of classes of faults:

– physical faults affecting RAM or the processor’s registers (so-called Single
Event Upsets or soft errors [12]), for example bitflips due to cosmic radiation.

– software faults (design or programming errors) at the application, middle-
ware and operating system levels. For instance, an application may pass a
NULL pointer to the middleware, or the middleware may omit checking of
error codes returned by the operating system. Previous work described in
Section 5 has investigated the impact of this class of faults.

– “environmental” faults, such as the interruption of network connections and
disk-full conditions. Exhaustion of resources, such as RAM (due to memory
management problems, common in corba applications) and file descriptors,
arises from “process aging”. These conditions will generally be signalled to
the middleware by the operating system; a robust implementation should
propagate the condition gracefully to the application level, typically by rais-
ing an exception.

– communication errors, such as message loss, duplication, reordering or cor-
ruption. While this class of fault is widely assumed not to affect middleware
that builds on a reliable network transport protocol, as is the case of corba’s
IIOP, recent research discussed below suggests that these classes of error de-
serve attention.

Our work investigates the impact of the last category of faults: corrupt
method invocations arriving over the network. Our experiments consist of send-
ing a corrupted request to the target, and observing its behaviour. This fault
model simulates three different classes of faults:

– transient physical faults in the communication subsystem, resulting for ex-
ample from faulty memory banks in routers, or faulty DMA transfers with
the network interface card.
Network corruption, even over reliable transport protocols such as TCP (on
which IIOP is based), is more frequent than is commonly assumed. Based
on analysis of traffic traces on a LAN and the Internet, [13] reports that
approximately one packet in 32000 fails the TCP checksum, and that between
one in a few millions and one in 10 billion packets are delivered corrupted
to the application level. This is because the 16-bit checksum used in TCP
is not able to detect certain errors. While this proportion is very small, it is
non-negligible given the high capacity of modern LANs.

– propagation to the target of a fault that occurred on a remote machine
interacting with the target. The fault may have affected the remote operating
system kernel, its protocol stack implementation, or the remote ORB, leading
to the emission of a corrupted request.
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– malicious faults, such as denial of service attacks against the target1. Given
the pivotal rôle of the name service in most corba-based systems, an at-
tacker who can crash the service may be able to cause the entire system to
fail. We note, however, that most corba systems will be deployed on private
networks where all parties can be assumed to be trustworthy.

A general characteristic of fault injection is that the errors which are pro-
voked can simulate the effects of various types of faults: physical, design and
implementation, which affect different parts of the system. Different faults often
lead to similar classes of errors. We wish to reproduce these errors to assess their
impact at the middleware level.

The types of errors we have investigated are single bitflips and the zeroing of
two successive bytes in a message. These are among the most common patterns
of corruption identified in [13], and we presume that they are representative of
error propagation from remote machines.

There are several possible means of injecting these faults. We could use dedi-
cated network hardware, but this is cumbersome and expensive. Using software-
implemented fault injection, we could inject faults at the protocol transport layer
(for example by instrumenting the operating system’s network stack, as in [14]).
However, this form of corruption has a very high probability of being detected
by the remote host’s network stack, and therefore of not being delivered to the
middleware. Consequently, we choose to inject the fault at the application level,
before the data is encapsulated by the transport layer. In this way we simulate
the proportion of corrupt packets that TCP incorrectly delivers as being valid.

3.3 Failure Modes

Although the classification of failure modes may depend on the target compo-
nent, the various possible outcomes of a component’s behaviour in the presence
of faults are similar. Roughly speaking, either the fault is successfully detected by
various error detection mechanisms (behavioural checks, executable assertions,
hardware mechanisms, etc.) and signalled by different means (error status, ex-
ceptions, interrupts, etc.) to the interacting components, or it is not.

The latter case is the more difficult to classify. The first possible situation is
the crash or the hang of the target component. Observing this situation involves
external mechanisms that control the liveness of the component under test. When
no crash or hang are observed, then more subtle mechanisms must be used to
distinguish the correct outcomes of the target. In testing, this is known as the
notion of oracle. This oracle must be defined beforehand and is part of both the
activation profile of the component under test and the fault injection campaign
at runtime. Indeed, during a test experiment, the outputs of the component must
1 However, our work is not a realistic study of malicious faults. The errors we simulate
in our experiments are unlikely to be representative of the activities of a malicious
user of the system, who is likely to employ more sophisticated sequences of un-
expected inputs than single bitflips. Robustness is a necessary, but not sufficient,
characteristic of survivable systems.
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be obtained to be compared (at the end) to the oracle. This is the only way to
detect incorrect behaviour of the target component during the test phase, when
built-in error detection mechanisms fail.

We classify the experimental outcomes for injections targeting the name ser-
vice as follows:

– Kernel crash: the machine hosting the service becomes inaccessible from the
network. We test for this condition by attempting to execute a command
from a remote machine.

– Service crash: attempts to establish a network connection to the service are
refused. Typically this means that the process implementing the service has
died.

– Service hang: the service accepts the incoming connection, but does not
reply within a given time span. Note that this does not necessarily mean
that other clients of the service are blocked, since processing may continue
in other threads.

– Application failure (error propagation to the application level): the service
starts returning erroneous results to clients. We assume conservatively that
error propagation to the application causes an application failure.

– Exception: an invocation of the service results in a corba exception being
raised. We distinguish between System Exceptions (which come from the
ORB) and User Exceptions (which are raised at the application level).

These failure modes are not exclusive: for example a service crash will gen-
erally result in clients of the service receiving an exception indicating that a
communication error has occurred. In the results we provide below, each exper-
iment is classified according to the most serious failure mode observed by the
testbed.

The observation of these failure modes is a crucial issue in a fault injection
campaign. It is difficult to achieve 100% coverage of the error detection mecha-
nisms, so some failures may be undetected. In particular, since all fault injection
experiments are finite in time, it is possible for an injected fault not to lead
to any observable effect during the duration of the experiment. This does not
necessarily mean that the fault has no impact, since its effect may be postponed
(notion of error latency).

These failure modes are not equivalent from a dependability point of view.
Signalling an exception is the “best” experimental outcome, since the service re-
mains available to other users, and the application can decide on the most appro-
priate recovery action, such as retrying the operation (in the case of a TRANSIENT
exception) or deciding to use an alternative service (for COMM_FAILURE). It
is important that the exception provide as much information as possible:
COMM_FAILURE is more useful than UNKNOWN, since in the latter case the ap-
plication has less information on which to base its recovery strategy.

The most serious failure mode is error propagation to the application level:
indeed, any fault tolerance mechanisms implemented at the application level
will not be activated, and the error is free to propagate to the system’s service
interface. The kernel and service crash, and service hang failure modes, while
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not positive outcomes, are considered less serious, since they can be detected
and masked by system-dependent mechanisms such as watchdog timers.

3.4 Experimental Setup

The infrastructure we use to support our fault injection experiments consists of
the following components:

– the workload application, which activates the target service’s functionality
(the workload runs on a different machine from the service);

– the fault injector, which sends a corrupted request to the target once the
workload has been running for a certain time span;

– monitoring components, which observe the behaviour of the target and log
their observations to an SQL database;

– offline data analysis tools.

Our workload application repeatedly constructs a naming graph, resolves
names against this graph, and then destroys the graph. Since the graph is built
up in a deterministic way, the workload is able to check that the results returned
by the service are correct (it plays the rôle of oracle with respect to the functional
specification of the service). If the workload detects an anomaly in the operation
of the target service, such as an incorrect result, this is signalled as an application
failure. If it receives an exception from the target, it signals the appropriate
exception outcome.

Each experiment corresponds to a single injected fault. A controller process
launches the target service and obtains its object reference (in the implemen-
tations which we have targeted, the name service is implemented as a Unix
dæmon). It then starts the workload application, passing it the service’s refer-
ence. After 20 seconds, the fault injector sends a corrupted resolve request to
the target service (for a name which has not been given a binding) and waits
for the reply. The expected reply is a NotFound exception raised by the naming
service. If no reply arrives within 20 seconds, a ServiceHang failure mode is sig-
nalled. At the end of the experiment, the monitoring components check for the
presence of the different failure modes by trying to launch a command on the
target host, checking for returned exceptions, etc.

For each target implementation, a fault injection campaign involves running
an experiment for each bit or byte position in the resolve request. A campaign
lasts around 48 hours per target for the bitflip fault model.

4 Experimental Results

4.1 Target Implementations

We have carried out our experiments on four implementations of the corba
Name Service:

– omniORB 2.8, by AT&T Laboratories, Cambridge. Freely available under
the GNU General Public Licence. Implemented in C++.
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– ORBit 0.5.0, also available under the GNU General Public Licence, and
implemented in C.

– ORBacus 4.0.4, a commercial product from Object Oriented Concepts, im-
plemented in C++.

– the tnameserv bundled with version 1.3 of Sun’s Java SDK.

All experiments were carried out on workstations running the Solaris 2.7
operating system, connected by a 100Mb/s Ethernet LAN. While we tried to
make the experimental conditions as similar as possible across experiments, a
number of factors require particular attention:

– persistency: the omniORB implementation maintains log files so as to pro-
vide persistency across service shutdowns. To ensure a fresh environment
for each experiment, we erase these log files before starting the service. The
ORBacus implementation can be configured to use log files, but we do not
enable them in our experiments. The two other tested implementations do
not support persistency.

– number of experiments: as mentioned earlier, we perform experiments for
each bit or byte position in the corrupted method invocation. corba method
invocations contain an ORB-dependent parameter called the service context
(which can be used to propagate implementation-specific data and implicitly
propagate transactions). The size of this parameter differs slightly between
ORB implementations, so the exact number of experiments changes slightly
from target to target.

– the ORBit implementation defaults to using non-interoperable object refer-
ences. We configured it to use standard IIOP profiles.

– we do not reboot the machines after each experiment (this is justified by the
fact that we have not observed any host crashes).

In certain experiments, we observe several failure modes: for example a Sys-
temException coupled with a ServiceCrash. In the figures presented below, the
failure modes are classified according to gravity, and for each experiment the
most serious mode is selected.

4.2 Analysis of Results

In this section we present the results of our fault injection experiments, for both
the double-zero and bitflip fault models. More general analysis from a dependable
system integrator’s perspective is presented in Section 6.

Figure 1 compares the experimental outcomes for each target implementa-
tion, for the double-zero fault model. The outcomes whose names in the legend
are in capital letters correspond to corba SystemExceptions. The NotFound
outcome is a corba application-level exception raised by the naming service
when it cannot resolve a name; this is the expected behaviour of the service for
our experiments. The sum of the vertical bars for each target is 100%.

A first remark is that we have not observed any cases of error propagation to
the application level, which is a positive point. However, there are a relatively
large proportion of service hangs and crashes.
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Fig. 1. Experimental outcomes for double-zero fault model

As stated earlier, our service hang failure mode does not imply that other
clients of the naming service are blocked; we only consider the time taken to reply
to the corrupted invocation. However, given its relative frequency, it is one of the
more serious dependability problems we have identified. The upcoming corba
2.4 specification allows clients to specify timeouts on their requests, which would
be helpful for detecting this type of situation without resorting to application-
level watchdog mechanisms. Some of the implementations tested already support
these interfaces or provide similar mechanisms.

Examining the details of the breakdown of corba exceptions, we observe
that the Java implementation raises very few COMM_FAILURE exceptions, but a
larger proportion of UNKNOWN exceptions (this exception is raised by an ORB
when it detects an error in the server execution whose cause it cannot determine
– for example, in Java, an attempt to dereference a null pointer). UNKNOWN is a less
useful exception to signal to the application layer, since it conveys no information
on the cause of the exception, so from this point of view the Java ORB can
be considered less robust. The ORBacus service raises a greater proportion of
MARSHAL exceptions, which indicates that its marshalling code does more error
checking than other implementations (a positive point from a robustness point
of view); ORBit does not raise MARSHAL exceptions.

The proportion of OBJECT_NOT_EXIST exceptions, which the ORB uses to
signal that the object reference against which the method was invoked does not
exist, is very similar between implementations. This is to be expected, since an
ORB is required to check the validity of this value before dispatching the method
invocation. A similar remark can be made for the BAD_OPERATION exception.
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Fig. 2. Experimental outcomes for bitflip fault model

Influence of the error position. Figures 1 and 2 aggregate the results of
faults injected at each possible position in the message. It is also interesting to
examine the failure modes as a function of the position in the message where the
fault was injected. For example, when the fault affects the part of the message
which identifies the invoked operation, primarily BAD_OPERATION exceptions are
signalled, as would be expected. Similarly, faults injected in the first few bytes of
the IIOP request (which contain a special signature which identifies the message
type) result mainly in COMM_FAILURE exceptions.

When the fault affects the header bits encoding the message’s length, we
mostly observe service hangs. Given that there are 32 bits to encode the message
length, and that our messages are relatively short (around 900 bits), a bitflip in
this zone is likely to increase the announced message length, so the service waits
to read more data than will actually arrive.

Differences between fault models. Figure 2 shows the experimental out-
comes for each target implementation for the bitflip fault model. The results
differ slightly from those for the double-zero fault model. The first difference be-
tween the results from the two fault models is the appearance of a InvalidName
exception which is not provoked by the double-zero fault model. This exception
is raised by the naming service either when the name it is asked to resolve is
empty, or –more likely in our case– when the name contains an invalid character.

A second observation is that the bitflip fault model results in a greater pro-
portion of MARSHAL and NotFound exceptions. In the latter case, the difference
is likely to be due to the service masking certain errors. Indeed, certain bits
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in an IIOP message are unused. For example, the byte order of a message is
represented by a zero or a one marshalled into an octet; seven of these bits are
not significant, and so their corruption may not be detected by the ORB. In
contrast, a double-zero error is unlikely to escape the notice of the ORB.

Certain other phenomena, such as the small proportion of COMM_FAILURE and
BAD_OPERATION exceptions raised by JavaORB for the bitflip fault model, are
more difficult to explain.

Internal error checking mechanisms. The ORBacus service was compiled
in its default configuration, without disactivating internal “can’t happen” asser-
tions. When these assertions fail, the program voluntarily exits using the abort
procedure. This leads to ORBacus showing a relatively high proportion of ser-
vice failures, some of which could be avoided by using a different configuration.
The omniORB implementation can be configured at runtime to abort when it
detects an internal error, but we did not enable this feature.

System call trace analysis. Our testbed allows us to obtain system call traces
and execution stack backtraces of the target process. These show that different
middleware implementations activate the operating system in different ways.
For instance, the ORBacus implementation makes a large number of lwp_mutex
and lwp_sema calls, which enable the synchronization of threads, whereas the
omniORB implementation uses a much narrower range of system calls, primarily
for reading and writing to the network and to its log file.

The system call traces also illustrate differences in the level of internal error
checking between ORB implementations. For example, when faults are injected
into certain bit positions, the ORBit implementation causes a segmentation vi-
olation while decoding the corrupted message, and is forcibly aborted by the
operating system. In contrast, the ORBacus implementation sometimes detects
the corruption internally, and is able to print a warning message indicating the
position in the program where the error was detected, before voluntarily abort-
ing. This lack of internal error checking is a reasonable implementation decision
for ORBit, since its primary design goals are high performance and a small
footprint.

5 Related Work

There has been little research on middleware dependability characterization.
Indeed, we know of no quantitative data on the failure rates of middleware-
based systems, whereas this topic has been extensively studied for mainframe-
type applications.

The most interesting work in middleware failure mode analysis through fault
injection is [15], which reports on robustness testing of a number of corba imple-
mentations with respect to corrupted invocations of a portion of the client-side
interface exposed by an ORB. For example, the object_to_string operation,
which converts an object reference into a textual representation, is invoked with
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an invalid object reference, to see whether the ORB crashes or hangs or signals
an exception. This work has only targeted client-side operations; activity that
involves interaction between a client and a server is not covered.

The Ballista methodology has also been applied to embedded automotive
software built on CAN (Control Area Network), injecting faults such as message
loss and reception delays [16].

There has been some work [17] comparing the robustness of corba and
dcom applications with respect to high-level failures. The faults considered are
hangs and crashes of threads, processes and machines. Similarly to our results,
the authors found a significant proportion of application hangs, which led them
to recommend the use of application-level watchdog mechanisms. [18] used fault
injection to evaluate the ability of fault tolerance middleware (Microsoft Cluster
Server and NT-SwiFT from Bell Labs, which monitor processes and restart them
upon failure) to improve the reliability of web and SQL services.

We are not aware of other characterization work on corba using fault in-
jection. Other validation efforts have used a functional testing approach (such
as the CORVAL project, which aims to test the functional correctness and the
interoperability of ORB implementations) or have concentrated on performance
evaluation (e.g., [19]).

6 First Lessons Learned

The experimental results presented in Section 4 show a relatively large variability
of behaviour of the target candidates in the presence of faults. This demonstrates
that, although the service’s interface is standardized, a particular candidate’s
behaviour depends on the design and implementation decisions made by the
vendor. In this section, we adopt the viewpoint of a system integrator who must
select a candidate implementation for a safety critical system.

As such, we rank first candidates that deliver significant error reporting in-
formation, i.e., those which exhibit fewer service hangs and UNKNOWN exceptions.
These are the most problematic failure modes when deciding on fault tolerance
strategies and error recovery mechanisms that can meet the system’s depend-
ability requirements.

By grouping all the exceptions except for UNKNOWN together, we obtain the
percentages for the bitflip fault model shown in Table 1.

Table 1. Ranking of service implementations

Implementation Exception UNKNOWN Service Hang Service Crash
ORBacus 88.0 1.3 6.1 4.6
omniORB 79.5 0.6 19.3 0.6
ORBit 76.6 0.0 15.8 7.6

Java SDK 58.0 20.3 20.7 1.0
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From this viewpoint, the ORBacus and omniORB implementations exhibit
the safest behaviour: more significant exceptions are reported, i.e., fewer UNKNOWN
exceptions, and there is a smaller proportion of service hangs. ORBacus has
a relatively high rate of service failure, which (as discussed in Section 4.2) is
partly due to the configuration we chose. This type of reaction to abnormal
situations is not necessarily a negative point from a dependability viewpoint.
Many fault tolerance strategies, particularly in a distributed computing context,
make a fail silence assumption, which requires components to produce either
correct results, or none. Silent failures can successfully be handled by replication,
either by using identical copies located on different sites, to deal with physical
or environmental faults [20], or by using diversified copies to protect against
software faults [21].

We also observed in the experiments that the behaviour depends on the fault
model. The results obtained with double zeroing and bitflips lead to a different
statistical distribution of the failure modes. However, the resulting numbers do
not disturb the ranking given in Table 1. Many issues can influence the observed
results. Nevertheless both types of experiments leading to the same conclusions
reinforce the confidence one can have in the ranking.

Clearly, many other aspects of middleware dependability must be taken into
account in the final selection of a candidate. In particular, the effects of other
classes of faults need to be investigated. From this viewpoint, the work done by
the Ballista project [15], which uses a different fault model and targets a different
part of the middleware, is complementary to ours.

7 Conclusions and Future Work

This paper has presented an experimental robustness evaluation method for
corba-based services, and results of experiments targeting four implementations
of the corba Name Service. These experiments evaluate the effect of corrupted
method invocations at the middleware level.

The implementations we have tested show a non-negligible number of ro-
bustness weaknesses, but we have not observed cases of error propagation from
the middleware to the application level. Our results suggest that the robustness
of corba-based systems would be enhanced by the addition of an application-
level checksum to giop. The achieved failure mode characterization aids in the
selection of a candidate middleware implementation for critical systems, and
helps system integrators decide on the error detection and recovery mechanisms,
fault tolerance strategies and architectural solutions that are needed to meet
dependability requirements.

Our technique is non-intrusive, and (thanks to the transparency provided
by corba) easy to port, both to new implementations of the service, and to
alternative operating environments (operating system, hardware platform). The
approach could also be applied to assess the robustness of other corba services,
by modifying the workload and the fault injector.

We plan to continue this work in several directions. Our fault injection tools
will be improved to obtain measures of error detection latencies. We plan to
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investigate the influence of the operating system on service behaviour in the
presence of faults, by carrying out experiments on Windows2000 and Linux. We
would also like to examine the influence of system and network load on the ser-
vice’s failure modes, since previous research on fault injection has shown that
error propagation is more likely under heavy load. More generally, we plan to
conduct further fault injection experiments using other fault models, including
RAM bitflips to simulate the effect of transient hardware faults, and code mu-
tation techniques to study the effect of software faults.
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Abstract. This research focuses on the development of a generic home network
architecture and related middleware for supporting interoperability between
ubiquitous consumer devices and computing devices in the home. In order to
build a practical home network, design criteria are discussed, including real-
time constraints and interoperability between heterogeneous protocols. As a re-
sult, a vertically configurable home network architecture and real-time middle-
ware, called ROOM-BRIDGE, are presented that meet the design criteria.
ROOM-BRIDGE is specially designed and implemented using an IEEE1394
backbone network to provide the proposed network architecture with a guaran-
tee of seamless and reliable communication between heterogeneous sub-
networks and ubiquitous devices in the home. The performance of the proposed
network architecture and ROOM-BRIDGE was verified by prototype imple-
mentation and testing using a home network test bed.

1   Introduction

The home is a typical ubiquitous computing environment as it contains many types of
consumer devices and computing devices. Intensive research efforts have been made
to build a practical home network [1,2], however, at this point there is an overabun-
dance of protocols and middleware systems in the home network industry, with no
clear winner to cover all services in the home. This is basically because a home net-
work requires multiple services, whereas most protocols have only been designed to
support a specific service. The currently existing protocols and middleware systems
can be categorized into three major services [1,2].  The first is home automation serv-
ices, including the remote control of room temperature, lighting, or windows, plus the
implementation of electric or gas telemetry. Since this type of network must be very
reliable and safe, it is normally implemented using solutions in a control area network
[4,8], originating from the building and factory automation industries. The second is
home theatre services through an audio/video(A/V) network. This type of network
connects various kinds of audio and video devices, including TVs, VCRs, camcorders,
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and so on. IEEE1394 is one of the de facto standard protocols in this A/V field and is
already embedded in many audio and video devices [5,6]. The third is Internet and
wireless access services [7], which enable remote reality for home devices through an
Internet or wireless network. The second and third types of service can also be re-
grouped into a data network category.

Because the development of such services has been pursued independently, there is
currently an overabundance of protocols and middleware systems for supporting each
specific type of service in the home network industry. LonWork [4,8], BACnet, and
DeviceNet are examples of control area networks and support home automation serv-
ices. HAVi(Home Audio/Video Interoperability) [6] and VESA [1] are the dominant
middleware systems for A/V networks through IEEE1394 for supporting home theater
services. CORBA [12] and JINI [9] are middleware systems for the Internet, while
Bluetooth [1,2] is the main standard for wireless solutions in the home. In addition to
the above protocols, there are also many more, e.g. UPnP by MicroSoft, CEBUS and
CAL, in fact too many to mention in this paper.

Accordingly, due to the plethora of protocols and idiosyncrasies of each one, this
creates a serious dilemma when attempting to build a practical home network. One
homogeneous protocol is certainly not enough, whereas wiring a house with a sophis-
ticated web of several independent networks to accommodate the idiosyncrasies of
each protocol is equally impractical. To make matters worse, each protocol and mid-
dleware has little consideration for interoperability with other systems.

Therefore, to solve these problems and build a practical home network using cur-
rently existing protocols and the resources produced by each protocol supporting an
organization, the current study adopts the concept of a vertically integrated network
architecture, as first introduced by E. D. Jensen [3]. As such, the focus is on the devel-
opment of a new home network architecture and related middleware that can vertically
abstract low-level heterogeneous protocols without losing any of their idiosyncrasies.
The basic design criteria for the proposed architecture are as follows; first, the struc-
ture of a traditional house is considered as a design criterion for the vertical integration
of a home network. For example, a house can be divided into several subsections, such
as rooms, the kitchen, and so on. Similarly, a home network can also be configured
into several subnets and each subnet copes with the networking of ubiquitous con-
sumer devices inside a particular subsection, such as a room or the kitchen. As a re-
sult, each sub-network consists of several local networks with homogenous protocols
according to the services, e.g. a LonTalk network for home automation, IEEE1394
network for multimedia services, and so on. Second, a broadband backbone network is
needed to connect all the subnets. Third, a subnet gateway server, called a ROOM-
BRIDGE server, is specially designed to connect each subnet into the backbone net-
work and accommodate un-networked ubiquitous computing devices, such as irDA
devices. Fourth, a specific middleware, called ROOM-BRIDGE, and device driver
architecture for embedding into each ROOM-BRIDGE server are designed and im-
plemented to guarantee interoperability, a real-time response, and reliability in the
proposed home network.

Chapter 2 introduces the basic concept and related research, along with the design
criteria for the proposed architecture. Chapter 3 explains an overview of the proposed
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home network architecture as a target hardware system architecture and introduces the
ROOM-BRIDGE server. Chapter 4 presents a brief explanation of the core compo-
nents in the proposed middleware, called ROOM-BRIDGE. Chapter 5 provides a
detailed description of the resource repository model, while the priority based event
channel model and real-time device driver for an IEEE1394 adaptor are presented in
chapters 6 and 7, respectively. Chapter 8 discusses the experimental results of the
prototype home network based upon the ROOM-BRIDGE architecture. Chapter 6
presents some final conclusions along with areas for further research.

2   Related Work and Background

Although many studies continue to be conducted on developing a practical home net-
work [1,2] [4,5,6,7,8] a de facto standard protocol and middleware that can cover all
services in the home has not yet appeared. As already mentioned, the main reason is
due to the idiosyncrasies related to each existing protocol. For a brief survey of these
idiosyncrasies, two protocols, LonTalk [4] for home automation services and
IEEE1394 [5] for home theatre services, were selected as they have already been
accepted as the dominant standard in their respective areas.

2.1   LonTalk

The LonTalk protocol is a widely adopted protocol used for communication between
intelligent embedded sensors, actuators, and controllers. The LonTalk protocol is
based on a control area network, therefore, it is a mechanism whereby intelligent de-
vices can exchange control and status information. LonTalk was originally developed
by the Echelon Corp. and implemented as an integrated microcontroller and network
communications chip (the Neuron Chip). The LonTalk protocol is able to describe
using the 7-layer ISO model, as shown in Table 1, and has been standardized as EIA-
709.1. As such, it is freely available for implementation in any microprocessor making
it fully interoperable with Neuron Chip implementations [4].

2.2   IEEE1394 and HAVi

IEEE 1394 is an international standard, low-cost digital interface that can integrate
entertainment, communication, and computing electronics into consumer multimedia.
Originally designed by Apple Computer as a desktop LAN and then developed by the
IEEE 1394 working group, IEEE 1394 has the following features:

� Hot pluggable - users can add or remove 1394 devices using the active bus.
Scaleable architecture - can mix 100, 200, and 400 Mbps devices on a bus.

� Flexible topology – can support daisy chaining and branching for true peer-to-
peer communication.
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� Serial Bus Management provides overall configuration control of the serial bus in
the form of optimizing arbitration timing, guarantee of adequate electrical power
for all devices on the bus, the assignment for which the IEEE 1394 device is the
cycle master, assignment of isochronous channel ID, and notification of errors.
The bus management is built on IEEE 1212 standard register architecture

There are two types of IEEE 1394 data transfer: asynchronous and isochronous. Asyn-
chronous transport is a traditional computer memory-mapped, load and store interface.
Data requests are sent to a specific address and an acknowledgment is returned. In
addition to an architecture that scales with silicon technology, IEEE 1394 features a
unique isochronous data channel interface. Isochronous data channels provide guar-
anteed data transport at a pre-determined rate. This is especially important for time-
critical multimedia data where just-in-time delivery eliminates the need for costly
buffering. As shown in Table 1, the IEEE 1394 protocol layer is only defined until the
transport layer, plus all network management features from the physical layer to the
transport layer are integrated into a hardware-based module. Therefore, the application
programmer is not required to understand any of the complex network management
features. All these features of IEEE 1394 are key reasons why it has become the A/V
Digital interface of choice [2,7].

HAVi [6] is the dominant standard middleware architecture for audio / video home
networks, and is intended for consumer electronic devices and computer devices sup-
porting the IEEE Std 1394-1995 and IEC 61883 [5] interface standard. HAVi provides
a set of services that facilitate interoperability and the development of distributed
applications in home networks.

2.3   Comparison of Idiosyncrasies between LonTalk and IEEE1394

Table 1. shows a brief comparison of the characteristics of the two protocols relative
to the ISO 7 layer [4,5] As shown in Table 1, the characteristics of each protocol are
quite distinct from each other, e.g. LonTalk supports various physical communication
media, such as power lines, coaxial cables, twisted pair cables, yet IEEE1394 only
supports 3-pair shielded cables. Based on this property, the LonTalk supporting asso-
ciation can also produce a network interface module, called a Neuron Chip, for em-
bedding into home appliances or small-scale devices, such as sensors or lights. Since a
Neuron Chip has a certain level of computing power, various small-scale devices with
either no or less computing power can be easily connected. In addition, LonTalk sup-
ports event-based priority scheduling and rigorous timing in order to perform real-time
services.

In contrast, IEEE1394 has a casual data communication channel, referred to as the
asynchronous mode, plus an additional powerful broadband communication channel,
referred to as the isochronous mode, for guaranteeing multimedia communication with
QoS (Quality of Service). Although the IEEE1394 supporting association also pro-
duces a communication chip  [5] for embedding into devices, this chip only includes a
module for communication support with no additional module to support the comput-
ing power of the embedded devices. Therefore, when compared to LonTalk, it is much
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more difficult to embed IEEE1394 into small-scale devices, such as lights or sensors.
In addition, the asynchronous mode of IEEE1394 has no features to guarantee real-
time constraints, and the isochronous mode is too different to achieve interoperability
with LonTalk or traditional data communication protocols, such as TCP/IP. In the case
of middleware, LonTalk has a homogenous protocol stack that covers the 7 layers, as
shown in Table 1, and no middleware concept for supporting interoperability with
other protocols. In the case of IEEE1394, although the IEEE1394 supporting associa-
tion already suggests a well-known middleware, called HAVi, it has less consideration
for none-IEEE 1394 devices, and no specific technical consideration for devices be-
longing to the home automation category. Accordingly, it has no definition of protocol
level interoperability, such as IEEE1394 via LonTalk, and no features to guarantee
real-time constraints through its asynchronous channel.

Table 1. Comparison between LonTalk and IEEE1394
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Due to these facts, LonTalk is currently widely utilized in factory automation, building
automation, and even home automation, plus a variety of products supporting
LonTalk, including air-conditioners, gas and electricity meters, and lighting solutions,
have been produced by several companies. Conversely, IEEE 1394 has become the de
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facto standard for multimedia consumer devices, such as camcorders, digital VCRs,
and digital cameras, thus the majority of commercial products in this area support an
IEEE1394 port. However, at this point there is no possibility of interoperability with-
out device-level protocol changes. Accordingly, since neither of these protocols can be
ignored when building a practical home network, a new architecture that can simulta-
neously incorporate these protocols on a home network platform is necessary.

2.4   Design Requirements and Guidelines for Proposed Architecture

Based on the above study of the idiosyncratic properties of the two heterogeneous
protocols, the following design requirements are defined for developing a practical
home network architecture and related middleware:
� Accommodating various ubiquitous consumer and computing devices

It is reasonable to expect that a home network should accommodate various kinds
of consumer devices, whether or not they have computing power, and as many as
possible in order to increase the practicality and maximize the benefit of home
networking. Therefore, to achieve this goal, the proposed home network and re-
lated middleware should have an extendable and re-configurable architecture to
accommodate any kind of consumer device.

� Vertically configurable network hardware architecture
As mentioned in the previous section, a home network is totally different from a
general data network in that it has many and various kinds of devices and each
device has different requirements for joining a service transaction in the network,
i.e. some devices require a high communication bandwidth with a QoS guarantee,
while other devices require reliable and rigorous communication with a real-time
guarantee. In spite of these low-level individual properties [21], high-level appli-
cation service agents can still perform without considering the low-level protocol
properties. In addition, agents or a home member also can control several con-
sumer devices without considering their location and properties, such as “turn off
all consumer devices in room 5” or “ send a turn-on signal to the TV in room 2
using the remote control in room 3”. To support these features in the proposed ar-
chitecture, a vertically configurable architecture is considered, which means that
the application programmer can perform unit-base device programming or group-
base device programming, plus logical unit programming, for example, a room or
a group of devices related with a service. For implementation, the proposed home
network consists of a backbone network and several subnets.  IEEE1394 is used
as the backbone protocol and each subnet accommodates several homogenous lo-
cal networks and un-networked ubiquitous devices. In order to connect these sub-
nets to the backbone network, a new subnet gateway is proposed and imple-
mented.

� Messaging system to meet real-time and QoS constraints
As shown in Table 1, the LonTalk protocol supports priority-based messaging and
rigorous timing. Plus, according to the application agent, a real-time response
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based on the interaction between non-real-time devices and real-time devices is
also needed. To enhance this feature in the proposed middleware, an asynchro-
nous messaging mechanism is implemented that is a modified version of the event
channel concept from Real-Time CORBA [12]. Since multimedia communica-
tions for home theater services inevitably need a mechanism for guaranteeing
QoS [13], the features in IEEE1394 and HAVi are used in the proposed middle-
ware.

� Decentralized resource repository
The current status and computing resource information for all connected devices
should be monitored and managed in a resource repository for the application
agents. However, if all the agents look up the necessary information from only
one centralized resource repository, as in the JINI model [9], then the traffic for
looking up the resources is centralized and the network frequently becomes unre-
liable when too many active agents are running on the network [15]. Therefore, to
prevent this situation, a replication model of a resource repository is suggested,
where each subnet has it’s own resource repository yet all repositories in the net-
work always have the same content.

� Minimizing the overhead despite multiple protocols and ubiquitous device support
To develop a practical middleware, the reuse of features in existing low-level
protocols is more important than implementing from a scratch-base. Although the
software architecture of the proposed middleware is not dependent on a specific
low-level protocol, it was decided to use the IEEE1394 protocol as the base pro-
tocol for the backbone network, thereby enabling the use of all the features of
IEEE1394, such as an addressing scheme, dynamic reconfiguration, and multime-
dia communication through isochronous channels. Consequently, only one device
driver and a protocol adaptor module are added to the middleware layer for sup-
porting the new protocol in the proposed middleware.

� Room-based self-management architecture to reduce complexity and increase
reliability
In a traditional house, a room is one of the important management units from sev-
eral aspects, such as management complexity, security, and reliability. Therefore,
a room-based self-management architecture is definitely required to accommodate
traditional management customs in a house.

3   Vertically Configurable Network Architecture: Target
Hardware System Model

Base on the design guidelines discussed in section 2.4, a vertically configurable net-
work architecture (Figure 1 shows the physical topology of the proposed architecture)
is presented. As shown in Figure 1, the main criterion for dividing a home network
into subnets is not a homogenous subnet with a protocol, but rather the physical struc-
ture of a traditional house. For example, a house consists of several subdivisions, such
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as rooms, the kitchen, and so on. This physical structure then becomes the main crite-
rion for dividing the entire home network into several logical subnets. Each subnet
only has one subnet gateway, called a ROOM-BRIDGE server and supports several
homogenous local networks, such as a LonTalk network, IEEE1394 network, and
wireless network.
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Fig. 1. Physical topology of proposed home network architecture

All subnets are connected to an IEEE1394-based backbone network via a ROOM-
BRIDGE server. As such, the topology of the proposed network is dependent on the
characteristics of the backbone network, i.e. flexible daisy chaining with IEEE1394. In
particular, all the local homogenous networks attached to a subnet gateway need not
be aware of other protocols or backbone middlewares and only need to focus on their
own subnet gateway as the network management server for their local network.  Ac-
cordingly, it is the ROOM-BRIDGE server that provides the interoperability between
local networks and the backbone network. To fulfill this task, a middleware, called
ROOM-BRIDGE, was designed and implemented for embedding in all ROOM-
BRIDGE servers(the proposed middleware is explained in next section). To perform
the functions of a ROOM-BRIDGE effectively, a specially designed embedded com-
puter system was used in the current study as a ROOM-BRIDGE dedicated hardware
platform, however, any computing device, such as a game machine (e.g. PlayStation
2) or PC (Personal Computer) that has enough computing power to execute the func-
tions of the proposed middleware could be used as an alternative ROOM-BRIDGE
server. Since the detailed architecture of the ROOM-BRIDGE dedicated hardware
platform is outwith the scope of the current paper, it is not mentioned further.

4   Overview of ROOM-BRIDGE

The proposed middleware, called ROOM-BRIDGE, was designed and implemented to
support the above design guidelines and proposed network configuration architecture,
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as shown in Figure 1. The following introduces the middleware components and op-
erational principle for realizing the proposed home network. The components in the
middleware layer, as shown in Figure 2, are the core components of ROOM-BRIDGE
that need to be installed in all the subnet gateway servers, whether they are a ROOM-
BRIDGE-dedicated hardware platform or full-powered computing devices, e.g. a
game machine or PC. As such, the core components of the proposed middleware di-
rectly interact with the local networks through pairing a specific network manager
with the appropriate device driver. For example, if a subnet wants to support a
LonTalk network as a local network, the ROOM-BRIDGE server will pair up the
LonTalk network manager with the device driver of a LonTalk adaptor board. In addi-
tion, ROOM-BRIDGE can also support several kinds of APIs(Application Program
Interfaces) for programming application agents using the proposed middleware.

The middleware layer components can be divided into four categories: Device
Status and Resource Registry, Device Proxies, Network Managers, and Priority-based
Event Channel. Since the proposed middleware currently does not consider an iso-
chronous communication channel and just uses the basic features in IEEE1394, iso-
chronous applications, such as multimedia communications, only use the proposed
middleware layer for sending control commands, then the IEEE 1394 network man-
ager facilitates multimedia data communications by-passing the proposed middleware
directly to an isochronous channel, as shown in Figure 2.

A brief summary of each group of components follows and more detailed descrip-
tions are included in later sections as appropriate.

• Network Managers
Each network manager (IEEE1394 network manager, LonTalk network manager,
other network managers in Figure 2.) uses the subnet gateway as a network man-
agement server for each homogenous local network and also performs a filtered
conversion of local network data to backbone network data. In particular, since
the IEEE1394 network manager includes additional functions allowing other
software elements to perform asynchronous and isochronous communication over
1394, command and network management data are processed by the proposed
middleware components, whereas isochronous data, such as a multimedia data
stream with QoS controls, are by-passed by the IEEE 1394 network manager to
an isochronous channel.

• Device Manager
Whenever a new device is connected into the home network, the Device Manager
acknowledges it, initializes a device proxy for the physical device, and then reg-
isters it into the device pool.

• Device Proxy
The Device Proxies in the device pool can be categorized into two groups: One
group is real device proxies mapped one-to-one with physical devices, whereas
the other is virtual device proxies mapped one-to-many or with non-physical de-
vices, e.g. application program tasks or user program tasks, such as graphical user
interface tasks, intelligent agents for instruments or the autonomous control of
physical devices.
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Fig. 2. Overview of ROOM-BRIDGE as middleware embedded in subnet gateways

Each device proxy mapped with a physical device in a one-to-one manner must
have remotely invocable functions for monitoring and controlling the physical de-
vice without considering low level communication protocols(this protocol conver-
sion is part of the network manager). A device proxy also has abstracted I/O vari-
ables for each active device in the home network. In addition, physical device
proxies can act as a control and monitoring server to distributed clients by sup-
porting callback functions and remote methods.

• Resource Repository and Repository Manager
The repository manager plays the role of maintaining the status information on all
the devices in the home network and computing resources for looking up remote
methods. Since at least one repository must exist in each ROOM-BRIDGE server
as a subnet gateway, the home network has the same number of repository man-
agers and subnets. The device status information and related operational methods
for monitoring and controlling each device are registered in the repository data
base and managed by the repository manager in a subnet gateway. The resource
repository database is a temporal and memory resident database, plus it always re-
flects real-time status information on all devices in the home network. To achieve
this, the tuple - space model [10] and space programming concept in Java [11]are
used. Further details are included in the following section.

• Priority-based Event Channel
All events in the proposed home network are processed in an asynchronous man-
ner. Therefore, an event channel with a priority queue is the basic asynchorouns
message sending mechanism in the proposed concept, plus it also includes an en-
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hanced mechanism for the real-time response of higher priority events. All events
in a home network are categorized into three groups; the first group comprises
events for maintaining the integrity of the resource repositories, the second in-
cludes events for reporting a status change from physical device proxies to re-
source repository managers, and the third involves events with acknowledgements
for controlling remote physical devices. Based on these categories, each event has
its appropriate priority value, whether it is assigned statically or dynamically, and
is sent to its destination through this event channel. Section VI presents more de-
tails on the proposed event channel.

5   Resource Repository and Resource Manager

As shown in Figure 1, the proposed home network consists of logically separated
subnets and each subnet a certain number of application agents and proxies for con-
trolling or monitoring physical home devices. Since a home network is a highly so-
phisticated network, if a tightly coupled process model were used between the appli-
cation agents and the physical device proxies or a centralized server for looking up
resources in the entire network were used, such as the name server in CORBA [10],
the reliable operation of the entire home network would become a critical issue as the
network could easily go into a failure mode or even shutdown due to too many agents
or the sudden failure of the server. Accordingly, to prevent these situations and create
a more reliable and fault-tolerant network, a replicated space model for the repository
is proposed based on the tuple-space model [10].

As shown in Figure 3, each subnet has its own repository space, which is shared by
several agents and proxies, and all repositories in the home network are interconnected
to each other through the event-messaging model outlined in the following section.
Therefore, an agent can autonomously manage a specific home device, room-net, or
several other agents using the repository space wherein the status of all devices can be
transparently accessed regardless of the agent’s location. Because of the transparency
of this location, a newly attached home device or agent can easily obtain information
on another agent by either reading or taking the information from the repository space.
Similarly, a newly attached home device or agent can equally also announce its infor-
mation to all other repositories in the home network. Therefore, agents coordinating
several devices can provide a more reliable and highly intelligent service as they can
easily access information on devices even though the devices may be completely un-
aware of each other. As a result, since all agents are loosely coupled to each other, this
makes the system flexible, scalable, and reliable.

In particular, a replication model of a resource repository for maintaining device
status information and resource registry is suggested, meaning that each subnet gate-
way has its own registry data base and all the device registries in the home network
always have the same content. Therefore, whenever any changes to a physical device
occur, each device proxy directly sends this information to the resource repository in
the immediate subnet, thereafter the repository manager broadcasts the information to
all other resource repository managers in the home network.
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To synchronize the content of the replicated resource repository space in a home
network, a proportion of IEEE1394’s higher priority asynchronous stream channel
must be allocated whenever the network is initialized. If an IEEE1394 bus is initial-
ized(IEEE1394 buses are used as the backbone in the proposed architecture), the con-
nection manager in the IEEE1394 network selects a channel management node, then
the node allocates a channel number for broadcasting the resource repository informa-
tion over the home network. After the initial broadcasting, an exchange between all
device proxies then occurs, item by item, through the normal data transfer channel.
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Fig. 3. Replicated Repository Space Mode

Despite the replication of the resource repository, the performance overhead caused by
the task of synchronizing the resource repositories is not too high because the contents
in the resource repository are highly abstracted and only include high-level informa-
tion on each device. The following is an example of device status information in a
resource repository:

(“Light”,Room2,5,”On”,6,Time/Date)
(“Light”,Room2,7,”On”,1,Time/Date)
(“TV”,Room1,5,”Off”,6,Time/Date)
(“AirCon”,Room1,1,”On”,115,Time/Date)
....

As shown in the above example, in the proposed resource repositories there is no local
network specific information, such as IEEE 1394 bus management or LonTalk node
information, only device specific information. Protocol-specific information is man-
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aged in each local subnet through specific network managers, such as an IEEE1394
network manager or LonTalk network manager, as shown in Figure 2.

Each device proxy includes some tuple-based operations [11,17] for retrieving and
archiving device registry information between other agents in other subnets or device
proxies inside a subnet. For example, a light management application agent can con-
trol the light status as follows: write(“Light”,Room2,5,”Off”). To produce a more
extensive operation, each operation can be used as a template-based query as follows,
read(“Light”,Room2,?X,”On”). The ?X means a variable in the query, as such, a set
of items can be matched into the query, thereby facilitating a group-based query op-
eration, for example, “turn off all lights in room 2”. Further details of this resource
repository architecture can be found in reference paper [17] written by the current
authors. Consequently, this replication resource repository model provides all physical
and virtual device proxies with transparent access to all device information in the
home network, regardless of the physical location of each device.

6   Priority-Based Event Channel under IEEE1394 Asynchronous
Mode

This section presents the internal architecture of the proposed event channel designed
to implement an asynchronous message event handling mechanism and enhance the
real-time response of events communicated using the proposed middleware. Although
based on the publish-and-subscribe messaging model of CORBA and Real-Time
CORBA [12,16], the concept is totally redesigned and modified for the IEEE1394
aynchronous transfer mode. As shown in Figure 4, the event channel consists of sev-
eral priority queues, a dispatcher, and preprocess module. When generated, an event is
transferred through a sequence of the preprocess module, priority queues, and dis-
patcher module.
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Fig. 4. Event Channel Architecture
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6.1   Event Message Format, Producer, and Consumer

All software objects in the proposed home network, including the core components of
the middleware and application agents, can be categorized into three object classes;
event, producer, and consumer, as shown in Figure 4.

An event contains unit data for communicating messages between the software
components in the home network, a producer is a software component that sends an
event to others, and a consumer consumes the events that arrive. The following code
example shows the class definitions of an event.

class Event{
  ObjectID PID;   // the reference of producer object  ID
  ObjectID CID;   // the reference of mapping consumer object ID
  EventType type; // event types such as repository, event with ACK or

witout ACK
  Priority value; // priority level of this event
  Int TimeSlice;  // optional, for ACK event
  Int MessageLength;
  Char* Message;
}

As shown in the above event definition, the producer decides all the slot values, such
as the source and destination ID, event type, and priority, for an event with the help of
the resource repository manager before sending the event to the event channel in the
subnet. After sending, the successful delivery of the event is left to the event channel.
Events can be classified into two types: events with acknowledgement(Figure 5) and
events without acknowledgement(Figure 6). The former are used for controlling re-
mote devices safely, whereas the latter are used to send newly updated device status
information to all the resource repositories in the network.

6.2   Preprocess Module

The preprocess module has two functions. The first is run-time scheduling and the
second is checking the timeout for events requiring ACK, as shown in Figure 5. For
scheduling, the preprocess module determines the priority of an event using the
event’s scheduling information. The checking mechanism for events requiring ACK is
also implemented in this module to assure the timing deadline of events. Figure 5
shows an event sequence diagram describing this function.
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6.3   Priority Queues and Dispatcher

In Figure 7, each queue represents a preemption policy for each consumer priority
level. The dispatcher module in Figure 7 uses threads to dispatch the events in the
priority queues to the consumer. The proposed architecture allocates a thread or thread
pool to each priority queue. Figure 7 shows the relation between the priority queues
and the dispatcher.
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Fig. 7. Architecture of priority queue and dispatcher

In Figure 7, the preprocessing module determines the priority of an event, and then
assigns the event to the appropriate priority queue. The dispatcher module consists of
threads that have different priorities corresponding to the assigned priority queue.
Each thread dispatches an event to a linked consumer and executes an event process-
ing task called the processEvent() method of the consumer. Because each thread
has associated priorities, higher priority dispatcher threads preempt lower priority
dispatcher threads using OS kernel priority scheduling. By associating appropriate
priorities to each thread, the dispatcher can take advantage of the OS kernel support of
preemption.

7   Real-Time Device Driver for Backbone Protocol Adaptor

IEEE1394 is presently used as the backbone network in the proposed architecture, as a
result, various multimedia data plus real-time event data for controlling and monitor-
ing home devices can share an IEEE 1394 bus. Therefore, if a real-time response is
not guaranteed in the device driver for the IEEE 1394 network adaptor, the middle-
ware-level real-time features, such as the event channel, will be useless. In particular,
because all event data must be sent through an asynchronous channel even though
multimedia data can use an isochronous channel in an IEEE 1394 bus, the guarantee of
a real-time response for asynchronous channel data is an important issue.

To solve this problem, a new real-time device driver is proposed for the IEEE1394
adaptor used as the backbone adaptor in the proposed architecture. The proposed
IEEE1394 device driver architecture prevents packet-level priority inversion using
priority-based queues. As such, a high priority packet processing time can be predicted
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and the round trip time and jitter time of a high priority packet can be reduced. Fur-
thermore, to reduce interrupt latency, which has an important effect on the real-time
guarantee for a device driver communicating with network adapters through hardware
interrupts, the processing time in the interrupt context can be reduced by processing
received packets in the user-level threads rather than the ISR(Interrupt Service Rou-
tine). Accordingly, the proposed IEEE1394 network device driver architecture can
guarantee real-time characteristics and be applied to the device driver of a subnet
gateway because IEEE1394 is used as the backbone protocol.

In the device driver, to prevent packet-level priority inversion, each unit in the link
layer and transaction unit contains priority-based queues that enable packet processing
according to the priority of the packet. The asynchronous link unit distinguishes the
transmitted packets on the basis of their application priorities and classifies them into
appropriate queues and threads. Finally, to reduce any interrupt latency, which has a
significant influence on guaranteeing real-time characteristics in a device driver, the
packet processing time in the ISR is reduced by processing the received packets in the
user-level threads instead of the ISR.

Although the above concept is very important for achieving a real-time response in
the proposed architecture, it is not included in the core software components of the
proposed middleware layer. Consequently, a detailed discussion on this issue is out-
with the scope of the current paper. For a more detailed description of the proposed
real-time device driver refer to paper [19] also written by the current authors.

8   Implementation and Experimentation

8.1   Implementation

The core components of ROOM-BRIDGE, including the priority-based event channel
[18], replication model of a resource repository [17], and real-time device driver for
IEEE1394 [19] have already been developed and their performances individually
evaluated. Accordingly, in this study a full-scale version was implemented in a testbed
home network with the cooperative support of Kyungpook National University and
ETRI(http://www.etri.re.kr/). As shown in Figure 8, three subnets were organized as
the real testbed of a home network, and each subnet was connected to the IEEE1394
based backbone network through individual ROOM-BRIDGE servers as the subnet
gateways. Two tiny diskless SBCs(Single Board Computers) based on X86 CPU were
used as the ROOM-BRIDGE servers and dedicated hardware platform, plus a PC with
a TI IEEE1394 adaptor board was used as the third ROOM-BRIDGE server and sub-
net gateway. The core components of ROOM-BRIDGE in subnets 1 and 2 were im-
plemented under a VxWorks [20] real time operating system with JDK(Tornado for
Java). For the backbone and subnet, MotionIO OHCI-104 IEEE1394 adaptors were
installed into the ROOM-BRIDGE servers of subnets 1 and 2. In addition, a DI-10(for
digital input devices) and DO-10(for digital output devices) were connected into each
ROOM-BRIDGE server as the LonTalk-based control network nodes. Gesytec’s
LonTalk adaptor boards were used for accommodating a LonTalk network in the
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subnet. Two digital multimedia devices(Sony DCR-TRV510 digital camcorder and La
Cie 37G Firewire Hard Drive as a digital storage for multimedia data) were used as
the IEEE1394-based home devices and connected to each subnet, as shown in Figure
8.
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Fig. 8. Hardware configuration of prototype home network

The subnet gateway(subnet3 in Figure 8) used Windows NT with jdk1.3, which was
connected to the Internet through an Ethernet adaptor. The core components of the
ROOM-BRIDGE middleware, as mentioned in section 3.3, were embedded into each
ROOM-BRIDGE server.

To implement the proposed concept more easily, a java-based programming envi-
ronment was used for implementing the core ROOM-BRIDGE components, such as
the event channel and resource repository architecture. To support the replicated re-
pository space, the Space programming model [11] and Beans feature in Java were
used. However, all the device drivers for each protocol adaptor were implemented in
C and connected into Java using JNI(Java Native Interface).

9   Conclusions and Future Work

This research proposed a new design architecture and related middleware, called
ROOM-BRIDGE, for a home network that needs to support ubiquitous computing and
consumer devices and application-level multi-agents to meet real-time and distributed
constraints. The proposed architecture was tested using a proof-of-concept prototype
based on a testbed home network, and showed promise for improving home network
service performance under real-time distributed environments. The full functionality
of the proposed ROOM-BRIDGE architecture is still being investigated.

According to the evaluation results, the benefits of the proposed architecture can be
summarized as follows:

� No extra device-level burden or consideration of consumer devices for supporting
the proposed middleware: Since the core components of ROOM-BRIDGE are
only installed and work on the level of subnet gateways, called ROOM-BRIDGE
servers, ubiquitous devices as leaf nodes of a home network do not require any
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extra embedded module, except for a network interface to support the proposed
middleware.

� Easy support of heterogeneous protocols and ubiquitous devices whether or not
they are a networked device: Even though the necessity of supporting a new pro-
tocol occurs in a subnet, only a network manager component and device driver for
the protocol adaptor are added to the ROOM-BRIDGE server, thus no modifica-
tion or reconfiguration is necessary for the entire network.

� Physical and logical group-based device commands: Because a home network
consists of several vertical groups of subnets, such as rooms, the kitchen, and so
on, an agent or home member can issue logical group-based device controlling
commands, for example “turn off all lights in room 5”

� Reliable and fault-isolated architecture: Due to the replication model of the re-
source repository by room in the proposed architecture, the performance of the
entire home network is less affected by the overload or fault of an individual sub-
net. In addition, the performance of the entire network is not linearly affected by
an increasing ratio of application agents.

In further studies, isochronous features, such as those of HAVi spec. [6] in the pro-
posed middleware, will be considered for enhancing the features of multimedia data
communication through the isochronous channel of IEEE1394, along with the plan-
ning and design of an agent-level middleware as an upper layer application of the
ROOM-BRIDGE components.
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Abstract. In this paper, we demonstrate how component-based mid-
dleware can reduce the energy usage of closed-source applications. We
first describe how the Puppeteer system exploits well-defined interfaces
exported by applications to modify their behavior. We then present a
detailed study of the energy usage of Microsoft’s PowerPoint application
and show that adaptive policies can reduce energy expenditure by 49%
in some instances. In addition, we use the results of the study to provide
general advice to developers of applications and middleware that will
enable them to create more energy-efficient software.

1 Introduction

Battery energy is one of the most critical resources for mobile computers. Despite
considerable research effort, no silver bullet for reducing energy usage has yet
been found. Instead, a comprehensive effort is needed—one that addresses all
layers of the system: hardware, operating system, middleware, and applications.

One promising piece of a comprehensive solution is energy-aware adapta-
tion, in which applications modify their behavior to reduce their energy usage
when battery levels are critical. The potential benefits of energy-aware adapta-
tion were first explored in the context of Odyssey [6]. That work showed that
energy-aware applications can often significantly extend the battery lifetimes of
the laptop computers on which they operate by trading fidelity, an application-
specific metric of quality, for reduced energy usage. However, since only mul-
timedia, open-source applications running on the Linux operating system were
studied, it was not clear that this technique would be relevant to the Windows
office applications that users commonly run on laptop computers.

Several important questions follow: Can one show significant energy reduc-
tions for the type of office applications that users most commonly execute on
laptop computers? Is it possible to add energy-awareness to applications for
which source code is unavailable? Is this approach valid for applications execut-
ing on closed-source operating systems (i.e. Windows)?

In this paper, we describe how Puppeteer [2], a component-based middle-
ware system, allows us to add energy-awareness to applications. Puppeteer takes
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Fig. 1. Puppeteer architecture

advantage of well-defined interfaces exported by applications to modify their
behavior without source code modification. We demonstrate the feasibility of
this approach by studying energy saving opportunities for Microsoft’s popular
PowerPoint application. By using Puppeteer to distill multimedia content from
presentations stored on remote servers, we reduce the energy needed to load pre-
sentations by 49%. Further, the benefits of distillation extend to reducing energy
use while the document is being edited and saved.

In addition, we identify several instances where PowerPoint can be made
more energy-efficient. From these specific instances, we present general advice
for developers of applications and middleware that will enable them to create
more energy-efficient software in the future.

In the next section, we provide an overview of Puppeteer. In Section 3, we
describe our energy measurement methodology. Section 4 shows how we can
modify PowerPoint behavior to reduce energy usage when battery levels are
critical. Section 5 discusses opportunities for making PowerPoint and similar
applications more energy-efficient. In Section 6, we speculate on the applicability
of component-based adaptation to applications other than PowerPoint, and in
the remainder of the paper, we discuss related work and conclude.

2 Puppeteer

Puppeteer is a system for extending component-based applications, such as Mi-
crosoft Office or Internet Explorer, to support adaptation in mobile environ-
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ments. It uses the exported APIs of applications and the structured nature of the
documents they manipulate to implement adaptation without changing source
code. It supports subsetting adaptation (where only a portion of the elements
of a document are provided to the application; for instance, the first page), and
versioning adaptation (where a different version of some of the elements is pro-
vided to the application; for instance, a low-resolution version of an image). It
uses the document structure to extract subsets and versions of the document.
Furthermore, Puppeteer uses the exported APIs of the applications to incremen-
tally increase the subset of the document or improve the version of the elements
available to the application. For instance, it uses the APIs to insert additional
pages or higher-resolution images into the application.

Figure 1 shows the four-tier Puppeteer system architecture. It consists of
applications to be adapted, Puppeteer local proxies, the Puppeteer remote proxy,
and the data servers. Applications and data servers are completely unmodified.
Data servers can be arbitrary repositories of data such as Web servers, file servers
or databases. All communication between applications and data servers goes
through the Puppeteer local and remote proxies, which work together to perform
the adaptation. The Puppeteer local proxy manipulates the running application
through a subset of the application’s external programming interface.

Figure 2 shows the architecture of the Puppeteer local and remote proxies. It
consists of application-specific policies, component-specific drivers, type-specific
transcoders and an application-independent kernel. The Puppeteer local proxy
is in charge of executing adaptation policies. The Puppeteer remote proxy is
responsible for parsing documents, exposing their structure, and transcoding
components as requested by the local proxy.

The adaptation process in Puppeteer is divided roughly into three stages:
parsing the document to uncover the structure of the data, fetching selected
components at specific fidelity levels, and updating the application with the
newly fetched data.

When the user opens a document, the Puppeteer remote proxy instantiates an
import driver for the appropriate document type. The import driver parses the
document, and extracts its component structure (the skeleton, a tree structure)
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and the data associated with the nodes in the tree. Puppeteer then transfers the
document’s skeleton to the Puppeteer local proxy. The policies running on the
local proxy fetch an initial set of elements from within the skeleton at a specified
fidelity. These policies may be static, or may depend on tracking drivers that
detect the occurrence of certain events, such as moving the mouse over an image,
causing the image to be loaded.

Puppeteer uses the export driver for the particular document type to supply
this set of components to the application as though it had the full document at
its highest level of fidelity. The application, believing that it has finished loading
the document, returns control to the user. Meanwhile, Puppeteer knows that
only a fraction of the document has been loaded and will use the application’s
external programming interface to incrementally fetch remaining components or
upgrade their fidelity.

3 Measurement Methodology

All measurements were collected in a client-server environment. Microsoft Pow-
erPoint 2000 executes on the client: a 233MHz Pentium IBM 560X laptop with
96MB of memory. The server is a 400MHz Pentium II desktop with 128MB of
memory. Both machines run the Windows NT 4.0 operating system. The ma-
chines communicate using a 2Mb/s Lucent WaveLan wireless 802.11 network.

We measured client energy usage with a HP3458a digital multimeter. When
collecting data, we attached the multimeter’s probes in series with the external
power input of the client laptop and removed the client’s battery to eliminate
the effects of charging. We also connected an output pin of the client’s parallel
port to the external trigger input of the multimeter—this allowed the multimeter
and client to coordinate during the taking of measurements.

We created a dynamic library that allows a calling process to precisely indi-
cate the start and end of measurements. The process calls the start measuring
function which records the current time and toggles the parallel port pin. Once
the pin is toggled, the multimeter samples current levels 1357.5 times per sec-
ond. When the measured event completes, the application calls stop measuring,
which returns the elapsed time since start measuring was called.

To calculate total energy usage, we first derive the number of samples, n,
that were taken before stop measuring was called by multiplying the elapsed
measurement time by the sample rate. The mean of the first n samples is the
average current level. Multiplying this value by the measured voltage for the
laptop power supply (which varies by less than 0.25% in the course of an exper-
iment) yields the average power usage. This is multiplied by the elapsed time to
calculate total energy usage.

We assume aggressive power management policies. All measurements were
taken using a disk-spindown threshold of 30 seconds (the minimum allowed by
Windows NT). Unless otherwise noted, the wireless network uses standard 802.11
power management. Audio input and output is disabled. However, the display is
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Full-Quality Distilled
Presentation Size (MB) Size (MB) Ratio

A 15.02 1.67 0.11
B 11.42 0.47 0.04
C 7.26 0.83 0.11
D 3.11 3.11 1.00
E 2.23 1.32 0.59
F 1.72 0.11 0.07
G 1.07 0.36 0.34
H 0.87 0.75 0.86
I 0.20 0.20 1.00
J 0.08 0.08 1.00

Fig. 3. Sizes of sample presentations

not disabled during measurements since PowerPoint is an interactive application;
instead it is reduced to minimum brightness.

An ideal battery can be modeled as a finite store of energy. If an application
expends some amount of energy to perform an activity, the energy supply avail-
able for other activities is reduced by that amount. In reality, batteries never
behave ideally. As power draw increases, the total energy that can be extracted
from the battery decreases. In addition, recovery effects may apply—a reduction
in load for a period of time may result in increased battery capacity [11].

In this paper, we assume the ideal model for battery behavior, but note that
most of the techniques proposed decrease average power usage. Thus, the gains
reported here will be slightly understated.

4 Benefits of Adaptation

In this section, we examine whether component-based adaptation can be used to
add energy-awareness to Microsoft PowerPoint. As with many office applications,
PowerPoint enables users to incorporate increasing amounts of rich multimedia
content into their documents—for example, charts, graphs, and images. Since
these objects tend to be quite large, the processor, network, and disk activity
needed to manipulate them accounts for significant energy expenditure. Yet,
when editing a presentation, a user may only need to modify and view a small
subset of these objects. Thus, it may be possible to significantly reduce Power-
Point energy consumption by presenting the user with a distilled version of a
presentation: one which contains only the information that the user is interested
in viewing or editing.

Puppeteer allows us to load a distilled version of a document when battery
levels are critical. The distilled version initially omits all multimedia content
not on the first or master slide. Placeholders are inserted into the document to
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This figure shows the energy used to load ten PowerPoint presentations from
a remote server. Native mode loads presentations from an Apache Web server.
Full and distilled modes load presentations from a remote Puppeteer proxy,
with full mode loading the entire presentation and distilled mode loading a
lower-quality version. On average, distilled mode uses 60% of the energy of
native mode. Each bar represents the mean of five trials—90% confidence
intervals are sufficiently small so that they would not be visible on the graph.

Fig. 4. Energy used to load presentations

represent omitted objects. Later, if the user wishes to edit or view a component,
she may click on the placeholder, and Puppeteer will load the component and
dynamically insert it into the document. Thus, when users edit only a subset of
a document, the potential for significant energy savings exists.

In Sections 4.1 and 4.2, we measure the impact of distillation on several ac-
tivities commonly performed in PowerPoint. Then, in Section 4.3 we examine
the impact of background tasks such as spell-checking and the Office Assistant.
Finally, we quantify the energy benefit of modifying autosave frequency in Sec-
tion 4.4.

4.1 Loading Presentations

We first examined the potential benefits of loading distilled PowerPoint pre-
sentations. We assume that presentations are stored on a remote server. There
are many reasons to store documents in a remote, centralized location. Multiple
users may wish to collaborate in the production of the document. Also, storage
space on mobile clients may be limited. Finally, remote storage offers protection
against data loss in the event that a mobile computer is damaged or stolen.

We measured the energy used to fetch presentations from the server and
render them on the client. We chose a sample set of documents from a database
of 1900 presentations gathered from the Web as described by de Lara et al. [1].
From the database, we selected ten documents relatively evenly distributed in
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This figure shows the relative energy used to load ten PowerPoint presentations
from a remote server, as described in Figure 4. For each data set, results are
normalized to the amount of energy used to load the document in native mode.

Fig. 5. Normalized energy used to load presentations

size. Figure 3 shows the sizes of these documents, as well as the reductions
achieved by distillation. As might be expected, larger documents tend to have
more multimedia content, although there is considerable variation in the data.
For three documents (D, I and J), distillation does not reduce document size.

For each document, we first measured the energy used by PowerPoint to
load the presentation from a remote Apache Web server (we will refer to this
as “native mode”). We also investigated the cost of loading documents from a
remote NT file system—these results are not shown since the latency and energy
expenditure is significantly greater than when using the Web server.

We then measured the energy used to load each document from a remote
Puppeteer proxy running on the same remote machine. We measured two modes
of operation: “full”, in which the entire document is loaded, and “distilled”, in
which a degraded version of the document is loaded.

Figure 4 shows the total energy used to fetch the documents using native, full,
and distilled modes. In Figure 5 we show the relative impact for each document
by normalizing each value to the energy used by native mode. The energy savings
achieved by distillation vary widely. Loading a distilled version of document A
uses only 13% as much energy as native mode, while distilling document J uses
137% more energy. On average, loading a distilled version of a document uses
60% of the energy of native mode.

Interestingly, full mode sometimes uses less energy to fetch a document than
native mode. This is because fetching a presentation with Puppeteer tends to
use less power than native mode. Thus, even though native mode takes less time
to fetch a document, its total energy usage can sometimes be greater. Without
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This figure shows the amount of energy needed to page through a presentation.
For each data set, the left bar shows energy use when a full-quality presentation
is loaded using native mode, and the right bar shows energy use for a reduced-
quality version of the same presentation. Each bar represents the mean of five
trials—the error bars show 90% confidence intervals.

Fig. 6. Energy used to page through presentations

application source code, it is impossible to know for certain why Puppeteer power
usage is lower than native mode. One possibility is more efficient scheduling of
network transmissions—this issue will be discussed in Section 5.1.

The results in Figures 4 and 5 show that while most documents benefit from
distillation, some suffer an energy penalty. If Puppeteer could predict which
documents will benefit from distillation, it could distill only those documents
and fetch the remaining documents using native mode.

One possible prediction method is to distill only presentations that are larger
than a fixed threshold, since small documents are unlikely to contain significant
multimedia content. Analysis of the documents used in this study suggests that a
reasonable threshold is 0.5MB. A strategy of distilling only presentations larger
than 0.5MB does not distill documents I and J, and consequently, uses 52% of
the energy of native mode to load the ten documents.

Alternatively, Puppeteer could distill only documents that have a percentage
of multimedia content greater than a threshold. As shown in Figure 3, distillation
does not reduce the size of three documents. If Puppeteer does not distill these
documents, it uses only 51% of the energy of native mode.

4.2 Editing Presentations

We next measured how distillation affects the energy needed to edit a presenta-
tion. While it is intuitive that loading a smaller, distilled version of a document
requires less energy, it is less clear whether distillation also reduces energy use
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This figure shows the amount of energy needed to page through a presentation
a second time. The energy needed to page through each presentation the first
time is also shown for comparison. For each data set, the left two bars show en-
ergy use for a full-quality presentation loaded using native mode, and the right
two bars show energy use for a reduced-quality version. Each bar represents
the mean of five trials—the error bars show 90% confidence intervals.

Fig. 7. Energy used to re-page through presentations

while a document is edited. Although Puppeteer does not yet support reintegra-
tion of changes made to a distilled copy of a document, we are currently adding
this functionality to the system.

Naturally, energy use depends upon the specific activities that a user per-
forms. While a definitive measurement of potential energy savings would require
a detailed analysis of user behavior, we can reasonably estimate such savings by
looking at the energy needed to perform common activities.

One very common activity is paging through the slides in a presentation. We
created a Visual Basic program which simulates this activity by loading the first
slide of a presentation, then sending PageDown keystrokes to PowerPoint until
all remaining slides are displayed. After each keystroke, the program waits for
the new slide to render, then pauses for a second to simulate user think-time.

We measured the energy used to page through both the full-quality and the
distilled version of each document. Figure 6 presents these results for nine of the
ten presentations in our sample set—presentation D is omitted because it con-
tains only a single slide. As shown by the difference in height between each pair
of bars in Figure 6, distilling a document with large amounts of multimedia con-
tent can significantly reduce the energy needed to page through the document.
Energy savings range from 1% to 30%, with an average of 13%.

After PowerPoint displays a slide, it appears to cache data that allows it
to quickly re-render the slide, thereby reducing the energy needed for redisplay.
This effect is shown in Figure 7, which displays the energy used to page through
each document a second time. For comparison, Figure 7 also shows the energy
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This figure shows the amount of energy needed to perform background activ-
ities during text entry. The graph on the left shows energy use when text is
entered without pause, and the graph on the right shows energy use with a
100 ms. pause between characters. Each bar shows the cumulative effect of per-
forming background activities. The leftmost bar in each graph was measured
with no background activities enabled, and the rightmost bar in each graph
was measured with all background activities enabled. Each bar represents the
mean of five trials—the error bars show 90% confidence intervals.

Fig. 8. Energy used by background activities during text entry

needed to page through each document initially. Comparing the heights of corre-
sponding bars shows that subsequent slide renderings use less energy than initial
renderings. Thus, the benefits of distillation are smaller on subsequent traversals:
ranging from negligible to 20% with an average value of 5%.

4.3 Background Activities

We next measured the energy used to perform background activities such as
auto-correction and spell-checking. Whenever a user enters text, PowerPoint
may perform background processing to analyze the input and offer advice and
corrections. When battery levels are critical, Puppeteer could disable background
processing to extend battery lifetime.

We measured the effect of auto-correction, spell-checking, style-checking, and
the Office Assistant (Paperclip). We created a Visual Basic program which en-
ters a fixed amount of text on a blank slide. The program sends keystrokes to
PowerPoint, pausing for a specified amount of time between each one.

Figure 8(a) shows the energy used to enter text with no pause; Figure 8(b)
shows energy usage with a 100ms. pause between keystrokes. We first measured
energy usage with no background activities, and then successively enabled auto-
correction, spell-checking, style-checking, and the Office Assistant. Thus, the
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difference between any bar in Figure 8 and the bar to its left shows the addi-
tional energy used by a specific background activity. For example, the difference
between the first two bars in each chart shows the effect of auto-correction.

Auto-correction expends negligible energy when entering text—the addi-
tional energy cannot be distinguished from experimental error. Spell-checking
and style-checking incur a small additional cost. With no pause between enter-
ing characters, these options add a 5.0% energy overhead, but with a 100ms.
pause between characters, the overhead is only 3.3%.

The Office Assistant incurs a more significant energy penalty. With no pause
between typing characters, enabling the Assistant leads to a 9.1% increase in
energy use. With a 100ms. pause, energy use increases 4.9%. In fact, even when
the user is performing no activity, enabling the Office Assistant still consumes
an additional 300mW., increasing power usage 4.4% on the measured system.
Adaptively disabling the Office Assistant can therefore lead to a small but sig-
nificant extension in battery lifetime.

4.4 Autosave

Autosave frequency is another potential dimension of energy-aware adaptation.
After a document is modified, PowerPoint periodically saves an AutoRecovery
file to disk in order to preserve edits in the event of a system or application crash.
Autosave may be optionally enabled or disabled—if it is enabled, the frequency of
autosave is configurable. Since autosave is performed as a background activity, it
often will have little effect upon perceived application performance. However, the
energy cost is not negligible: the disk must be spun up, and, for large documents,
a considerable amount of data must be written.

Since periodic autosaves over the wireless network would be prohibitively
slow, we assume that documents are stored on local disk. We created a Visual
Basic program which loads a PowerPoint document, makes a small modification
(adds one slide), and then observes power usage for several minutes, during which
no further modifications are made. To avoid spurious measurement of initial
activity associated with loading and modifying the presentation, the program
waits ten minutes after making the modification before measuring power use.

Figure 9 shows power usage for three autosave frequencies. For each pre-
sentation, the first bar shows power usage when the full-quality version of the
document is modified and a one minute autosave frequency is specified. The next
bar shows the effect of specifying a five minute autosave frequency. The final bar
shows the effect of disabling autosave—this represents the minimum power drain
that can be achieved by modifying the autosave parameters.

As can be seen by the difference between the first two bars of each data
set, changing the autosave frequency from 1 minute to 5 minutes reduces power
usage from 5% to 12%, with an average reduction of 8%. The maximum possible
benefit is realized when autosave is disabled. As shown by the difference between
the first and last bars in each data set, this reduces power usage from 7% to 18%
with an average reduction of 11%. Thus, depending upon the user’s willingness
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This figure shows how the frequency of PowerPoint autosave affects power
usage. The three bars in each data set show power use with a 1 minute autosave
frequency, with a 5 minute autosave frequency, and with autosave disabled.
Each bar represents the mean of five trials—the error bars show 90% confidence
intervals.

Fig. 9. Effect of autosave options on application power usage

to hazard data loss in the event of crashes, autosave frequency is a potentially
useful dimension of energy-aware adaptation.

5 Energy-Efficiency

As shown in the previous section, there are many opportunities to conserve
energy usage by modifying PowerPoint behavior. However, these opportunities
require one to sacrifice some dimension of application-specific quality in order to
extend battery lifetime. Thus, before employing adaptive strategies, one should
ensure that the application is as energy-efficient as possible, i.e. that it consumes
the minimum amount of energy needed to perform its function.

Increasing software energy-efficiency extends battery lifetime without degrad-
ing application quality. Further, it increases the effectiveness of energy-aware
adaptation, since the relative savings achieved by adaptive strategies will be
greater if the fixed cost of executing the application is lower.

During our study, we discovered several areas in which PowerPoint could
be more energy-efficient. In this section, we show that with component-based
adaptation, Puppeteer can often increase PowerPoint’s energy-efficiency without
source code modification. Further, while we observed these areas in the context
of a single application, we believe that the principles behind them are general
enough so that they can be applied by most software developers. From these
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This figure shows how network parameters influence the time needed to load
applications from a remote server. The first bar in each data set shows the
time needed when a document is loaded from Apache using default network
settings. The second bar shows the time needed when the document is loaded
from a remote Puppeteer proxy. The third bar shows time to load the docu-
ment from Apache with 64 KB socket buffer and TCP receive window sizes.
The final bar shows time to load the document from Apache with network
power management disabled. Each bar represents the mean of five trials—
90% confidence intervals are sufficiently small that they would not be visible
on the graph.

Fig. 10. Effect of power management on time needed to load presentations

specific observations, we formulate some general principles that can be used to
make applications and middleware more energy-efficient.

5.1 Transparent Power Management

Layering of functionality is a well-known software engineering principle. It re-
duces software complexity by allowing developers to implement and modify each
layer without needing to know details about other layers. However, layered imple-
mentations sometimes exhibit suboptimal performance because opaque layering
precludes optimizations that span multiple layers.

Hardware power management is often implemented using a layered approach.
Each device (network, disk, CPU, etc.) individually implements power manage-
ment algorithms without considering application or other system activity. Typ-
ically, such algorithms use fixed timeouts—for example, hard disks enter power
saving states after periods of inactivity, and wireless network clients periodi-
cally disable their receivers. On the other hand, applications normally do not
consider power management when scheduling their activities. In our study of
PowerPoint behavior, we have found two instances where this layered approach
leads to unnecessary energy expenditure and suboptimal performance.
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This figure shows how network parameters influence the energy needed to
load applications from a remote server. The scenarios used to generate the
bars in each data set are identical to those described in Figure 10. Each bar
represents the mean of five trials—90% confidence intervals are sufficiently
small that they would not be visible on the graph.

Fig. 11. Effect of power management on energy needed to load presentations

Transparency in network power management. Figures 10 and 11 show
the normalized time and energy needed to load PowerPoint documents from a
remote server. The first bar of each data set shows results for the most naive
method—loading the presentation from Apache employing the default network
settings, including those for power management. For comparison, the second bar
in each data set, shows results when Puppeteer loads the presentation.

Initially, we were greatly surprised that Puppeteer often takes significantly
less time and energy to fetch a presentation than when the document is fetched
directly from Apache. Puppeteer uses up to 33% less time and 48% less energy
than native mode. Since Puppeteer parses the presentation on the server and
reconstructs it on the client, the time and energy needed to fetch a document with
Puppeteer should be greater. Although this discrepancy puzzled us initially, we
now believe that the answer lies in the interaction of network power management
and the communication patterns used by the two methods.

To save energy, the wireless network client disables its receiver when no
incoming packets are waiting at the network base station. While the receiver
is disabled, incoming packets are queued. Every 100ms., the client restarts its
receiver and checks if new packets have arrived. Since the wireless network used
in this study has a 2Mb/s nominal bandwidth, up to 25KB of data may be
queued at the base station while the receiver is disabled. This has the effect of
giving the wireless network a high bandwidth ∗ delay product.

Native mode uses a single HTTP/1.1 connection to fetch data from the server,
while Puppeteer fetches data using four simultaneous connections. Since the de-
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fault Windows and Apache settings specify 8KB socket buffer and TCP window
sizes, a single TCP connection cannot fully utilize the wireless network. However,
Puppeteer uses four simultaneous connections—this artifact of its implementa-
tion allows it to achieve far better network utilization.

The third bar in each data set shows the effect of increasing the socket buffer
and TCP window sizes to 64KB. This compensates for the high bandwidth∗delay
product of the wireless network—native mode now fetches presentations, on
average, 26% faster and uses 26% less energy than with the 8KB defaults. Given
these results, we chose to use the 64KB sizes as the default for measurements
presented in this paper (i.e., for native mode in Section 4.1).

However, adjusting these parameters does not fully compensate for the effect
of power management. The last bar in each data set shows results when network
power management is disabled. Loading a document without power management
uses 22% less time and 18% less energy than when using power management and
64KB buffers. The remaining performance and energy penalty may be caused
by a variety of factors, including TCP ack compression.

These results show the potential benefit of transparent power management.
The most naive approach to loading documents incurs a significant time and
energy penalty. This penalty can be reduced if the power management layer
exposes details about power management strategies. Puppeteer, acting as a proxy
for PowerPoint, could then take corrective action by increasing socket buffer and
TCP window sizes, or by opening multiple network connections for data transfer.
An even more promising approach is for applications and middleware to expose
details about their behavior to the power management layer. If Puppeteer were
to indicate large data transfers, network power management could be disabled
for the duration of the transfer. The benefit of such an approach is shown by the
difference between the first and last bars in each data set in Figures 10 and 11.

Transparency in disk power management. Transparency can also improve
disk power management. To illustrate this, we specified an autosave frequency
of one minute and modified a presentation as described in Section 4.4. Figure 12
shows resulting power drain over time. For clarity, we show only a portion of our
measurements, ranging from 700 to 900 seconds after the modification.

The variation in power drain can be attributed to the interaction of Power-
Point autosave and disk power management. At approximately 700 seconds, a
large power spike is caused by PowerPoint’s writing of the AutoRecovery file and
the resulting spin-up of the hard drive. After the write completes, the disk spins
for 30 seconds—power usage remains relatively steady since the application is
idle. Windows then spins down the hard drive, and power usage remains steady
at a lower rate for 30 seconds. At approximately 775 seconds, the pattern repeats,
since one minute has passed since PowerPoint last wrote the AutoRecovery file.

At first glance, disk power management appears effective since the energy
saved by spinning down the disk for 30 seconds is greater than the excess energy
caused by transitions. However, with additional knowledge about application
behavior, the power management layer could do even better.
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This figure shows how PowerPoint power usage varies over time with a specified
autosave frequency of one minute. To generate the measurements, a document
was loaded into PowerPoint and modified. The x-axis gives the amount of time
that has passed since the modification was performed.

Fig. 12. PowerPoint power usage with 1 minute autosave

The OS saves energy by spinning down the hard drive if the disk remains in
a low-power state long enough to counterbalance the energy cost of power-state
transitions. Timeout-based power management policies [3,4,9,15] are based on
the observation that disk accesses are often closely correlated together in time.
Immediately after an access is observed, it is likely that another access will be
seen soon. Spinning down the disk is undesirable, since the next access will likely
occur before the break-even point for energy savings. However, as time passes
without an access, the likelihood of another access happening soon decreases.
Eventually, the estimated energy impact of spinning down the disk becomes
favorable, and the OS transitions the hard drive to a low-power state.

In Figure 12, the disk power management layer could benefit if Puppeteer
were to specify that autosave occurs at regular intervals and is uncorrelated
with other activity. If Puppeteer indicates when autosave is occurring, the power
management algorithm could omit these disk accesses from its prediction algo-
rithm (since they are uncorrelated with other accesses). In Figure 12, the disk
would spin down immediately after autosave completes, saving 19.2 Joules per
autosave. This represents a significant 4% relative reduction in energy use. Poten-
tially, the power management layer could also use such knowledge to anticipate
future behavior—for example, it might forego spinning down the disk when it
anticipates that an autosave will occur in the near future.

5.2 Minimizing Low-Priority Activities

Complex applications such as PowerPoint often perform background activities
using low-priority threads. Examples include animation effects that lead to more
pleasing user interfaces and data reorganizations that optimize future perfor-
mance. When a computer operates on wall-power, such activities are scheduled
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This figure shows how PowerPoint power usage varies after loading a document
and performing no other activity. The x-axis gives the amount of time that
has passed since the document was loaded.

Fig. 13. PowerPoint power usage after loading a presentation

whenever system resources such as the CPU are not needed by higher priority
tasks—use of these resources is essentially free if they are uncontended.

However, when a computer operates on battery power, background compu-
tation is no longer free because it expends the finite supply of energy. Thus,
developers should reevaluate these activities and only perform them if the po-
tential benefit is greater than the cost of reduced battery lifetime.

Our study of PowerPoint revealed two instances in which low-priority tasks
account for significant energy usage. The first is animation of the Office Assistant
as discussed in Section 4.3. Even when the user is performing no activity, enabling
the Assistant increases energy usage 4.4%, most likely due to animation of the
Assistant’s graphic image. When Puppeteer detects that the client is operating
on battery power, it could adaptively disable the Office Assistant to save power.

Such animation effects are not restricted to PowerPoint. Web browsers, for
instance, usually have a number of graphic devices to indicate activity while
Web data is being fetched. While such animation can create more pleasing user
experiences, application developers should carefully consider energy costs when
designing interfaces. It may be more advisable to curtail unnecessary animation
if a computer is operating on battery power.

The second instance of background energy consumption is more complex.
After PowerPoint loads a document, we observe a variable amount of background
energy consumption. Because this activity is extremely correlated with loading
a presentation, we attribute it to application activity or OS activity performed
on behalf of the application. Without source code, we cannot confirm the precise
nature of the activity, but we believe it is caused by PowerPoint creating a backup
of the presentation on disk. However, the duration of the activity is longer than
one might expect (about 4 minutes to create a 15MB file)—this may be due to
inefficiency or the desire to prevent interference with foreground activity.

This activity has minimal impact on performance, probably because it is as a
low-priority task. However, as shown in Figure 13, the energy costs can be sub-
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stantial. We generated this data by loading a presentation and then performing
no further activities. The impact of the initial background activity is shown by
increased power usage during the first 300 seconds. For the document shown in
Figure 13, the activity increases PowerPoint energy usage by 383 Joules. Average
power use during the first five minutes increases by over 20%.

Since the energy costs are substantial, it is unlikely that they can be amor-
tized across future activity if PowerPoint does not execute for a long period
of time. When on battery power, it may therefore be advisable to forego these
activities. Alternatively, one could perform them in a more efficient manner,
perhaps by assigning them a higher priority so they would complete faster. This
would save energy by allowing the disk to spend more time in low-power states.

There is a strong correlation between presentation size and the magnitude of
the initial energy cost. Thus, when Puppeteer distills a document before loading
it, as discussed in Section 4, it reduces the impact of initial background activity.
For large documents, loading a distilled version reduces initial energy costs 63%.

5.3 Event-Based Programming

Periodic activities are common in application and system software. Such activ-
ities include polling for event completion and updates of disk files to preserve
modifications in the event of a future crash. The performance impact of peri-
odic activities is often minimal. However, the energy impact can be considerably
larger. Each time an activity is performed, it consumes energy. In addition, hard-
ware components such as the CPU, network, and disk must be transitioned from
low-power states to perform the activity, wasting further energy.

Where possible, a better alternative is to replace periodic activities with
event-based implementations. For example, instead of using a polling loop to
check for event completion, one can have the event execution trigger a callback
function. Such changes, while quite simple, can dramatically reduce energy use.

Our examination of PowerPoint shows that periodic autosave is a significant
energy expenditure. Consider Figure 12 as a motivating example. Three large
power spikes at 700, 775, and 850 seconds represent energy used to save the
AutoRecovery file. Unfortunately, this activity is performed periodically, even
though the presentation is not modified during this time period. A more energy-
efficient implementation could use an event-driven model where disk updates are
performed only after a fixed amount of data has been modified. Although this im-
plementation artifact is best addressed in the application, Puppeteer can fix this
problem without modifying application source. When Puppeteer detects that no
activity has occurred for a period greater than the current autosave frequency,
it can disable autosave until it detects further activity. In Figure 12, this would
completely eliminate the power spikes without sacrificing data consistency.

6 Discussion

The previous results show that we can significantly reduce PowerPoint energy
usage by modifying application behavior. The key to realizing these benefits
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is Puppeteer’s component-based adaptation strategy, which modifies behavior
without access to source code. However, we will be able to generalize these
results to other, closed-source applications only if component-based adaptation
proves to be widely applicable. Thus, it is useful to examine what characteristics
of PowerPoint make it a good candidate for component-based adaptation, and
to see if these characteristics exist in other applications.

PowerPoint has two main characteristics that allow Puppeteer to modify
its behavior. It has a well-defined data format that lets Puppeteer parse the
content of presentations. It also has an external API that allows Puppeteer
to trigger application events, for example, redisplay of a slide. The API also
notifies Puppeteer of external events such as change of focus. On the other
hand, PowerPoint has no explicit interfaces for power management or degrading
document quality. This is encouraging since it indicates that an application need
not explicitly support energy-awareness to realize its benefits. If its interface is
sufficiently rich, energy-awareness may be implemented entirely by proxy.

Based on these observations, what other applications are likely candidates
for component-based adaptation? The remaining applications in Microsoft’s Of-
fice suite are obvious candidates, as they have data formats and APIs similar
to PowerPoint’s. Web browsers such as Netscape Navigator are also good can-
didates. HTML is a well-defined data format, and Netscape’s remote interface
allows external applications to manipulate its behavior [8]. Database applications
may also benefit, since they have standard interfaces for manipulating data such
as ODBC and SQL. Thus, for many common applications, a component-based
approach is likely to prove useful in implementing energy-aware adaptation.

When rich external APIs are unavailable, other approaches may suffice. For
example the Visual Proxy [13] takes advantage of the structured nature of inter-
actions between applications and window managers to extend the functionality
of a Web browser and a word processor. Such approaches are less convenient
than component-based adaptation, but, with some sweat, can extend the range
of applicability of proxy-based solutions.

7 Related Work

We believe this study is the first to explore how one can reduce the energy usage
of office applications. We extend the concept of energy-aware adaptation first
introduced in Odyssey [6] to support applications and operating systems where
source code is unavailable.

The concept of using distillation to reduce mobile client resource use has
been previously explored by Fox et al. [7]. They show that dynamic distillation
of data can allow mobile computers to adapt to poor-bandwidth environments.

Several recent research efforts have advocated cooperation between applica-
tions and the operating system in managing energy resources. The MilliWatt
project [5,14] is developing a power-based API that allows a partnership be-
tween applications and the system in setting energy use policy. Neugebauer and
McAuley [12] show how the Nemesis operating system can be extended to pro-
vide applications with detailed information about energy usage. Lu et al. [10]
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propose the development of user-level power managers which could potentially
incorporate feedback from applications into power management decisions. Our
study of PowerPoint behavior provides further motivation for these projects by
demonstrating that significant energy savings could be achieved with transparent
power management.

8 Conclusion

We began this paper by asking several questions: Can one show significant energy
reductions for the type of office applications that users most commonly execute
on laptop computers? Is it possible to add energy-awareness to applications for
which source code is unavailable? Is this approach valid for applications executing
on closed-source operating systems (i.e. Windows)?

As the results of Section 4 show, the answer to all these questions is “yes”.
Puppeteer’s component-based adaptation approach allows us to modify Power-
Point behavior without access to application or operating system source code.
By distilling presentations and excluding multimedia data, we can reduce the en-
ergy needed to load presentations from a remote server by up to 49%. Distillation
also leads to significant energy savings when editing and saving presentations.
Finally, we showed how modifications such as disabling the Office Assistant and
lowering autosave frequency can lead to further reductions in energy use.

Our study also revealed several instances where PowerPoint energy-efficiency
could be improved. From these specific instances, we extracted general advice for
developers who wish to make their applications and middleware more energy-
efficient. We showed that transparent power management can lead to reduced
energy usage by allowing applications and power management systems to incor-
porate knowledge of each other’s activities. We then showed that applications
can significantly reduce energy usage by minimizing low-priority activities and
by replacing periodic models of application behavior with event-driven models.

This study has found several powerful tools that allow developers to decrease
the energy usage of PowerPoint and similar applications. We believe the next
logical step for this work is the development of system support for energy-aware
adaptation and transparent power management in closed-source environments
such as Windows. Such support will make it easier for software developers to
achieve the energy reductions we have discussed. We then hope to expand sys-
tem support beyond the single application we have studied to handle multiple,
concurrently executing applications.
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Abstract. This paper reports our ongoing project to build system soft-
ware for audio and visual networked home appliances. In our system,
we have implemented two middleware components for making it easy
to build future networked home appliances. The first component is dis-
tributed home computing middleware that provides high level abstrac-
tion to control respective home appliances. The second component is a
user interface middleware that enables us to control home appliances
from a variety of interaction devices.
Most of our system have been implemented in Java, but several timing
critical programs have been implemented in the C language, which runs
on Linux. The combination of Linux and Java will be ubiquitous in future
embedded systems. They enable us to port home computing programs
developed on PC to target systems without modifying them, and Java’s
language supports enable us to build complex middleware very easily.
Also, our user interface middleware enables us to adopt traditional user
interface toolkits to develop home computing applications, but it allows
us to use a variety of interaction devices to navigate graphical user in-
terface provided by the applications.

1 Introduction

In the near future, home networks will connect a lot of networked home appli-
ances such as digital TV, digital VCR, and DV cameras[15,20]. As the number
of such appliances is increased, it becomes difficult to control the appliances in-
dividually. Also, it will not be realistic that each appliance has a different control
device since we may not find an expected remote control device among a large
number of the devices. Thus, it is desirable to use the nearest device such as
PDAs and cellular phones to control the home appliances. On the other hand,
these appliances will be connected to the Internet, and the services provided on
the Internet will be integrated with the functions of home appliances to provide
advanced services such as home shopping. The functionalities provided by the
appliances will be very complicated, therefore high level abstraction is required
to make it easy to build future advanced home applications that are constructed
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by the composition of a variety of services executed on the Internet or on the
other home and personal information appliances.

We believe that the most important factor to develop future home appliances
is the cost of products and the time to develop them.We need to consider a couple
of issues to solve the problem. The first issue is to provide high level abstraction
to make the development of home applications easy. Distributed middleware
providing high level abstraction to control audio and visual home appliances for
home appliances is a promising approach to solve the problem. However, it is
not easy to develop such complicated middleware. Therefore, it is important to
develop the middleware in a very portable way to reduce the cost to develop
the middleware. Also, it is desirable to develop such complicated middleware
by a sophisticated programming language that supports to build a large scaled
software.

This paper reports our ongoing project to build system software for audio
and visual networked home appliances. In our system, we have implemented two
middleware components for making it easy to build future networked home ap-
pliances. The first component is distributed home computing middleware that
provides high level abstraction to control respective home appliances. The sec-
ond component is a user interface middleware that enables us to control home
appliances from a variety of interaction devices.

Most of our system have been implemented in Java, but several timing crit-
ical programs have been implemented in the C language, which runs on Linux.
The combination of Linux and Java will be ubiquitous in future embedded sys-
tems. They enable us to port home computing programs developed on PC to
target systems without modifying them, and Java’s language supports enable
us to build complex middleware very easily. Also, our user interface middleware
enables us to adopt traditional user interface toolkits such as Java AWT/Swing,
GTK+, Qt to develop home computing applications, but it allows us to use a
variety of interaction devices to navigate graphical user interface provided by
the applications. Therefore, it will make the cost to develop home appliances
dramatically cheap.

The remainder of this paper is structured as follows. In Section 2, we present
the background of our work. In Section 3, we describe distributed middleware for
audio and visual networked home appliances. Section 4 presents a user interface
system to control home appliances. In Section 5, we show how our system works,
and present the current status in Section 6. In Section 7, we describe several
experiences with building our current prototype systems. Finally, in section 8,
we conclude the paper.

2 Background and Motivation

Recently, embedded systems such as networked home appliances, internet appli-
ances and personal area networks become very popular, and a lot of companies
are developing very complex distributed embedded systems. In the future, the
complexity will be increased exponentially, therefore middleware components
providing high level abstraction will be very important.
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2.1 Middleware for Home Computing Environments

In future computing environments, a variety of objects contain microprocessors
and will be connected via various networks such as bluetooth, wireless LAN,
and IEEE 1394. In [20], Mark Weiser describes some topics about “Ubiquitous
computing environments”, which promotes invisible embedded devices in every
object near us. In his vision, embedded systems play a very important role to
realize the goals, and one of the most popular environments to realize the goal
is the home computing environment.

For building future advanced distributed home computing environments, high
level standard interface is very important to reduce the cost of products and the
time to develop them. This enables us to build a lot of reusable components
that are used for building a variety of systems[12]. In the future, a lot of new
standard middleware components will appear according to new requirements
such as on-line shopping, smart spaces, and wearable computing. Therefore,
it is important to use an infrastructure to build a variety of prototypes very
quickly. The infrastructure needs to provide rich programming environments, a
variety of device drivers, and various middleware components. We believe that
an operating system that can be used universally, and distributed middleware
for home appliances are key components to solve the above problems.

2.2 The Benefits of Our Approach

The aim of our project is to show the importance of middleware components to
build advanced home computing systems. Our current project focuses on two is-
sues. The first issue is to show the effectiveness of high level abstraction provided
by our AV middleware component to build home applications. In future home
computing environments, we will need to build large and complex middleware
components. Therefore, our project is interested in how to build such complex
software, and how to make the software portable. We believe that high level
abstraction enables us to build advanced home computing applications quickly.
The second issue is how to control home appliances in a very flexible way. The
high level abstraction provided by our AV middleware component enables us to
build flexible user interface, but it requires another middleware component to
control user interface from various interaction devices.

There are several examples to show the effectiveness of our middleware com-
ponents. We present four examples in this section. In the first example, home
computing applications can be implemented on standard PCs, and the applica-
tions can be ported to target appliances without modifying them. The scenario
can be realized by the adoption of COTS software components for building our
middleware components, and shows that our approach makes the development
cost very low. The second example is an application that changes graphical user
interface according to a user’s preference. The third example is an application
that composes several home appliances, and the composition can be changed
according to a user’s preference. These two examples can be realized by the
high level abstraction provided by our middleware components. In the fourth
example, a home appliance can be controlled by various interaction devices. The
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Fig. 1. Home Appliance System Architecture

devices are changed according to the situation of a user. For example, a PDA
can be used to show graphical user interface that can be controlled on the PDA.
If a user does not have a PDA, the nearest display can be used to display the
graphical user interface that is controlled by a user’s gesture. These flexible in-
teraction scenarios can be realized by our middleware components although the
graphical user interface is generated by using standard GUI toolkits.

3 Distributed Middleware for Networked Home
Appliances

In this section, we describe distributed middleware for audio and visual net-
worked home appliances, which we are building.

As shown in Figure 1, in our home computing system, we has implemented
HAVi[7,8] that is a distributed middleware component for audio and visual home
appliances. HAVi provides standard high level API to control various A/V ap-
pliances. The reason to choose HAVi as a core component in our distributed
middleware for audio and visual home appliances is that HAVi is documented
very well, and some real products will be available in the near future. There-
fore, it is possible to use the products in our future experiments. The HAVi
component is written in Java, and the Java virtual machine for executing HAVi
runs on the Linux operating system. Also, continuous media streams such as DV
or MPEG2 are processed in applications written in the C language running on
Linux directly.

3.1 Software Designs for Complex Software

Our system provides a couple of high level abstraction for building new ser-
vices in home computing because the abstraction makes it easy to implement a
variety of home applications that need to compose several functionalities pro-
vided by different appliances. Also, the abstraction enables us to integrate home
appliances with various services on the Internet.
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However, it is not easy to implement the high level abstraction. Also, the
abstraction should be used on many types of appliances. Thus, the implementa-
tion of the abstraction should be ported on various applications in an easy way.
One approach to solve the problem is to adopt a software platform that is widely
available. The solution allows us to build complex software on various appliances
in an easy way if the platform can be used on a wide range of appliances.

However, there is no software platform that is suitable for a various types
of software because we need to take into account several requirements to de-
sign complex software, and it is necessary to consider the tradeoff among the
requirements since it is impossible to satisfy all requirements to develop complex
software. Therefore, it is desirable to adopt several software platforms simulta-
neously according to the characteristics of respective software components. The
approach allows us to select a suitable software platform for implementing each
program.

In our approach, we configure several software platforms in a layered struc-
ture. We call the structuring multi-layered software platforms. Software in our
system is divided into several components. One component requires high pro-
ductivity, but it does not require severe timing constraints. On the other hand,
it is more important to satisfy timing constraints for another component than
to increase productivity. In our current implementation, the former component
is implemented on a Java virtual machine, and the latter component is built
on Linux directly. Also, the Java virtual machine runs on Linux in a hierar-
chical fashion. If our system needs to be ported on other operating systems,
the component that runs on Linux directly should be ported, but a component
implemented in Java needs not to be modified.

3.2 Structure of Our Home Computing System

Our system consists of five components. The first component is the Linux kernel
which provides basic functionalities such as thread control, memory manage-
ment, network systems, and file systems, and device drivers. The kernel also con-
tains IEEE 1394 device drivers and MPEG2 decoder drivers which are required
to implement HAVi. The second component is a continuous media management
component running on Linux, and written in the C language. The component
sends or receives media streams to/from IEEE 1394 networks and MPEG2 en-
coder/decoder devices, and it sends media streams to a speaker and a window
system to simulate various audio and visual home appliances. The component
also encodes, decodes or analyzes media elements in a timely manner.

The third component is a Java virtual machine to execute a middleware com-
ponent such as HAVi. Java provides automatic memory management, thread
management, and a lot of class libraries to build an sophisticated middleware
components and home computing applications in an easy way. Also, Java Swing
and AWT enable us to build sophisticated graphical user interface to write appli-
cations for home appliances. Therefore, a lot of standard middleware components
for home computing assume to use Java due to the rich class libraries. The fourth
component is the HAVi middleware component described in the next section. In
our system, the component is written in Java. The last component is home com-
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puting application programs that invoke HAVi API to control home appliances.
The component adds extra functionalities to actual home appliances. One of the
most important roles of the application component is to provide graphical user
interface to control home appliances.

3.3 Home Appliances on Linux

This section describes an overview of our home computing system. First, we give
a brief description about HAVi which is a distributed middleware for networked
home appliances. Next, we show how our system emulates a variety of networked
home appliances.

Middleware for Networked Home Appliances: A variety of audio/visual
home appliances such as TV and VCR are currently connected by analog ca-
bles, and these appliances are usually controlled individually. However, there are
several proposals for solving the problem recently. Future audio/visual home ap-
pliances will be connected via the IEEE 1394 interface, and the network will be
able to deliver multiple audio and video streams that may have different coding
schemes. HAVi(Home Audio/Video Interoperability) Architecture proposed by
Sony, Matsushita, Philips, Thomson, Hitachi, Toshiba, Sharp, and Grundig is
a standard distributed middleware for audio and visual home appliances, and
provides an ability to control these appliances in an integrated fashion by of-
fering standard programming interface. Therefore, an application can control a
variety of appliances that are compliant to HAVi without taking into account
the differences among appliances even if they are developed by different vendors.

The HAVi architecture also provides a mechanism to dynamically load a Java
bytecode from a target device. The Java bytecode knows how to control a target
appliance since the code implements a protocol to communicate between a client
device and a target appliance. Therefore, the client device needs not to know
how to control the target appliance, and the target appliance can use the most
suitable protocol for controlling it. Also, the bytecode may be retrieved from a
server on the Internet, therefore it is easy to update software to control target
appliances.

The architecture is very flexible, and has the following three advantages.

– The standardized programming interface that provides high level abstraction
hides the details of the appliances. Therefore, it is possible to build appli-
cations that are vendor independent. Also, the application can adopt future
technologies without modifying target appliances. The feature enables us to
build a new appliance by composing existing appliances.

– The software to control target appliances can be replaced by retrieving from
the Internet. The feature removes the limitations of traditional home appli-
ances since the functionalities may be updated by modifying software.

– The Java bytecode loaded from a target appliance enables us to use the
most appropriate protocol. The feature allows us to choose the state of the
art technologies without modifying existing applications when a company
releases the appliance.
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Especially, the first and the third advantages are suitable for developing a
prototype very rapidly since the advantages allow us to adopt future technolo-
gies very easily without modifying existing appliances and home application
programs.

The HAVi component consists of nine modules defined in the HAVi speci-
fication. In HAVi, the module is called software element. DCM(Device Control
Module) and FCM(Function Control Module) are the most important software
elements in HAVi. Each appliance has a DCM for controlling the appliance. The
DCM is usually downloaded to a HAVi device, and it invokes methods defined in
DCM when the appliance needs to be controlled. A DCM abstracts an appliance,
and contains several FCMs. Each functionality in an appliance is abstracted as
a FCM. Currently, tuner, VCR, clock, camera, AV Disk, amplifier, display, mo-
dem, and Web Proxy are defined as FCM. Since these FCMs have a standard
API to control them, an application can control appliances without knowing the
detailed protocol to access the appliances.

Home Appliance Emulation on Linux: The continuous media manage-
ment component processes continuous media streams such as MPEG2 and DV
streams. To process media elements in a timely manner, the components are
implemented in the C language and are running on the Linux kernel directly.

The continuous media management component is controlled by a Java byte-
code provided by the appliance implementing the component. As described in
the previous section, the bytecode is downloaded to a HAVi device such as set-
top boxes, and installed as a DCM software element. The bytecode implements
a protocol to transmit a control message to a target appliance, and the message
is processed by the continuous media management component to control media
streams.

The continuous media management component contains several threads. Let
us assume a continuous media management component that processes an audio
stream and a video stream. The audio stream is delivered to a speaker, and the
video stream is displayed on a window system.

The component contains five threads. The first thread initializes the compo-
nent, sends a Java bytecode representing a DCM to a HAVi device, and waits for
receiving commands from the HAVi device. When an application on the HAVi
device invokes a method of the downloaded DCM, a control message is deliv-
ered to the component. Although HAVi does not define the protocol between a
HAVi device and an appliance, the 1394 AV/C command may make it easy to
implement DCMs.

The second thread receives packets from a IEEE 1394 network, and collect
them as media elements. The media elements are classified into video frames and
audio samples, and they are passed to the third and fourth threads respectively.
In our system, threads are communicated through time-driven buffers to carry
media elements. The time-driven buffer stores media elements in the FIFO order,
but obsolete media in the buffer elements are dropped automatically. The third
thread retrieves video frames from a time-driven buffer, and sends them to a
window system. Also, the fourth thread retrieves audio samples from a time-
driven buffer, and sends them to an audio device. The last thread monitors
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the performance of a system, and controls a QOS value of each media stream
according to the priority of media streams.

In our system, each media element has a header containing information to
identify the media format, and it also contains timestamps to process the media
element correctly. Currently, we adopt a RTP header as a header in our system
to be assigned to each media element.

To process the timestamp assigned to each media element correctly, each
machine’s clock should be synchronized. However, there is a clock skew among
different clocks, thus we require a mechanism to synchronize them. Also, to
control an overload condition, each media stream’s QOS should be changed. The
detailed description to process continuous media in our system can be found in
[11].

3.4 Applications Components

The purpose of an application in our system is to allow us to control home
appliances with a variety of devices such as PDAs and cellular phones. In the
future, we will have a variety of home appliances, but each appliance traditionally
offers a different remote controller to control it. However, the approach has the
following problems.

– To control an appliance, we usually need a specific remote controller.
– Everyone needs to use the same user interface to control an appliance.
– When a user controls an appliance, a system does not understand the situ-

ation of the user.
– When there are several appliances, a user needs to control them indepen-

dently.

For solving the problem, an application should have three mechanisms. The
first mechanism is to support various types of interaction devices to control an
appliance. For example, we like to use an interaction device carried by us to con-
trol the appliance. The problem can be solved by the user interface middleware
described in the next section. The second mechanism is to take into account our
situations. For example, if a system knows the location of a user, the system
can control an appliance in a more appropriate way. Also, if a system knows the
preference of a user, there may be a better way to control the appliance. The
third mechanism is to compose multiple functions in different appliances as one
appliance. The mechanism allows us to define a new appliance very easily. The
second and third mechanisms should be provided as appropriate high level ab-
straction to build application components easily. In the future, we like to provide
the more high level abstraction to provide the second and third mechanisms on
HAVi API.

3.5 A Sample Scenario

In this section, we present a scenario to build an emulated digital TV using our
system. The scenario has actually been implemented using our prototype and



System Software for Audio and Visual Networked Home Appliances 281

give us a lot of experiences with building distributed home computing environ-
ments.

In a program emulating a digital TV appliance, a Linux process receives a
MPEG2 stream from an IEEE 1394 device driver, and displays the MPEG2
stream on the screen. The sender program that simulates a digital TV tuner
receives the MPEG2 stream from a MPEG encoder, and transmits it to the
IEEE 1394 network. Currently, the MPEG2 encoder is connected to an analog
TV to simulate a digital TV tuner, and the analog TV is controlled by a remote
controller connected to a computer with a serial line. A command received from
the serial line is transmitted to the analog TV through infrared.

The receiver process contains three threads. The first thread initializes and
controls the program. When the thread is started, it sends a DCM containing
a Java bytecode to a HAVi device. In our system, the HAVi device is also a
Linux based PC system. When the HAVi device receives the bytecode, a HAVi
application on the HAVi device shows graphical user interface to control the
emulated digital TV appliance. If a user enters a command through the graphical
user interface, the HAVi application invokes a method of the DCM representing
a tuner. Then, the HAVi device executes the downloaded bytecode to send a
command to the emulated digital TV appliance, and the first thread will receive
the command.

After the second thread in the emulated digital TV appliance receives packets
containing MPEG2 video stream from an IEEE 1394 network, it constructs a
video frame, and inserts the frame in a time driven buffer. The third thread
retrieves the frame from the buffer, then the video frame is delivered to a MPEG2
decoder according to the timestamp recorded in the video frame. Finally, the
decoder delivers the frame to a NTSC line connected to the analog TV display.

4 User Interface System for Networked Home Appliances

Our user interface system is based on the stateless thin-client system such as
Citrix Metaframe[3], Microsoft Terminal Server[10], the AT&T VNC system[18],
and Sun Microsystems Sun Ray[16].

In the future, a lot of new interaction devices will appear, but it is not real-
istic to rewrite all existing application programs for the new interaction devices.
Universal interaction realized by our user interface middleware enables us to use
the new interaction devices without modifying the applications programs that
adopt traditional GUI toolkits. The benefits of universal interaction enable us to
behave uniformly either in home, in offices, or in public spaces when controlling
a variety of appliances.

4.1 Design Issues

There are several ways to realize the goals described in the previous section.
The most important issue is how to support a variety of interaction devices.
Traditional user interface systems assume a few types of interaction devices.
For example, mouses, track points, and touch screens are used as input devices.
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There are three alternative approaches to build a flexible user interface system
as shown below.

– Builds a new user interface system from scratch.
– Builds a new device independent layer that invokes respective traditional

user interface systems for a variety of interaction devices.
– Captures input and output events of traditional user interface systems, and

transforms the events according to interaction devices.

We have chosen the third approach since our home computing system im-
plementing HAVi requires to use Java AWT, and we like to use various home
computing applications developed on HAVi in the near future without modifying
them. Recent interests in the use of embedded Linux to build home appliances
make our approach more practical since Linux usually adopts the X window
system as its basic user interface system, and our system enables a variety of
applications on embedded Linux to be controlled by various interaction devices.
The approach makes the development of a variety of embedded applications
very easy since the applications can use traditional and familiar user interface
toolkits.

4.2 Universal Interaction

In our approach, we call the protocol that can be universally used for the com-
munication between input/output interaction devices and appliances universal
interaction. Universal interaction enables us to control a variety of home appli-
ances in a uniform way. This means that our behavior is not restricted by where
we are or which appliance we like to control. Therefore, our approach provides
very natural interaction with home appliances.

The output events produced by appliances are converted to universal output
interaction events, and the events are translated for respective output interaction
devices. Also, input events generated in input interaction devices are converted to
universal input interaction events, and the events are processed by applications
executed in appliances.

A universal interaction proxy that is called the UniInt proxy as described
in the next section plays a role to convert between the universal interaction
protocol and input/output events of respective interaction devices in a generic
way. The proxy allows us to use any input/output interaction devices to control
appliances if the events of the devices are converted to the universal interaction
protocol. This approach offers the following three very attractive characteristics.

The first characteristic is that input interaction devices and output interac-
tion devices are chosen independently according to a user’s situation and pref-
erence. For example, users can select their PDAs for their input/output interac-
tion. Also, the users may choose their cellular phones as their input interaction
devices, and television displays as their output interaction devices. For exam-
ple, users may control appliances by their gesture by navigating augmented real
world generated by wearable devices.

The second characteristic is that our approach enables us to choose suitable
input/output interaction devices according to a user’s preference. Also, these
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interaction devices are dynamically changed according to the user’s current sit-
uation. For example, a user who controls an appliance by his/her cellular phone
as an input interaction device will change the interaction device to a voice input
system because his both hands are busy for other work currently.

The third characteristic is that any applications executed in appliances can
use the any user interface systems if the user interface systems speak the univer-
sal interaction protocol. In our approach, we currently adopt keyboard/mouse
events as universal input events and bitmap images as universal output events.
The approach enables us to use traditional graphical user interface toolkits such
as Java AWT, GTK+, and Qt for interfacing with any interaction devices. In
fact, a lot of standards for consumer electronics like to recently adopt Java AWT
for their GUI standards. Thus, our approach will allow us to control various fu-
ture consumer electronics from various interaction devices without modifying
their application programs. The characteristic is very desirable because it is
very difficult to change existing GUI standards.

4.3 System Architecture

Our system uses the stateless thin-client system to transfer bitmap images to
draw graphical user interface, and to process mouse/keyboard events for inputs.
The usual thin-client system consists of a viewer and a server. The server is exe-
cuted on a machine where an application is running. The application implements
graphical user interface by using a traditional user interface system such as the
X window system. The bitmap images generated by the user interface system are
transmitted to a viewer that are usually executed on another machine. On the
other hand, mouse and keyboard events captured by the viewer are forwarded
to the server. The protocol between the viewer and the server are specified as a
standard protocol for showing a desktop on various client systems1. In the paper,
we call the protocol the RFB protocol. The system is usually used to move a
user’s desktop according to the location of a user[15], or shows multiple desktops
on the same display, for instance, both MS-Windows and the X Window system.

In our system, we replace the viewer to a UniInt(Universal Interaction) proxy
that forwards bitmap images received from a UniInt server to an output device.
In our system, a server of any thin-client systems can be used as the UniInt server.
Also, UniInt proxy forwards input events received from an input interaction
device to the UniInt server.

Our system consists of the following four components as shown in Figure 2.
In the following paragraphs, we explain these components in details.

– Home Appliance Application
– UniInt Server
– UniInt Proxy
– Input/Output Devices

Home appliance applications generate graphical user interface for currently
available home appliances to control them. For example, if TV is currently avail-
able, the application generates user interface for the TV. On the other hand, the
1 The AT&T VNC system calls the protocol the RFB(Remote Frame Buffer) protocol.



284 T. Nakajima

Fig. 2. System Architecture

application generates the composed GUI for TV and VCR if both TV and VCR
are currently available.

The UniInt server transmits bitmap images generated by a window system
using the RFB protocol to a UniInt proxy. Also, it forwards mouse and keyboard
events received from a UniInt proxy to the window system. In our current im-
plementation, we need not to modify existing servers of thin-client systems, and
any applications running on window systems supporting a UniInt server can be
controlled in our system without modifying them.

The UniInt proxy is the most important component in our system. The UniInt
proxy converts bitmap images received from a UniInt server according to the
characteristics of output devices. Also, the UniInt proxy converts events received
from input devices to mouse or keyboard events that are compliant to the RFB
protocol. The UniInt proxy chooses a currently appropriate input and output
interaction devices for controlling appliances. Then, the selected input device
transmits an input plug-in module, and the selected output device transmits an
output plug-in module to the UniInt proxy. The input plug-in module contains
a code to translate events received from the input device to mouse or keyboard
events. The output plug-in module contains a code to convert bitmap images
received from a UniInt server to images that can be displayed on the screen of
the target output device.

The last component is input and output interaction devices. An input device
supports the interaction with a user. The role of an input device is to deliver
commands issued by a user to control home appliances. An output device has a
display device to show graphical user interface to control appliances.

In our approach, the UniInt proxy plays a role to deal with the heterogeneity
of interaction devices. Also, it can switch interaction devices according to a user’s
situation or preference. This makes it possible to personalize the interaction
between a user and appliances.

4.4 UniInt Proxy

The current version of UniInt proxy is written in Java, and the implementation
contains four modules as shown in Figure 2. The first module is the RFB protocol
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module that executes the RFB protocol to communicate with a UniInt server.
The replacement of the module enables us to use our system with different thin-
client systems. The module can use the same module implemented in a viewer
of a thin-client system. The second module is the plug-in management module
that receives input and output plug-in modules from interaction devices, and
dynamically links the modules in the UniInt proxy. The third module is the
plug-and-play management module that detects currently available input and
output interaction devices. The last module is the plug-in migration management
module that manages the migration of input and output plug-in modules between
interaction devices and a UniInt proxy.

Management for Available Interaction Devices: The plug and play man-
agement module detects the currently available input and output devices near
a UniInt proxy. In our system, a unique ID is assigned for each type of in-
put/output devices. The UniInt proxy broadcasts beacon messages periodically.
In the current prototype, interaction devices are connected via IEEE802.11b,
Ethernet or infrared networks. When each interaction device receives a beacon
message, it replies an acknowledgement message. The acknowledgement message
contains the unique ID to identify the device type. If the UniInt proxy receives
several acknowledgment messages from multiple interaction devices, it chooses
one device according to the preference determined by the UniInt proxy. Also,
when a newly detected device replies an acknowledgement message, the device
may be chosen as a currently used interaction device, if the device is more prefer-
able than the currently used device.

When a UniInt proxy chooses a new device after the detection of the device,
it sends an acknowledgement message before using the device. Then, the UniInt
proxy sends a terminate message to the device that is used until now. Finally,
the UniInt proxy waits for receiving a plug-in module from the new device. The
preference to select input and output devices is registered in a UniInt proxy
for each user. If the system cannot detect who likes to use an appliance, a
default preference is chosen. Also, each plug-in module supports an event to
switch the currently used input and output devices. For example, a user can
send a command to change a currently used output device to a UniInt proxy.
The UniInt proxy switches the current output device to the next one until the
user selects his favorite output device.

Migration Management of Plug-In Modules: When receiving an acknowl-
edgement message from the UniInt proxy, the input/output devices send plug-in
modules to the UniInt proxy. In our system, we are using the MobileSpaces mo-
bile agent system[14] to transmit plug-in modules between input/output devices
and a UniInt proxy. After the plug-in modules are downloaded in the Java vir-
tual machine executed in a UniInt proxy, the plug-in migration module sends
a migration complete message to the input/output devices. The MobileSpaces
system supports hierarchical agents, and the agents can be communicated when
they reside at the same hierarchical level. Therefore, we also implement a UniInt
proxy as a mobile agent, but the agent does not be migrated to other hosts.
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However, the feature may be used to move a UniInt proxy to a near computer
from input and output devices.

Lifecycle Management of Plug-In Modules: The plug-in management
module contains an input and an output plug-in module. The input plug-in mod-
ule receives events from an input device that is currently selected. The event is
converted to a mouse or a keyboard event, and the event is transferred by the
RFB protocol to a UniInt server. For example, if a user touches a button draw-
ing a right arrow, the event is transmitted to the input plug-in module delivered
from a PDA device. The event is translated to a mouse movement event to the
right, and the event is finally forwarded to a window system.

Also, after bitmap images are received by the RFB protocol module in a Uni-
Int proxy from a UniInt server, an output plug-in module processes the images
before transmitting to an output device. For example, a color image received
from a UniInt server is converted to a black and white image. Also, the size of
the image is reduced to show on a PDA’s screen.

4.5 Context-Awareness in Home Computing Applications

The role of home computing applications is to allow us to control home appli-
ances easily. The interaction between a user and home appliances will become
more complex since the functionalities of appliances will be richer and richer.
Also, the number of appliances will be increased in the future. Therefore, future
home applications should support context aware interaction with a variety of
appliances.

There are two types of context awareness that should be taken into account.
The first one is to personalize the interaction. The interaction is also customized
according to a user’s situation. The second type is to deal with currently available
multiple appliances as one appliance.

It is usually difficult to personalize the interaction with an appliance since
a system does not know who controls the appliance. In our system, we assume
that each user has his own control device such as a PDA and a cellular phone. If
these devices transmit the identification of a user, the system knows who likes to
control the appliance. However, in our system, there is no direct way to deliver
such information to a home computing application from interaction devices since
we assume that the application adopts traditional user interface systems that do
not support the identification of a user. Therefore, in our current implementation,
each user has a different UniInt server that executes personalized applications
for each user. The application provides customized user interface according to
each user’s preference. The UniInt proxy chooses an appropriate UniInt server
according to the identification of a user acquired from an input device.

Our system needs to know which appliances are currently available according
to the current situation. In the current system, we assume that an application
knows which appliances can be available. For example, if the application sup-
ports three home appliances, the application needs to provide seven graphical
user interfaces with the combination of the three appliances. The user interfaces
are selected according to the currently available appliances. In our system, we
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assume that each home appliance is connected via IEEE 1394 networks. Since
IEEE 1394 networks support a mechanism to tell which appliances are currently
connected and whose power switches are turned on, it is easy that the applica-
tion easily knows the currently available appliances, and selects the most suitable
user interface.

4.6 Input and Output Interaction Devices

In our system, a variety of input and output devices are available, and the
input devices and output devices may be separated or combined. For example,
a graphical user interface can be displayed on the screen of a PDA or a large
display device on TV. The user interface displayed on TV can be navigated
by a PDA device. Therefore, a user can choose a variety of interaction styles
according to his preference. Also, these devices can be changed according to the
current situation. For example, when the currently used interaction devices are
unavailable, another interaction device may be selected to control appliances.

We assume that each device transmits a plug-in module to a UniInt proxy
as described in Section 4.4. However, some input devices such as a microphone
may not be programmable, and it is difficult to support the communication to
a UniInt proxy. In this case, we connect the device to a personal computer, and
the computer communicates with a UniInt proxy to deliver a plug-in module.
However, it is difficult to know when a program on the personal computer returns
an acknowledgement message when a beacon message is received from a UniInt
proxy since the computer does not understand whether a microphone is currently
available or not. Therefore, in the current prototype, we assume that the device
is always connected and available.

5 How Does Our System Work?

In the section, we describe how our system works using our middleware com-
ponents. When an application recognizes that currently available appliances are
a television and a video recorder, it shows a graphical user interface for con-
trolling them. Since the current user does not interested in the TV program
reservation, the application draws a user interface containing power control, TV
channel selection, and VCR function to its UniInt server. As described in Section
4.5, a UniInt proxy selects a UniInt server executing an application drawing a
customized user interface for the user who likes to control these appliances, and
the selected UniInt server transmits bitmap images containing the interface to
the UniInt proxy.

Let us assume that the UniInt proxy detects that the user has a PDA de-
vice. The PDA device delivers input and output plug-in modules to the UniInt
proxy. The UniInt proxy transcodes bitmap images transmitted from the UniInt
server using the output plug-in module before transmitting the images to the
PDA device. In this case, 8 bits color images whose image size is 640x480 are
reduced to monochrome images whose size is 180x120. Also, input events on the
touch screen of the PDA device are converted to mouse and keyboard events
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by the input plug-in module. However, we assume that the user likes to see the
graphical user interface on a bigger display now. The user transmits a command
to the UniInt proxy by tapping on the screen. When the UniInt proxy detects
it, the bitmap images containing the graphical user interface are forwarded to
the display system, and the images are converted by the output plug-in module
provided by the bigger display before transmitting them. Also, the user interface
will be displayed again on the screen of the PDA device by tapping the PDA’s
screen.

6 Current Status

Currently, we have four PCs and one DV camera connected by an IEEE 1394
network. The first PC executes MS-Window982, and has an MPEG2 encoder
that is connected to a analog TV tuner via a NTSC cable. The PC also executes
a program that controls a remote controller to access the TV tuner. The program
translates a command from the PC to an infrared command that enables us to
control the commercial analog TV tuner. The DCM for our digital TV emulator
transmits commands to the program, then the commands are finally forwarded
to the analog TV.

The second PC executes Linux, and has an MPEG2 decoder. The PC exe-
cutes an MPEG2 receiver process. The MPEG2 decoder has a NTSC interface
which is connected to an analog TV display. The continuous media management
component on the PC has the DCM for a MPEG display.

The third PC contains the DCM for a DV camera. The DCM contains a
code to control a DV camera using the AV/C command. A program to detect
a DV camera running on the PC transmits the DCM to a HAVi device when
a DV camera is connected to the IEEE 1394 network. The PC also emulates a
DV monitor that receives DV frames from an IEEE 1394 broadcast synchronous
channel, and the continuous media management component for the DV monitor
also has the DCM for the DV monitor. The fourth PC emulates a HAVi device.
When the PC receives DCMs from the DV monitor or the digital TV emula-
tion program, an application running on the PC shows graphical user interface.
By navigating the interface, the methods provided by the DCMs are invoked
by the application, and commands to control continuous media management
components emulating home appliances will be delivered.

We found that the approach that building middleware components on Linux
and Java is very attractive to develop embedded software because the software
can be executed on embedded devices without modifying it. This decreases the
development cost of embedded devices dramatically. Also, even if we cannot
adopt Linux on target embedded devices, the porting of the software is not diffi-
cult. For example, we have ported our implementation of HAVi on an embedded
device that has a Pico Java II chip. In the experiment, we are able to port HAVi
without modifying it, therefore the porting of the software was dramatically easy.

2 Currently, we are using MS-Window98 to emulate a digital TV tuner because we
could not find a MPEG2 encoder that can be used on Linux.
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Our user interface system has adopted the AT&T VNC system as a thin-client
system. Our application shows a graphical user interface according to currently
available appliances as described in the previous section. Also, the cursor on a
screen that displays a graphical user interface can be moved from a PalmPilot as
shown in Figure 3. However, if the device is turned off, the cursor is controlled by
the keyboard and the mouse of a personal computer. It is also possible to show a
graphical user interface on the PDA device according to a user’s preference. Also,
the current system has integrated cellular phones to control home appliances.
NTT Docomo’s i-mode phones have Web browsers, and this makes it possible
to move a cursor by clicking special links displayed on the cellular phones.

In our home computing system, we have adopted Linux/RT[9] that extends a
standard Linux by adding a resource reservation capability. The Linux also pro-
vides an IEEE 1394 device driver and an MPEG2 decoder. Also, IBM JDK1.1.8
for the Java virtual machine is used to execute the HAVi middleware component.

Fig. 3. Controlling HAVi with Various Interaction Devices
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7 Experiences

This section describes several experiences with building our prototype systems.

Home Appliance Applications: One of the most important issues to build
future home appliances is their usability. Especially, the usage of appliances
should be customized according to each user’s preferences and situations. For
example, current home appliances such as TV and VCR provide rich function-
alities such as TV program reservation. Since the remote controller has a lot of
buttons, usual users confuse how to use these appliances. On the other hand, our
system easily changes user interface by replacing applications that invoke HAVi
API. This means that it is possible to change user interface according to the
preference of a user. Also, there is a possibility to compose multiple functions
in several existing appliances, and it enables us to define a new appliance in an
ad-hoc way. Therefore, our system is very suitable to do a variety of experiments
for developing future advanced home appliances.

However, in HAVi, Registry returns a list of software elements, when an
application retrieves an necessary function such as a tuner function and a camera
function. The current HAVi does not provide enough information to select the
functions. Therefore, a variety of attributes should be stored in Registry to select
the most suitable function to develop advanced context-aware home applications.

Also, the customization of user interface requires to represent a variety of
aspects of our daily life such as location information of users and various ob-
jects or a user’s emotion. To make an application to be adapted according to
context information portable, the representation of such information should be
standardized. However, it is not easy to represent the context information and
the preference of a user. To represent such information, we need to model the
entire world. This makes the specification of middleware to become too big to
use for home appliances, thus we need more efforts in this area.

Distribution Transparency: The issue discussed in this section is how to
manage distribution. Home appliances connected by networks store a variety
of information that should be consistent whenever some failures occur or the
configuration of networks is changed. Also, to build stable distributed systems,
it is important to define rigorous semantics for all operations in systems.

The following two issues are completely ignored by the current researches
on home computing. The first issue is very important because home computing
environments assume that the configuration changed at any moment. There is a
lot of work to maintain consistency in distributed systems such as transactions[5]
and process groups[2], and these concepts are useful to build distributed home
appliances. For example, a digital TV appliance may invoke a transaction for
on-line shopping. The database to monitor the behavior of users should keep the
consistency even if an application is turned off while modifying the database.
We believe that transactions are also a useful concept in home computing envi-
ronments, and it is important to develop an appropriate transaction model for
home computing environments. Also, fault tolerance is an important topic in
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home computing environments since it is not desirable to fail to record a broad-
cast program due to the crash of an appliance. In this case, an application should
be implemented by using a process group concept to store critical information.

The second issue is important when multiple functions in different appliances
are composed. These functions provide standard interface to access them. For
example, each tuner function provides the same interface even if the vendors are
different. However, since the semantics of the interface is not define rigorously,
it is not ensured to behave in the same way. Because the distribution of these
functions is hidden from an application in a transparent way, it is not easy to
build stable applications when a failure occurs[6,19]. We should take into account
the difficulties of distributed systems when designing distributed middleware
components.

High Level Abstraction: We have implemented several home computing ap-
plications on our implementation of HAVi. One of these applications is a remote
control application that is integrated with a Web server. It enables the appli-
cation to convert commands from the embedded Web server to commands to
access HAVi API. This means that it is easy to build an application to control
home appliances from a variety of control devices embedding Web browsers. We
believe that the key point to realize fantastic home computing environments is
to provide high level API that enables us to build a variety of home applications.

The high level API provided by HAVi allows us to build advanced home
applications that are personalized for each person. For example, it is easy to
build a program customizing graphical user interface according to the preference
of a user. The program identifies a user, and changes the layout of of graphical
user interface. However, it is not easy to identify the current user who likes to use
an appliance. Also, it is not easy to represent context information to customize
the behavior of applications. For example, it is not simple to generate graphical
user interface according to the currently available appliances.

The high level API enables us to compose several appliances, but it is not
realistic to create an application for respective compositions. Therefore, it is
important to build an application to compose appliances from a composition
specification that is a high level language specific for describing the composition
of appliances. The specification should be declarative, and it should be possible
to compose several specifications to reuse existing specifications. Our experience
shows that the current high level API does not have enough power to represent
the composition. Especially, the naming of functions in appliances and a variety
of services is a key issue to develop a useful composition specification.

COTS Platforms: We have implemented HAVi using Java, and continuous
media management components on Linux. Our platform increases the portabil-
ity of our middleware by adopting COTS components. A variety of open software
make us to develop prototype applications very quickly. For example, free DV
decoder software enables us to create our DV monitor in a very short time, and
a free Web server enables us to create a remote control application easily. We be-
lieve that the adoption of open platform allows us to build a variety of prototype
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applications very cheaply. Also, Linux allows us to use the same operating system
both for development machines and target devices. Especially, recent Linux ker-
nel provides a variety of functions that are suitable for embedded systems such
as ROM file systems and flash file systems. Therefore, the development cost of
home appliances will be dramatically decreased by the adoption of Linux.

Object-orientation, automatic memory management, sophisticated synchro-
nization support and rich class libraries enable us to develop complex middleware
such as HAVi very quickly. Especially, the development of traditional embedded
applications is very difficult by synchronization misuse and memory leak. How-
ever, Java’s synchronization mechanism is well structured, therefore concurrent
programs become robust quickly. Also, Java’s automatic memory management
prevents us from memory leaks that are especially serious in multi-threaded
programming. The fact is very important for developing future home appliances
since the development time should become shorter although the complexity will
be increased exponentially.

Limitation of Our User Interface System: In our system, a bitmap image
that contains a graphical user interface is transferred from a UniInt server to
a UniInt proxy. Since the image does not contain semantic information about
its content, the UniInt proxy does not understand the content. For example,
it is difficult to extract the layout of each GUI component from the image.
Therefore, it is not easy to change the layout according to the characteristics
of output devices or a user’s preference. Also, our system can deal with only
mouse and keyboard events. Thus, the navigation of a graphical user interface
can be done by emulating the movement of a cursor or pressing a keyboard
and mouse buttons. If the limitation makes the usability of a system bad, other
approaches should be chosen. However, navigating a graphical user interface
from a PDA and a cellular phone provides very flexible interaction with home
appliances. Our experiences show that home appliances usually allow us to use
a large display and show graphical user interfaces on the display to control the
appliances. Thus, we believe that our system has enough power to make future
middleware components for home appliances flexible.

Better Control for Home Appliances: Our system can control any appli-
cations executed on standard window systems such as the X window system. In
our home computing system, traditional applications coexist with home comput-
ing applications, and these applications can also be controlled in an integrated
way by our system. For example, we can navigate an MP3 player or a Netscape
browser running with home computing applications via our system. However,
the overlapping window layout is painful to be navigated by our user interface
system. We consider that the tiled window strategy is more suitable for control-
ling home appliances. Also, our experience shows that we can control both home
appliances and traditional applications such as presentation software and web
browsers by using our system in a comfortable way if our system supports the
movement of a mouse cursor at a variety of speeds.
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Porting Issues in Embedded Systems: In embedded systems, underlying
platforms provide a variety of advanced features. The features are different on
respective platforms, and it is impossible to standardize these features since the
standardization may hide some details of respective platforms. Also, it is impor-
tant to support Quality of Service(QOS) parameters to accommodate a variety
of resource constraints. However, a general QOS specification is not suitable for
embedded systems since the specification will be too complex and big. There-
fore, it is desirable to provide a specialized QOS specification for each platform.
The QOS specification should take into account the predictability of underlying
software such as scheduling behavior and worst case execution time.

However, the approach makes the portability of software bad since it is nec-
essary to rewrite programs when they are ported on other platforms. We need to
develop a new methodology to develop a portable program that can be adapted
to respective platforms. We have a plan to enhance our middleware components
with our new methodology[12]. The methodology is based on famous separation
of concerns principle. In the methodology, we are working on transparently in-
corporating advanced features provided as non standardized API and a domain
specific QOS specification on existing programs. Also, the methodology includes
a method to predict the behavior of programs, which is important to predict
the behavior of a program when it is enhanced to access advanced underlying
features.

8 Conclusion

This paper has described system software for audio and visual networked home
appliances. Our system consists of two components. The first component is dis-
tributed middleware for audio and visual networked home appliances. The com-
ponent provides high level abstraction to control home appliances. The second
component is a user interface system to allow us to use a variety of interaction
devices to control graphical user interface provided by home applications.

Our system increases the portability of system software for home appliances
dramatically since we have adopted commodity software such as Java and Linux.
Also, our user interface system allows home computing applications to adopt
standard user interface middleware, but it enables us to use a variety of interac-
tion devices instead of a mouse and a keyboard. In the future, we like to prove
that our approach to adopt commodity software as much as possible is useful to
build other complex future embedded systems such as personal appliances like
cellular phones and PDAs.

Ubiquitous computing environments that are located in any spaces will be
integrated by connecting them via the Internet in the near future[13]. The envi-
ronments are extremely heterogeneous, but requires applications to be extremely
portable. Also, in the environments, we need to connect different distributed
middleware components such as HAVi, Jini and UPnP. We consider that net-
work systems that are customized according to the characteristics of respective
applications are very important in the near future[1].



294 T. Nakajima

References

1. H.Aizu, I.Satoh, D.Ueno, T.Nakajima, “A Virtual Overlay Network for Integrating
Home Appliances”, In the Proceedings of the 2nd International Symposium on
Applications and the Internet, 2002.

2. K.Birman, “The Process Group Approach to Reliable Distributed Computing”,
Communications of the ACM, Vol.36, No.12, 1993.

3. Citrix Systems, “Citrix Metaframe 1.8 Background”, Citrix White Paper, 1998.
4. T. Hodes, and R. H. Katz, “A Document-based Framework for Internet Appli-
cation Control”, In Proceedings of the Second USENIX Symposium on Internet
Technologies and Systems, 1999.

5. J. Gray and A.Reuter, “Transaction Processing: Concepts and Techniques”, Mor-
gan Kaufmann, 1993.

6. R. Guerraoui, “What Object Oriented Distributed Programming Does not Have
to be, and What it may be”, Informatik, 2 1999.

7. HAVi Consortium, ”HAVi Specification: Specification of the Home Audio/Video
Interoperability(HAVi) Architecture, http://www.havi.org/

8. R.Lea, S.Gibbs, A.Dara-Abrams, E. Eytchson, “Networking Home Entertainment
Devices with HAVi”, IEEE Computer, Vol.33, No.9, 2000.

9. Timesys, ”Linux/RT”, http://www.timesys.com.
10. Microsoft Corporation, “Microsoft WIndows NT Server 4.0: Technical Server Edi-

tion, An Architecture Overview”, Technical White Paper 1998.
11. T. Nakajima, et. al., “A Framework for Building Audio and Visual Home Ap-

pliances on Commodity Software, In the Proceedings of IASTED International
Conference on Internet and Multimedia Systems and Applications(IMSA2001),
2001.

12. T. Nakajima, “Towards Universal Software Substrate for Distributed Embedded
Systems”, In Proceedings of the International Workshop on Object-Oriented Real-
Time Dependable Systems, 2000.

13. T. Nakajima, et. al., “Technical Challenges for Building Internet-Scale Ubiquitous
Computing”, Technical Report, Waseda University, 2001.

14. I. Sato, ”MobileSpaces: A Framework for Building Adaptive Distributed Applica-
tions using a Hierarchical Mobile Agent System”, In Proceedings of IEEE Interna-
tional Conference on Distributed Computing Systems, 2000.

15. Andy Harter, Andy Hopper, Pete Steggles, Andy Ward, Paul Webster, “The
Anatomy of a Context-Aware Application”, In Proceedings of the 5th Annual
ACM/IEEE International Conference on Mobile Computing and Networking, 1999.

16. Sun Microsystems, “Sun Ray 1 Enterprise Appliance”,
http://www.sun.com/products/sunray1/.

17. User Interface Markup Language, http://www.uiml.org/
18. T.Richardson, et al., “Virtual Network Computing”, IEEE Internet Computing,

Vol.2, No.1, 1998.
19. J.Waldo, G.Wyant, A.Wollrath and S.Kendall, “A Note on Distributed Comput-

ing”, Technical Report, Sun Microsystems Labolatories, Inc., 1994.
20. Mark Weiser, “The Computer for the 21st Century”, Scientific American, Vol. 265,

No.3, 1991.



Access Control and Trust in the Use of Widely
Distributed Services

Jean Bacon, Ken Moody, and Walt Yao

University of Cambridge Computer Laboratory
New Museum Site, Pembroke Street
Cambridge CB2 3QG, United Kingdom

{jean.bacon, ken.moody, walt.yao}@cl.cam.ac.uk

Abstract. OASIS is a role-based access control architecture for achiev-
ing secure interoperation of independently managed services in an
open, distributed environment. OASIS differs from other RBAC schemes
in a number of ways: role management is decentralised, roles are
parametrised, and privileges are not delegated. OASIS depends on an
active middleware platform to notify services of any relevant changes in
their environment.
Services define roles and establish formally specified policy for role acti-
vation and service use; users must present the required credentials and
satisfy specified constraints in order to activate a role or invoke a service.
The membership rule of a role indicates which of the role activation con-
ditions must remain true while the role is active. A role is deactivated
immediately if any of the conditions of the membership rule associated
with its activation become false.
Instead of privilege delegation OASIS introduces the notion of appoint-
ment, whereby being active in certain roles carries the privilege of issuing
appointment certificates to other users. Appointment certificates capture
the notion of long lived credentials such as academic and professional
qualification or membership of an organisation. The role activation con-
ditions of a service may include appointment certificates, prerequisite
roles and environmental constraints.
We define the model and architecture and discuss engineering details,
including security issues. We illustrate how an OASIS session can span
multiple domains, and discuss how it can be used in a global environ-
ment where roving principals, in possession of appointment certificates,
encounter and wish to use services. We propose a minimal infrastructure
to enable widely distributed, independently developed services to enter
into agreements to respect each other’s credentials.
We speculate on a further extension to mutually unknown, and therefore
untrusted, parties. Each party will accumulate audit certificates which
embody its interaction history and which may form the basis of a web
of trust.

1 Introduction

OASIS is an access control system for open, interworking services in a distributed
environment modelled as domains of services. Services may be developed inde-
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pendently but service level agreements allow their secure interoperation. OASIS
is closely integrated with an active, event-based middleware infrastructure. In
this way we can notify applications of any change in their environment, making
it possible to ensure that security policy is satisfied at all times.

OASIS is role based but has important differences from other RBAC schemes
[3,4,5,6,7,8,11,12,13,14,15,16]:

– Roles are service-specific; there is no notion of globally centralised adminis-
tration of role naming and privilege management.

– Roles may be parametrised, as required by applications.
– Roles are activated within sessions. A session is started by activating an
initial role such as logged in user. Most roles have activation conditions that
require prerequisite roles and a session of active roles is built up.

– All privileges are associated with roles. We use appointment instead of privi-
lege delegation; the activation conditions of roles which convey the privileges
to be granted may require appointment certificates.

– We provide an active security environment. Constraints on the context can
be checked during role activation; the role may be deactivated if particular
conditions become false subsequently.

Services name their client roles and enforce policy for role activation and
service invocation, expressed in terms of their own and other services’ roles.
Section 2 gives the details of role activation conditions. An encryption protected
role membership certificate (RMC) is returned to the user on successful role
activation and this may be used as proof of authorisation to use this and other
services and as a credential for activating other roles, according to services’
policy. Engineering details are in Sect. 4.

In contrast with some RBAC schemes we do not support the delegation of
privileges. Instead we use appointment, in which one function of certain roles is
to issue appointment certificates which may be used, together with any other
credentials required by policy, to activate one or more roles. There is no reason
why the holder of the appointer role should be entitled to the privileges conferred
by the certificates; for example, a hospital administrator need not be medically
qualified. Appointment is discussed in Sect. 2.

RBAC, in associating privileges with roles, provides a means of expressing
access control which is scalable to large numbers of principals. The detailed
management of large numbers of access control lists, as people change their em-
ployment or function, is avoided. However, pure RBAC associates privileges only
with roles, whereas applications often require more fine-grained access control.
Parametrised roles extend the functionality to meet this need. Role activation
conditions can check parameter values and the relationship between parameters,
so that policy can express exceptions to the default access controls. OASIS role
membership certificates are always principal specific but may or may not be
parametrised, depending on the requirements of the application. Some applica-
tions may require anonymous certificates. Section 5 discusses this issue in more
detail.
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Appointment meets the requirement for long-lived credentials; in contrast
privileges are associated with roles, which are activated in the context of a ses-
sion. This allows an active security environment to be maintained, in which any
breach of role membership conditions can be notified. Sections 4 and 5 discuss
the architecture and engineering of sessions.

In practice, distributed systems contain many domains; for example the
healthcare domain comprises subdomains of public and private hospitals, pri-
mary care practices, research institutes, clinics, etc. as well as national services
such as electronic health record management. Access control policy may be dic-
tated by national law and/or may come from organisational decisions. In [1] we
present an early attempt at pseudo-natural language policy expression and its
automatic translation into first-order predicate calculus. Such a mechanism is
crucial for any large-scale deployment of policy; it is essential to maintain con-
sistency as policies evolve. The formal expression of policy and its automatic
deployment is an independent thread of research which is not the main focus
here.

Widely distributed services may establish agreements on the use of one an-
other’s appointment certificates. Within a session at a user’s place of work it is
often necessary to make cross-domain invocations of remote services. For exam-
ple, a doctor carrying out emergency treatment for a patient who is away from
home may need access to the patient’s health record. Another example is the
negotiated use of remote digital libraries or databases. This is a natural part of
the architecture and is described in Sect. 3.

Sections 5 and 6 discuss extended uses of the OASIS approach. Suppose
someone temporarily leaves their home base to work as a known principal in a
known domain. For example, a doctor employed in a hospital may need to work
temporarily in a research institute, perhaps in another country. There may be a
reciprocal agreement between the hospital and the research institute to accept
electronic evidence of medical qualifications, subject of course to validation by
the issuer.

A different scenario is that a member of some organisation may have the
right to use the services of another, negotiated between the two organisations.
An analogy is that the English and Scottish National Trusts may give privileges
to each other’s members. Here, any paid-up member of a local organisation may
apply to use a known remote organisation.

The above scenarios assumed trusted services inhabiting mutually aware do-
mains, such as the healthcare domains of different regions or nations. More
generally, we may wish to set up an infrastructure for a world in which roving
computational entities encounter previously unknown, and therefore untrusted,
services. Both parties should be able to present checkable credentials to pro-
vide evidence of previous successful interactions. We discuss the difficulties of
establishing such an infrastructure and look at some of the risks involved.

In summary: in Sect.s 2 and 3 we outline the OASIS model and architecture.
In Sect. 4 we highlight some significant engineering issues, including the integra-
tion of OASIS access control with authentication and secure communication. In
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Sect. 5 we discuss the use of OASIS for widely distributed but mutually aware
domains. In Sect. 6 we speculate on how principals and services might have their
interactions certified in order to establish a more general scenario that includes
mutually untrusted parties.

2 The OASIS Access Control Model

[17] presents the OASIS model in detail including the formal semantics. Here we
outline the basic model.

OASIS embodies an open, decentralised approach, appropriate to deployment
in distributed systems. Roles are defined by services and services may interoper-
ate, recognising one another’s roles, according to service-level agreements. Cen-
tral to the OASIS model is the idea of credential-based role activation at
a service. The credentials that a user possesses, together with side conditions
which depend on the state of the environment, will authorise him or her to
activate roles.

Activation of any role in OASIS is explicitly controlled by a role activation
rule. A role activation rule specifies, in Horn clause logic, the conditions that a
user must meet in order to activate the role. The conditions may include prereq-
uisite roles, appointment credentials and environmental constraints.

A prerequisite role as a condition for a target role means that a princi-
pal must already have activated the prerequisite role before it can activate the
target role. Some services define roles which do not include prerequisite roles
in their role activation rule. An example is a login service which defines a role
logged in user. The activation conditions might include proof that the user is
employed by or registered at the organisation to which the system belongs, and
can supply authentication evidence, but a prerequisite role is not required. By
activating such a role, called an initial role, a user may start an OASIS session;
other roles’ activation rules may include the prerequisite role logged in user. Fig-
ure 1 illustrates role dependency, with a role activation rule for service C that
includes only prerequisite roles.
Appointment credentials were motivated in Sect. 1. Being active in cer-

tain roles gives the principal the right to issue appointment certificates to one
or more other principals. Appointment certificates may be used, together with
any other credentials required by policy, to activate one or more roles. They
are certificates whose lifetime is independent of the duration of the session of
activation of the appointer role. They may be long-lived, such as when they are
used to certify academic or professional qualification, employment or member-
ship of an organisation. They may be transient, for example when certifying
that someone is authorised to stand in for a colleague who is called away while
on duty. In some cases the appointment is made with the intention of allowing
the appointee to activate a specific role. An example is that a screening nurse
in an Accident and Emergency (A&E) Department may allocate a patient to a
particular doctor. He/she issues an appointment certificate to the doctor who
may then activate the role treating doctor for that patient. In other cases the
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Fig. 1. Role dependency through prerequisite roles

appointer may have no reason to know which roles will include the appointment
certificate in their activation rules. In general, there is no reason why the ap-
pointer should be entitled to the privileges conferred (through subsequent role
activation) by the appointment certificates it issues. In a computerised system
it is natural that an administrator should enter a role and issue academic, pro-
fessional or membership appointment certificates; a hospital administrator need
not be medically qualified. If an application requires delegation then it can be
built using appointment. The role of the delegator must be granted the privilege
of issuing appointment certificates, and a role must be established to hold the
privileges to be assigned. Finally an activation rule must be defined to ensure
that the appointment certificate is presented in an appropriate context.

OASIS roles are parametrised; without parameters RBAC cannot meet the
requirements of some application domains. For example, the English “Patients’
Charter” allows patients to specify who may see which parts of their health
records; the policy deployed at any service which provides health care should
take account of such directions by the patient. Default policy is role based for
scalability; for example “doctors may access the records of patients registered
with them”. Policy as implemented must respect individual exceptions indicated
by patients; for example “Fred Smith” (although a doctor) “may not access my
health record”. Constraint checking during service use allows such exceptions to
be enforced; it is vital that doctors who access patient records may be identified
individually. For access control in a file service it is necessary to indicate individ-
ual owners of files as well as groups of users. In general, OASIS role parameters
might be the identifier or location of the computer, the name of the activator of
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the role, some identifier of the activator, such as a public key or health service
identifier, the patient the activator is treating, and so on.

As noted above, in addition to prerequisite roles and appointment credentials,
role activation rules may include environmental constraints. These may be
user-independent constraints or conditions on user-dependent parameters. Ex-
amples of user-independent constraints are the time of day and the location or
name of a computer. An example of a condition on user-dependent parameters
is that the user is a member of a group; this may be ascertained by database
lookup at some service. Another is that parameters are related in a specified
way; for example the doctor has the patient registered as under his/her care.
Again, a check can be made against a database. A simple parameter check may
ascertain that the user is a specified exception to a general category who may
activate the role.

The membership rule for a role indicates those predicates for activating the
role that must continue to be true for the role to remain active. In Sect. 4 we show
how membership rules are monitored and enforced in our active environment.

As in traditional RBAC, roles convey privileges; specifically, the privilege of
method invocation (including object access) at services. The conditions for ser-
vice invocation are possession of role membership certificates of this and other
services together with environmental constraints. Since roles are parametrised
we can enforce policies on object access such as “doctors may access patients’
health records” together with exclusions on individual objects: “Joe Bloggs’
health record may not be accessed by Fred Smith”.

3 OASIS Architecture

Figure 2 shows the architecture of an OASIS service which defines roles. Services
may also be OASIS-aware and specify roles of other services as credentials to
authorise their use, without themselves defining roles, see [10].

A client activates a role by presenting credentials to a service that enable
the service to prove that the client conforms to its policy for entry to that
role (path 1). The service validates the credentials. This may involve checking
back with certificate-issuing services and checking environmental conditions. If
the checks succeed a role membership certificate (RMC) is issued (path 2). This
may be presented with subsequent requests to use that service, together with any
other credentials specified by the service’s policy (path 3). The service validates
the credentials, checks any constraints and, if all is well, the invocation proceeds
(path 4). The design of RMCs and how they are validated is discussed in Sect. 4.

An OASIS session may include remote, cross-domain service invocations
based on prior service-level agreements. Figure 3 gives an example, taken from
a national electronic health record (EHR) service. We assume a national EHR
domain and many local healthcare domains such as primary care groups and
hospitals. A hospital domain is likely to include many computerised services
such as those which record pharmacy and X-ray usage. Figure 3 shows one of
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Fig. 2. A service secured by OASIS access control

these services; that which delivers EHR components as requested by authorised
principals.

The scenario is that a doctor has successfully activated the parametrised role
treating doctor (doctor id, patient id) within the hospital domain where he/she
is employed. The doctor needs to refer to certain records of treatment within
the patient’s EHR and invokes the local EHR service to make the request, with
the RMC treating doctor as credential. The local EHR service is OASIS aware,
validates the credential by callback to the hospital administration, and the in-
vocation proceeds. The local EHR service must now invoke the national EHR
service to locate and acquire the EHR components. The national EHR service
has a rolename which principals from authorised healthcare domains can acti-
vate, say hospital(hospital id). In the figure the role is active and the invocation
request-EHR is made (path 1). Service level agreements between the national
service and individual health care domains would establish a protocol to validate
local RMCs so that the identity of the original requester can be recorded for au-
dit. The detailed design of the national EHR service would specify the credentials
and parameters required for the invocation. For example, the hospital certificate
is the required credential and the treating doctor (doctor id, patient id) certifi-
cate would form part of the audit record. The doctor and patient ids are shown
embedded in the treating doctor certificate but they could be included, in addi-
tion, as arguments of the calls.

The national EHR service validates the hospital certificate, notes that the
requester is in the role treating doctor and uses the parameter patient id to
find information on where components of the EHR are stored. Before returning
the data to the hospital it is essential to check that the role is sufficient to
permit access to the fields requested and that this particular doctor has not
been excluded from access by the patient. If all is well the data is returned
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Fig. 3. An OASIS session with cross-domain calls

(path 2). The doctor carries out an item of treatment. Paths 3 and 4 show the
authorised and audited inclusion of the record of treatment in the patient’s EHR.
The architecture must guarantee that these steps complete successfully, but the
response time is not critical. This is a simplification of the way in which EHRs
are likely to be managed.

The above examples illustrate how OASIS access control operates within and
across domains. We now expand on some engineering issues.

4 OASIS Engineering

There need not be a centrally dictated design of role membership certificates,
although there is likely to be a unified design within each domain. An Oasis-
aware service will validate a certificate presented as an argument via callback to
the issuer. The service may cache the certificate and the result of validation in
order to reduce the communication overhead of repeated callback. This requires
an event channel so that the issuer can notify the service should the certificate
be invalidated for any reason, see [2].

Figure 4 presents a possible RMC design. RMCs are encryption-protected
to guard against tampering and are principal-specific to guard against theft,
as shown in the figure. The principal id is discussed further in Sect. 4.1. The
role-name and any parameters may be recorded in the RMC and protected.
The owner’s personal identification may or may not be one of the parameters,
depending on application requirements.

The issuer keeps information on the RMC, including its current validity, in
a credential record (CR). The credential record reference (CRR) in the RMC
allows the issuer and the CR to be located. Details of how the CR might be
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Fig. 4. A possible role membership certificate (RMC) design

designed were given in [9]. [10] discussed engineering issues for OASIS imple-
mentations in administrative domains that span many individual services. It is
likely that certificates will not be issued and validated by each individual service
as is possible in the architecture. Rather, a domain will contain one highly avail-
able service to carry out the functions of certificate issuing and validation. The
paper outlined the design of such a service, including replication for availability
together with consistency management.

It is important to note that OASIS is integrated with an event infrastructure
[2]; this allows services protected by OASIS to communicate asynchronously, so
that one service can be notified of a change of state at another without any
requirement for periodic polling.

An OASIS session typically starts from the activation of an initial role, such
as authenticated, logged in user. A user may activate further roles by submit-
ting the credentials required to satisfy an activation rule for each. Active roles
therefore form trees of role dependencies rooted on initial roles. If a single initial
role is deactivated, for example the user logs out, all the active roles dependent
on it collapse and that session terminates.

The event-based middleware infrastructure is used to monitor the member-
ship conditions of active roles. Should any membership condition for a role be-
come false the role is deactivated and the dependent subtree is collapsed. Figure 5
shows event channels that capture role dependencies in an OASIS session.

4.1 Engineering Authentication and Secure Communication

Here we discuss how OASIS might be integrated with standard authentica-
tion and encrypted communication. Within a firewall-protected domain OASIS
might be used without encrypted communication and yet still provide accept-
able access control. Colleagues are unlikely to wire-tap, although looking at a
colleague’s screen may well reveal confidential data. Appointment certificates
might be copied from file spaces if care is not taken to protect them, but a
thief should not be able to exploit them if the activation rules are well designed.
Although call and return parameters are potentially visible “on the wire” the
persistent data is protected from uncontrolled update.
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If any visibility of data and certificates “on the wire” is unacceptable to an
application, which must be assumed to be the case with cross-domain inter-
working, then encrypted communication must be used. Sensitive data might be
encrypted selectively within a trusted domain. Data sent to a service can be
encrypted with the service’s public key and the public key of the caller can be
included for encrypting the reply.

First, suppose that certificates are sent and stored in clear in a local domain.
Security properties and related issues are as follows:

– Protection from tampering. The fields of role membership and appoint-
ment certificates are protected by their signatures.

– Protection from forgery. A secret held by the issuing service is an ar-
gument to the encryption function of role membership and appointment
certificates. A correct signature cannot be generated except by knowledge of
the secret.

– Protection of RMCs from theft. OASIS RMCs are principal-specific.
Although not visible as a parameter field in the RMC, a principal id is
an argument to the encryption function that generates the signature, see
Fig. 4. A stolen RMC therefore cannot successfully be used by an adversary
unless the principal id can be guessed and forged. The choice of a suitable
id is discussed below. In addition, an RMC can contain principal-related
information as parameters in protected fields; this can help to prevent thieves
from abusing appointment certificates.

– Choice of a principal id for RMCs. Since OASIS is session-based a
session-specific principal id could be used, which would provide better secu-
rity than a persistent principal id. An unforgeable location-dependent prin-
cipal id would be ideal but that may not be easy to create. The principal, of
course, would need to run the whole session from that location. The host id,
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IP address and process id of the caller are perhaps too easy to forge. An
alternative is that a key-pair can be created by the principal and the pub-
lic key sent to the service to be bound into the certificate. The service can
establish at any time that the caller holds the corresponding private key by
running a challenge-response protocol. This is discussed further below.

– Protection of appointment certificates from theft. Unlike RMCs, ap-
pointment certificates have a lifetime which is independent of a session. They
cannot be made principal-specific by using a session-dependent principal
identifier. Like RMCs, the detailed design is issuer-dependent and the issuer
validates them on demand. They can be made principal-specific by including
a persistent principal id as an argument to the encryption function, such as
a long-lived public key of the principal. A long-lived appointment certificate
is more vulnerable to attack than an RMC and it is likely that appointment
certificates would be re-issued, encrypted with a new server secret, from time
to time.

Many RBAC schemes do not have the OASIS distinction between potentially
long-lived appointment certificates and session-based RMCs. An implementation
of long-lived role membership would carry the same vulnerability to attack as
OASIS appointment certificates. Session-based role activation is more secure,
provided that we have strong authentication when an initial role is activated.
Authentication is discussed further below.

Authentication

OASIS assumes that principals have been authenticated when appointment cer-
tificates and RMCs are granted to them. When a certificate is subsequently
presented as a credential the assumption is that the principal presenting it is the
principal to whom it was issued.

Authentication of a principal at the start of an OASIS session, when a long-
lived appointment credential may be used to activate an initial role, is therefore
an important issue. Subsequently, the RMC for the initial role is effectively an
authentication token and all subsequent role activations and service invocations
are provably from the same principal, as discussed above. Authentication might
be through password-protected login in a working environment. In the future,
biometrics will be used increasingly and might be included in an appointment
certificate.

Integration with PKC

OASIS can be integrated with public/private key cryptography for authentica-
tion as well as secure comunication. A public key of the activator of an initial role
could be used as the session key described above, bound into the signature of ev-
ery subsequent RMC and sent to the service under the service’s public key. The
service can check that the activator has the corresponding private key by using
a challenge-response protocol, such as ISO/9798. The issuing service produces
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a random challenge, encrypted with the public key presented by the activator,
and a nonce. The client must respond with the challenge in plaintext encrypted
with the nonce. Upon receiving this, the service can conclude that the activator
has access to the private key corresponding to the public key presented, and can
safely bind it into the signature. A similar challenge can be made at any time;
in the extreme, every time a certificate is presented. In practice the challenge
might be made at random during a session, and at selected times such as before
sensitive data is sent.

5 OASIS for Multiple, Mutually-Aware Domains

Section 4 covered the case where a session within someone’s normal workplace
domain includes the invocation of services in other domains. We assumed prior
agreement between domains/services on the use of each other’s RMCs as creden-
tials for role entry and/or service invocation. Now suppose someone wishes to
work away from their home base temporarily, in a known domain. For example,
a doctor employed in a hospital may need to work for a short time in a research
institute, without changing employment.

The hospital and research institute trust each other; they are subdomains
within a national healthcare domain. They agree that the home domain’s ad-
ministrative service will issue an appointment certificate to the doctor. This will
serve as a credential for entering the role visiting doctor in the research institute;
a role which has more privileges than a minimal visitor’s role such as guest.

In the home domain appointment certificates employed as doctor (hospi-
tal id) are issued only to members of staff who can prove that they are aca-
demically and professionally qualified in medicine. Their credentials are checked
before the employed as doctor appointment certificate is issued. The doctor can
enter the role visiting doctor in the research institute through an activation rule
which recognises the home domain appointment certificate as a precondition
that proves that the doctor is medically qualified; this activation rule is part
of the policy established by the service level agreement between the hospital
and the research institute. The research institute would check the validity of the
appointment certificate during role activation by callback to the hospital.

The reciprocal side of the agreement would allow medical research workers
to work temporarily in the hospital. The appointment certificate research medic
(research institute id) might similarly serve as a credential for activating medical
roles at the hospital, subsuming employed as doctor (hospital id) etc.

The fields of appointment certificates (and RMCs) are readable, although
protected from tampering and theft as described above. Parameters recorded
there may be read and any environmental conditions checked.

Group Membership Negotiations

A different scenario is that a member of some organisation may have rights to
use the services of another, negotiated between the two services. An analogy
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is that an art lover can become a friend of the Tate Gallery, and receive the
newsletter of Tate London, Tate St Ives or Tate Liverpool. A friend registered
at one gallery will also receive the privileges of a friend at any other. Here,
any paid-up member of a local organisation may apply to use a known remote
organisation. The identity of the principal is not needed if proof of membership
is securely provable. An appointment certificate (the electronic equivalent of a
membership card) might indicate the organisation and the period of membership
and might or might not include personal details.

Anonymity

Suppose that privacy legislation has been passed whereby someone who has paid
for medical insurance may take certain genetic tests anonymously. The insurance
company’s membership database contains the members’ data; the genetic clinic
has no access to this. The insurance company must not know the results of the
genetic test, or even that it has taken place. The clinic, for accounting purposes,
must ensure that the test is authorised under the scheme.

A member of the scheme is issued a computer-readable membership card con-
taining an appointment certificate and the expiry date. The member activates
the role paid up patient at the clinic and proceeds to take the genetic test. The
activation rule for the role comprises the appointment certificate and an environ-
mental constraint requiring that the date of the (start of the) test is before the
expiry date of the insurance scheme membership. The appointment certificate
is validated at the issuing service (a trusted third party) before role activation
can proceed.

6 Untrusted Environments and Principals

The above scenarios assumed trusted services inhabiting mutually aware do-
mains, such as the healthcare domains of different regions or nations. Creden-
tials issued by one service are accepted by another, and the role activation rule
enforces the policy established when an agreement was set up between the ser-
vices. This mechanism is only possible when the issuer of a credential is already
known to the service receiving it.

More generally, we may wish to set up a minimal infrastructure, sufficient for
a world in which roving computational entities encounter previously unknown,
and therefore untrusted, services. Both parties should be able to present check-
able credentials which provide evidence of previous successful interactions. This
is analogous to the check on a person’s credit record that is made before major
purchases are authorised.

A certified record of an interaction between a principal and a service could
contribute to the evidence of the trustworthiness of both parties. Such certificates
might be exchanged and validated before a principal uses a previously unknown
service. Each party may then take a calculated risk on whether to proceed: the
service risks the client exploiting its resources in unintended ways, or failing to
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pay an agreed charge; the client risks breach of confidentiality, and poor or partial
fulfilment. A formal approach might be for the parties to negotiate a contract
before the service is undertaken, and together sign a certificate recording the
outcome.

If a certificate issuing and validation (CIV) service already exists in a domain
its function might be extended to generate such a certificate. After an interaction
subject to contract the CIV service creates an audit certificate which it issues to
both parties and validates on request. An audit certificate could be engineered,
as described in Sect. 4, to contain sufficient information for the issuing service
to be located.

There are of course snags associated with this proposal. It is made on the
assumption that CIV services work only on behalf of trustworthy services, and
that they are themselves trustworthy. In practice, a client and service might
collude to build up a false history of trustworthiness. Similarly, a rogue domain
might provide valueless audit certificates, or repudiate those issued to clients
who had acted in good faith. The domain of the auditing service for a certificate
is a factor that must be taken into account when assessing the risk.

These are deep waters. OASIS RBAC has been designed for deployment
in a distributed environment, and allows mutually trusting services to interact
securely. Ubiquitous computing, electronic business and mobile agents together
promise great benefits, if only a means can be found to bound the risks inherent
in computational interaction between unknowns. What is needed is an approach
which will allow a trust infrastructure to evolve despite Byzantine behaviour by
a minority of the principals.

7 Conclusion

We have brought together the various aspects of OASIS, outlining its model and
architecture and discussing engineering issues, with a view to extending its use.
We have outlined the security properties of OASIS certificates and have shown
how OASIS can be integrated with a standard authentication and encryption
infrastructure.

OASIS has important differences from other RBAC schemes which reflect our
application-driven, engineering approach. Decentralised role management is es-
sential for widely distributed systems with independently managed components.
Parametrised roles are essential for many applications. It is often necessary to
express exceptions from generic role-based access and the relationships between
parameters may be an essential part of an access control policy. A session based
approach provides stronger security than is possible with long-lived roles; a ses-
sion key can be bound with role membership certificates. Further, a session
context allows role activation rules to include environmental constraints. We
also monitor role membership conditions throughout a session by implementing
OASIS above event-based middleware. This allows us to deactivate roles imme-
diately as dictated by policy. All of these factors contribute to an active security
environment.
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Appointment subsumes the delegation of privilege and captures the require-
ment for long-lived credentials. The distinction between session-based role acti-
vation and potentially long-lived appointment credentials adds to the security
of the system.

We have shown how OASIS is used within and across domains and how
principals might be supported in moving to known but remote domains. Service
level agreements, with check-back to the issuing service for validation, are the
supporting mechanisms. We have shown that anonymous service invocation is
possible. Finally we have proposed that audit certificates might be issued as a
record of the invocation of a service by a principal. Such certificates provide a
distributed record of the histories of services and principals and might form the
basis for interaction between mutually unknown parties.
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Abstract. We present a solution to guarantee scalable causal ordering
through matrix clocks in Message Oriented Middleware (MOM). This
solution is based on a decomposition of the MOM in domains of causality,
i.e. small groups of servers interconnected by router servers. We prove
that, provided the domain interconnection graph has no cycles, global
causal order on message delivery is guaranteed through purely local order
(within domains). This allows the cost of matrix clocks maintenance
to be kept linear, instead of quadratic, in the size of the application.
We have implemented this algorithm in a MOM, and the performance
measurements confirm the predictions.

1 Introduction

Message-oriented middleware (MOM) is growing in importance with the develop-
ment of new applications made of loosely coupled autonomous components that
communicate on large-scale networks. This class of applications (including stock
exchange quotations, electronic commerce services, web-content provisioning) is
characterized by asynchronous exchanges, heterogeneity, and requirements for
scalability and evolution. MOM provides an infrastructure that transmits mes-
sages and events to the widely spread components of a service, gluing them
together through logical coupling [1].

Asynchronous interaction over large-scale networks is a major source of non-
determinism. Message ordering provides a way of reducing this non-determinism,
as it allows the application designer to assert properties such as causal delivery
of messages or atomic (uniform) broadcast. Industrial specifications and imple-
mentations of MOM are now integrating this aspect. For example, the CORBA
Messaging reference specification [2] defines the ordering policy as part of the
messaging Quality of Service.

However, usual message ordering mechanisms pose scalability problems, as
an increase of the number of nodes and/or the distance between them degrades
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the performance of classical clock-synchronization algorithms. A common or-
dering mechanism uses logical time [3] to order events according to the causal
order [4]. The causal precedence relation induces a partial order on the events
of a distributed computation. It is a powerful concept, which helps to solve a
variety of problems in distributed systems like algorithms design, concurrency
measurement, tracking of dependent events and observation [5].

In many applications, causal order based on logical time is not enough to
capture the dependencies needed by the application’s logic. Vector clocks bring
progress over logical (scalar) timestamps by inducing an order that exactly re-
flects causal precedence [6,7,8]. Matrix clocks [9,10] extend vector clocks by cap-
turing a global property, namely ”what A knows about what B knows about
C”. Such shared knowledge is needed in many instances involving close coop-
eration, such as replica update management and collaborative work. However,
matrix clocks require O(n3) global state size for a n-node system, and change
propagation still needs O(n2) message size [11]. This precludes the use of matrix
clocks for large-scale systems (several hundreds or thousands of nodes).

A solution to achieve scalability on a MOM is to divide the node interconnec-
tion graph in several smaller interconnected groups. Inter-group communication
is performed by special nodes called causal router servers, which link two or more
groups and are responsible for transmitting messages while maintaining global
causal consistency. This solution reduces the amount of necessary information
that needs to be stored and exchanged to maintain causality. However, to be
scalable, it requires that all computations should be kept local; an algorithm
that requires the cooperation of all nodes does not scale well.

This paper proposes a solution based on the splitting of the MOM in do-
mains of causality, which improves performance while reducing causality related
costs. We have proved the following property : iff there is no cycle in the
domain interconnection graph1, local causal ordering in each domain
guarantees global causal ordering. Thus, through a purely local (domain-
wise) algorithm, the scalability of causal ordering through matrix clocks in a
MOM is greatly improved. With a suitable choice of domains, the communica-
tion costs are now linear (instead of quadratic) with respect to the application
size (number of nodes). We have implemented this algorithm in AAA2, a MOM
developed in our group. The results of the performance measurements confirm
the predictions.

This paper is organized as follows. Related work on MOM scalability is sur-
veyed in Section 2. Section 3 presents the AAA MOM and Section 4 introduces
the domains of causality and presents the proof of the main result on domain-
based causality. Section 5 describes the implementation of causality domains
in the AAA MOM. Section refPerformance-evaluation presents performance re-
sults. We conclude in Section 7.

1 For a precise characterization of this property, see Section 4.2
2 The AAAMOMwas developed in the Sirac laboratory in collaboration with the Bull-
INRIA Dyade consortium, and is freely available on the Web with an implementation
of the JMS interface. http://www.objectweb.org/joram/
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2 Related Work

Many solutions have been proposed to lower the cost of causal ordering by re-
ducing the amount of control information. A first group of solutions is based on
vector clocks, which require causal broadcast and therefore do not scale well.
These solutions include [12], in which nodes are grouped in hierarchically struc-
tured clusters, and [13] in which nodes are organized in a Daisy architecture.

A solution based on Hierarchical Matrix Timestamps (HMT) is proposed in
[14]. The HMT stores information about other nodes in the same domain and
summarizes information about other domains. But this technique is specially
adapted to update propagation in replicated databases using a weak consistency
algorithm3 and is not suitable for causal communication.

An original solution for causal delivery is introduced in [15]. This solution
does not use a logical clock and implements the causal history relation with
lists of causally linked messages. The nodes interconnection graph is split in
subnets separated by vertex separators. This approach allows cycles in the subnet
interconnection graph and reduces the size of exchanged information. It does not
reduce the amount of control information necessary within a subnet, which is
detrimental to scalability.

A last set of solutions is based on the interprocess communication topology.
In [16], processes are assumed to communicate mostly with processes of the
same group, and the causal history can be omitted for messages exceptionally
addressed to a process of another group. The same idea was developed in [17].
The algorithm proposed improves the FM class of algorithms4 and brings up
some solutions to reduce the clock size. One solution uses the communication
path : a process only keeps the information about the set of processes with
which it may communicate. But this algorithm does not ensure the global causal
delivery of messages.

From this brief survey, we may conclude that both the message size (on
the network) and control information size (on the nodes) are crucial as far as
scalability is concerned and must be treated with the same importance. The next
two sections present our solution, using the AAA MOM as a test bed.

3 The AAA Environment

The AAA (Agent Anytime Anywhere) MOM [18] is a fault-tolerant platform that
combines asynchronous message communication with a programming model us-
ing distributed, persistent software entities called agents. Agents are autonomous
reactive objects executing concurrently, and communicating through an event-
reaction pattern [19]. Agents are persistent and their reaction is atomic, allowing
3 Each replica autonomously updates local copies and periodically propagates the log
of update operations to other replicas.

4 The authors define the FM algorithms as all the causal ordering algorithms which
use a logical clock (counter, vector or matrix) and mark each event (message) with
a timestamp information.
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recovery in case of node failure. The Message Bus (i.e. the MOM) guarantees
the reliable, causal delivery of messages. The MOM is represented by a set of
agent servers (or servers for short) organized in a bus architecture (see Fig. 1).

Fig. 1. Two interconnected Agent Servers details.

The combination of the agents and bus properties provides a solution to
transient nodes or network failures, while causal ordering decreases the non-
determinism of asynchronous exchanges. Each server is made up of three com-
ponents, the Engine, the Channel and the Network, which are implemented in the
Java language. The Engine guarantees the Agents’ properties and the Channel
ensures reliable message delivery and causal order. The causal order algorithm
uses a matrix clock on each server, which has a size of n2 for n servers. This
causes two problems :

– Network overload, due to timestamp data exchange for clock updates. Even
if only modifications of the matrix are sent instead of the full matrix (the
Updates optimized algorithm described in Appendix A, which a similar ap-
proach can be found in [20].), the message size is O(n2) in the worst case.

– High disk I/O activity to maintain a persistent image of the matrix on each
server in order to recover communication in case of failure.

The Network component is responsible to send the messages (basic communi-
cation layer). Our solution, presented in the next section, uses a decomposition
approach to solve these two problems.

4 Domain-Based Causality

To solve the problem of the control information size for matrix clocks, we pro-
pose to replace single bus architecture by a virtual multi-bus (or Snow Flake)
architecture [21]. Causality is only maintained on each individual bus, also called
a domain of causality. The idea of splitting the set of servers is not new, but the
published solutions either use vector clocks and broadcast [12,13], or use matrix
clocks but only reduce the message timestamp size [14,15]. A quite similar so-
lution based on group composition was used in [22], but the authors only prove
that if the groups topology is a tree the end-to end ordering is respected, but
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not the opposite. Moreover the ordering algorithm was not given, and no im-
plementation exists. In our paper we prove that if the domains interconnection
graph is cyclic then the global causality is not respected and vice-versa.

Our solution, combined with the Updates optimization, reduces both the
message timestamp size and the control information size on servers. In addition,
the modularity of the architecture allows it to be adapted to any physical or
logical topology.

We have found that if causality is enforced in each domain, then it is auto-
matically respected globally, provided there is no cycle in the domain inter-
connection graph. The proof of this property is presented in Section 4.3.

4.1 Domain of Causality

A domain of causality is a group of servers in which the causal order is respected.
Adjacent domains are interconnected by a specific server, which has the function
of router and is responsible of message transmission between domains while
respecting causality. Such a server, which is in at least two domains, is called a
causal router-server. In our system, the architecture is not imposed5. Domains
may be freely organized in any acyclic graph and the logical architecture can be
easily mapped on the real network topology6 to improve the delivery algorithm.
This technique reduces the size of the information exchanged on the network
and furthermore decreases the size of the control information on the servers.
Both factors improve the scalability of the MOM (a performance analysis and
experimental results are given in section 6).

As an example (see Fig. 2) an 8-server MOM is logically split in four domains.
Domain A includes {S1,S2,S3}, domain B includes {S4,S5}, domain C includes
{S7,S8} and domain D and E includes respectively {S3, S6} and {S1,S4}.

Causal message ordering is enforced in each single domain. When a client
(agent) connected e.g. to server 1 needs to communicate with a client connected
to server 8, the message must be routed (like an IP packet on a network) using
paths S1→S3 (domain A), S3→S6 (domain D), S6→S8 (domain C). Message
routing is ensured by the system and is completely invisible to the clients, which
are not aware of the interconnection topology. A server that needs to send a
message to a server in another domain must send it to a causal-router-server
(servers S1, S3, S4 and S6 in Fig. 2).

4.2 Domain-Based Computations

A distributed domain-based system is defined by a set P = {p1, ..., pn} of pro-
cesses and a set D = {d1, ..., dn} of domains. The distribution of processes among
domains is defined by a subset R of P×D : process p is in domain d (noted p ∈ d)
5 As opposed to the solution of [13], which imposes a daisy architecture and [12], which
imposes a hierarchic architecture.

6 In practice, most network are connected to form a spanning tree specifically to avoid
cycles.
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Fig. 2. Example of domains of causality

iff (p, d) ∈ R. Processes communicate through messages. A computation is de-
fined by a set of messages M = {m1, . . . , mq}. For each message m, there is
a process src(m), the sender, and a different process dst(m), the receiver. The
global history (or trace) of the computation is defined by the set of events associ-
ated with message send and receive. We assume that a process can only exchange
messages with processes in the same domain (interdomain communication is ex-
amined later). Within a process p, we define a local order on messages sent or
received by p : let m, m′ be two such messages; then m <p m′ means that (in
the local time of process p) the sending or receiving of m precedes the sending
or receiving of m′.

Causal precedence is usually defined between events; we extend it to messages
as follows. Let m, m′ be messages; m causally precedes m′ (noted m ≺ m′) iff
one of the following three conditions holds :

– m and m′ are sent by a process p, and m is sent before m′ : src(m) =
p ∧ src(m′) = p ∧ m <p m′.

– m is received by a process p, and p later send m′ : dst(m) = p ∧ src(m′) =
p ∧ m <p m′.

– there is a message n such that m ≺ n ∧ n ≺ m′.

We are only interested in correct traces, i.e. traces for which relation ≺ is
a partial order (m �=m′ ∧ m ≺ m′ ⇒ ¬(m′ ≺ m)). A correct trace respects
causality iff the order in which messages are received by each process p agrees
with the causal order : dst(m) = p ∧ dst(m′) = p ∧ m ≺ m′ ⇒ m <p m′. A trace
respects causality in domain d iff its restriction to d (i.e. its subset restricted
to messages with source and destination in d) respects causality. As mentioned
before, messages can only be exchanged between processes in the same domain.
However, since a process may be included in several domains, indirect commu-
nication is possible, through a chain of messages, between processes in different
domains. In order to formalize this indirect communication, we introduce the
notions of path and chain.

A (process) path (of length c) from process p1 to process pc is a nonempty
sequence (p1, ..., pc) of processes such that any two consecutive processes in this
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sequence are in the same domain : ∀i < c, ∃d ∈ D, pi ∈ d ∧ pi+1 ∈ d. We call
p1 the source of the path and pc its destination. A direct path is one in which
all processes are different (no loops); a minimal path is a direct path such that
i+1 < j ⇒ ¬(∃d | pi ∈ d∧pj ∈ d) (the path does not ”linger” in a domain). As a
direct consequence, a minimal path of length > 2 has its origin and destination in
different domains. A cycle is a direct path such that there is a domain including
the source and the destination of the path, and there is no domain including all
processes in the path. This generally corresponds to a cycle in the domain graph
(two domains are connected in this graph if there is a process included in both
domains) but not always (for example, if a domain is included in another one, a
situation that does not occur in practice).

A chain (of length k) in a trace is a nonempty sequence (m1, ..., mk) of
messages such that each message (after the first one) is sent by the process that
received the preceding message, after the receive : ∀i < k, ∃p ∈ P, dst(mi) =
p ∧ src(mi+1) = p ∧ mi <p mi+1. We call src(m1) the source of the path and
dst(mk) its destination. The path associated with a chain is (src(m1), src(m2),
..., src(mk), dst(mk)); this sequence is indeed a path since any two consecutive
processes are in the same domain (since messages are local to a domain). A direct
(resp. minimal) chain is a chain whose associated path is direct (resp. minimal).

Communication between processes in different domains is performed by
means of ”virtual messages”. A virtual message between process p in domain
d and process p′ in domain d′ is represented by a chain of (real) messages, with
source p and destination p′. We can then define ”virtual traces” in which all
messages are virtual. A virtual trace may be formally defined as follows. Let
T be a trace. We define T ′ as a virtual trace associated with T by defining a
set C = c1, ..., ck of minimal chains of T that do not ”crossover” : if mi and
mi+1 are two consecutive messages of a chain c ∈ C, then no message of another
chain c′ ∈ C can be sent by p = dst(mi) after mi is received and before mi+1
is sent (see Fig. 3). Then T ′ is the trace derived7 from T by considering each
chain (m1, ..., mk) ∈ C as a direct message from src(m1) to dst(mk). Several
virtual traces may be derived from a (real) trace, including the real trace itself
(by defining C = {(m1), ..., (mq)}. A correct virtual trace is one associated with
a correct real trace.

4.3 The Main Theorem

Our main result gives the condition under which a virtual trace respects causality
globally. It provides the base for an efficient, scalable causal message system
based on domain decomposition.

Theorem 1. The following two propositions are equivalent :

P1 Any virtual trace associated with a correct trace that respects causality in
each domain respects.

P2 The domain interconnection graph is acyclic.
7 This derivation is straightforward, but its formal description is cumbersome.
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Fig. 3. Virtual traces and real traces

The proof of the theorem uses the following lemmas (see Appendix B for
demonstrations).

Lemma 1 In a correct trace, for any chain (m1, ..., mk) whose source p and
destination q are different, there exists a direct chain (n1, ..., nL) with the same
source and destination, such that m1 ≤p n1 and nL ≤q mk.

Lemma 2 If a correct trace does not respect causality, then there are two pro-
cesses p and q, a message n from p to q, and a chain (m1, ..., mn) from p to q
such that n <p m1 and mn <q n.

The proof of the main theorem is in two parts: we first prove P1 ⇒ P2 (by
proving ¬P2 ⇒ ¬P1); then we prove P2 → P1.

Part 1 : ¬P2 ⇒ ¬P1. If there is a cycle in the domain graph, there exists a
correct virtual trace, associated with a correct real trace that respects causality
in each domain, which does not respect causality globally.

Fig. 4. Break of causality through a cycle of domains.

Since there is a cycle, there exists a direct path (p, ..., pi, ..., q) such that there
is a domain including p and q, and there is no domain including all processes
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of the path. Then consider the trace represented on Fig. 4 (a) (taking the real
trace itself as a virtual trace).

This trace respects causality in each domain, because (a) no single domain
includes all processes of the path; therefore, the restriction of the trace to any
domain does not include all messages of the global trace; and (b) a trace derived
from the original global trace by removing any single message respects causal-
ity. However, the trace does not respect global causality (consider the situation
between p and q). This completes Part 1 of the proof.

Part 2 : P2 ⇒ P1. Lemma 2 may be reformulated as follows : if in a correct
trace T there does not exist two processes p and q, a message n from p to q, and a
chain (m1, ..., mn) from p to q such that n <p m1 and mn <q n, then T respects
causality. Therefore, in order to prove P2 ⇒ P1, we shall prove P2 ⇒ P (x),
where P (x) is the following property : for any virtual trace associated with a
correct trace that respects causality in each domain, there does not exist two
processes p and q, a virtual message n from p to q represented by a minimal
chain of length x, and a chain (m1, ..., mn) of virtual messages from p to q such
that n <p m1 and mn <q n. The proof is by induction on x.
Proof of P (1) : By contradiction. Consider a correct virtual trace associ-

ated with a correct trace that respects causality in each domain. Assume there
exists, for such a trace, two processes p and q, a virtual message n′ from p to q
represented by a chain of length 1 (the real message n), and a chain (m′1, ..., m

′
n)

of virtual messages from p to q such that n′ ≤p m′1 and m′n ≤q n′ (this is the
situation represented on Fig. 4 (b)).

Let (m1, ..., mk) be the real chain representing the virtual chain (m′1, ..., m
′
n).

By Lemma 1, there is a direct chain (n1, ..., nh) such that m1 ≤p n1 and nh ≤q

mk. This chain cannot have length 1, otherwise causality would be violated in the
domain including p and q (such a domain exists since there is a real message from
p to q). Let then (p, r, ..., q) be the (direct) path associated with this chain. No
domain includes all processes of this path, because causality would be violated
in such a domain. But p and q are in the same domain, hence (p, r, ..., q) is a
cycle, which contradicts P2. Therefore P (1) is true.
Induction step : Assuming P (y) holds for any y < x, we shall prove P (x).

The proof is by contradiction. Consider a correct virtual trace associated with a
correct trace that respects causality in each domain. Assume there exists, for such
a trace, two processes p and q, a virtual message n′ from p to q associated with a
minimal chain (n1, ..., nx) of length x > 1, and a virtual chain (m′1, ..., m

′
n) from

p to q such that n′ < pm′1 and m′n <q n′ (this is similar to Fig. 4 (b), replacing
the message from p to q by a virtual message).

Let (p, a1, ..., ax−1, q) be the (minimal) path associated with chain (n1, .., nx).
Let (m1, ..., mu) be the real chain corresponding to the virtual message chain
(m′1, ..., m

′
n). By Lemma 1, there exists a direct chain (L1, ..., Lv) such that

m1 ≤p L1 and Lv ≤q mu. Let (p, b1, ..., bv−1, q) be the corresponding direct path
(note that v > 1, otherwise (n1, ..., nx) would not be minimal). Now consider
the path (ax−1, ..., a1, p, b1, ..., bv−1, q). There are two possible cases.
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Case 1 : all processes of path (ax−1, ..., a1, p, b1, ..., bv−1, q) are different.
In that case, there is a domain including ax−1 and q, and there is no domain
including p and q (because the minimal path (p, a1, ..., ax−1, q) has length > 2),
and hence no domain includes all processes of the path. Therefore the path is a
cycle, which contradicts P2.
Case 2 : not all processes of path (ax−1, ..., a1, p, b1, ..., bv−1, q) are different.

Since the ai are all different and distinct from p and q, and so are the bj , there
must be i and j such that ai = bj . By definition of a virtual trace, it is not possible
for message Lj+1 to be sent after ni is received and before ni+1 is sent. Therefore,
only the two cases represented on Fig. 5 may occur. In case (a), the virtual trace
associated with the (non crossing) minimal chains {(n1, ..., ni), (L1), ...} does not
satisfy P (i), with i < x. In case (b), the virtual trace associated with the (non
crossing) minimal chains {(ni+1, ..., nx), ...(Lv)} does not satisfy P (x − i), with
x − i < x. Therefore, in both cases (a) and (b), there is a virtual trace that does
not satisfy P (y), y < x, which contradicts the induction hypothesis.

Fig. 5. ”Cross over” of virtual traces.

In both cases 1 and 2, we find a contradiction. Therefore P (x) is true, and
so is P (n) for any n = 1. This completes part 2 of the proof, P2 ⇒ P1.

5 Implementation

Recall that the MOM is logically split in a set of interconnected domains; causal-
ity is enforced within each domain and there is no cycle in the domain inter-
connection graph. This transformation of the MOM must be transparent for
the clients; i.e. agent names must remain unchanged at the application level.
Two problems need to be solved: the management of multiple matrix clocks (in
the case of causal-router-servers, which belong to more than one domain), and
message routing.

Server Modification
To solve the first problem, we have created on each server a local bus of do-
main (structure called Message Consumer), one for each domain that includes
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Fig. 6. Two examples of the new agent server structure.

the server. To solve the problem of message routing we have followed the classi-
cal network protocol approach, using a routing table. These new structures are
represented in Fig. 6.

An agent server now has as many MessageConsumer as domain, which own
a message queue and the matrix clock associated to its domain. With this im-
plementation, a server can belong to an arbitrary number of domains, and any
server can be a causal-router-server. The routing table gives, for each destina-
tion server, the identifier of the server to which the message should be sent: the
destination server, within a domain, and a router server otherwise. The routing
table is built statically at boot time. During server initialization, the servers and
the routing tables are constructed, based on a shortest path algorithm.

The Channel ensures the transmission of messages and guarantees reliability
and causal ordering (see section 3). The Channel put messages into the proper
MessageConsumer using the routing table, then piggybacks messages with a
matrix timestamp corresponding to the domain to which the message is sent. At
reception, the recipient Channel checks the message timestamp and redirects the
message to either the local queue (QueueIN ) or the proper MessageConsumer
according to its destination domain (see Fig. 7).

6 Performance Evaluation

6.1 Protocol Description

The simplest performance indicator for the AAA MOM is the turn-around time
of a message between servers, which is the sum of two terms: the first one related
to transfer itself (serialization-deserialization, transfer time, agent saving), the
second one related to causal ordering (checking, updating and saving the matrix
clock). The first term is nearly constant under our experimental conditions.
Therefore the results are a good indicator of the efficiency of the causal ordering
algorithm.

For the experiments, we have created an agent on each agent server, which
sends back received messages (ping-pong). Messages are sent by a main agent on
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Sender Message Consumer Receiver Message Consumer

evt = Get Agent Sent Event()
// an agent send an event
domainDestServer= RoutingTable[evt.dest]
messCons = MessageConsumer(domainDestServer)
// get the message consumer of
// the destination domain server
stamp = messCons.matrixclock(domainDestServer)
// get the stamp of the message
// = the updated matrix of the domain
msg = evt + stamp
messCons.network.Send(msg) −→ −→ msg = messCons.Recv
// the message is saved into // receive a message from a MessageConsumer
// MessageQueueOut and sent // message is saved into LocalQueue
Recv(ACK)←− ←− Send(ACK)
Remove(evt) Check(messCons.matrixclock)
// from the MessageQueueOUT messCons.matrixclock.update(msg.stamp)

IF (evt.dest == this.server)
| Push(evt, QueueIN)
| // push event to message queue QueueIN
| // the Agent destination will react to it
ELSE
| systemDest= RoutingTable[evt.dest]
| messCons = MessageConsumer(systemDest)
| // get the message consumer of
| // the destination domain
| stamp = messCons.matrixclock(systemDest)
| // get the stamp of the message
| // = the updated matrix of the domain
| msg = evt + stamp
| messCons.network.Send(msg)
| // the message is transferred into
| // MessageQueueOut and sent to the
| // next router-server or server
FI

Fig. 7. Channel Modification

server 0, which computes the round-trip average time for 100 sends. We did three
series of tests: unicast on the local server, unicast on a remote server, broadcast
on all servers. We did a series of experiments on a single host, but the number
of servers was limited to 50 (because a single host cannot support more than
50 Java Virtual Machines). We then set up a network of ten hosts in order to
increase the number of servers. We used PC Bi-Pentium II 450MHz with 512
Mo and a 9 Go SCSI hard drive, connected by a 100Mbit/s Ethernet adapter,
running Linux kernel 2.0 or 2.2 (depending on machines). We only present the
main results (full results are in [23]).

6.2 Experiments and Results

The initial measurements (with no causality domains) clearly show the quadratic
increase of the message ordering cost with the number of servers, for both single
host and multiple hosts experiments. Fig. 8 and Fig. 9 show typical results.
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Fig. 9. Broadcast without domains of
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For the experiments with causality domains, we used a bus-like domain or-
ganization (Fig. 10). Other possible organizations are daisy and tree.

Fig. 10. A Bus, a Daisy and a Hierarchical division of domains.

With the bus-like organization, Fig. 11 shows a linear increase of the com-
munication time (up to 150 servers, the limit of our experiment). To explain the
linear dependency, consider a tree of domains of depth d, where each domain has
k sub-domains exactly and s servers (2 ≤ k ≤ s − 1), then the total number of
servers is n = 1 + (s − 1)(k(d + 1) − 1)/(k − 1) ≈ skd and the maximum cost of
sending a message is C ≈ (2d +1)s2 (the cost of sending a message in a domain
of s servers is supposed to be s2).

The linear cost results from our splitting in
√

n domains of
√

n servers with
a fixed depth d = 1 (bus) which causes a cost of C ≈ K × n. For a general
tree in which s and k are fixed (and d > 1), it would be possible to obtain
logarithmic cost, because C ≈ 2ds2 ≈ 2s2(ln(n)−ln(s))/ ln(k) ≤ 2s2 ln(n)/ ln(k),
so C ≈ K ′ × ln(n). However, K ′ > K (in particular if we take into account the
cost of message routing, proportional to d), therefore, a tree may be less efficient
than a bus in some cases.

Fig. 12 clearly shows the performance gain brought by the use of causality
domains.

All these results slightly depend on our peculiar test bed but nevertheless
we believe that they can be considered sufficiently general for MOMs using a
MatrixClock-based causal order with persistency.
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7 Conclusion and Future Work

We have presented a solution based on domains of causality to reduce the cost
of causal ordering in a scalable Message-Oriented Middleware based on matrix
clocks. A domain of causality is a group of servers in which causal message deliv-
ery is enforced. The domains are interconnected by specific servers called causal
router-servers which transmit messages between domains while guaranteeing the
respect of causality. We have proved that the causality is globally respected in
the entire network iff there is no cycle in the domains interconnection graph.
Our solution has been successfully implemented on the AAA MOM and gen-
erates linear increase of the causal ordering costs with the number of servers,
instead of quadratic increase with the classical causal ordering algorithm.

The modularity of this solution has many benefits. It is well adapted to
a mobile environment (a group of mobile phones is represented by a domain
and a station by a causal-router-server) and to LANs interconnection. However,
the division of the MOM in domains needs to be done carefully and the new
problem is to find an optimal splitting. Two directions may be followed: first,
the splitting can be made according to the network architecture, secondly it can
be made according to the application’s topology. This latter solution exploits
the description of applications (e.g. with an Architecture Description Language
[24]) to obtain the application graph connectivity and to determine an optimal
split of the communication architecture.

Our future work will further investigate the problem of optimal splitting of a
MOM into domains, taking into account application needs and communication
costs.
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Appendix

A The Updates Algorithm

State // an int value.
Mat[][] // an 2-dimension table representing the Matrix clock.
Mat[x, y].value // the value of the clock for [x,y], i.e. the real clock.
Mat[x, y].state // the last modified state of the (x,y) matrix clock value.
Mat[x, y].node // source node of last modification.
Node[x].state // value of the x channel state during the last sending.
Updates // timestamp sent; = a set of [line,column,value]

// (i.e. Mat[line, column].value).

Initially :
State = 0;
∀i, jMat[i, j].state = 0;
∀i, jNode[i, j].state = 0;

Sending from Si to Sj :
Node[j].state = State;
Mat[i, j].value+ = 1;
Mat[i, j].state = State;
Mat[i, j].node = j;
State+ = 1;

Updates =
{
(k, l, Mat[k, l].value)

∣∣∣∣Mat[k, l].state > Node[j].state
Mat[k, l].node �=j

}

Receiving on Si from Sj :

∀(k, l, v) ∈ Updates, Mat[k, l].value < v →
∣∣∣∣Mat[k, l].value = v
Mat[k, l].state = State
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B Proofs of Lemma 1 and Lemma 2

Lemma 1. In a correct trace, for any chain (m1, ..., mk) whose source p and
destination q are different, there exists a direct chain (n1, ..., nL) with the same
source and destination, such that m1 ≤p n1 and nL ≤q mk.

Proof : by induction on k. The property is trivially true for k = 1. Assume
it holds for chains of length k < K, and consider a chain (m1, ..., mK) of length
K. If this is a direct chain, the proof is done. If not, then by definition the path
(p1, ..., pK+1) is not direct, i.e. there exists i < j such that pi = pj . Consider the
chain (n1, ..., nL) defined as follows8 :

a) (mj , ..., mK) if i = 1 ∧ j < K + 1.
b) (m1, ..., mi−1) if i = 1 ∧ j = K + 1.
c) (m1, ..., mi−1, mj , ..., mK) if i > 1 ∧ j < K + 1.

This chain has the same source and destination as (m1, ..., mn), and has length
< K. By the induction hypothesis, there exists a direct chain (n′1, ..., n

′
h) with

the same source and destination, and such that n1 ≤p n′1 and n′h ≤q nL.
In addition, m1 ≤p n1 and nL ≤q mk. The first inequality trivially holds

for case b) and c). It also holds in case a), for mj <p m1 ⇒ mj−1 <p m1 ⇒
mj−1 ≺ m1 which is impossible because the trace is correct and we already have
m1 ≺ mj−1. Likewise, the second inequality also holds in the three cases. Hence,
m1 ≤p n′1 and n′h ≤q mk. The property therefore holds for chains of length K,
which concludes the induction step, and the proof.
Lemma 1’ (needed for the proof of Lemma 2). If n ≺ m, then either there

is a chain (n, ..., m), or there is a chain (l, ..., m), where l is a message sent after
n by the sender of n.

Proof : by recursive descent, using a case analysis at each step. If n ≺ m,
there are 3 possible cases :

– m and n are sent by the same process p, and m is sent after n. Then there
is a chain of the form (l, ..., m), where l is a message sent after n (take e.g.
the chain (m)).

– m is sent by a process that previously received n. Then there is a chain of
the form (n, ..., m) (take e.g. the chain (n, m)).

– There exists a message k such that n ≺ k ∧ k ≺ m. By recursion (using the
analysis of the 2 previous cases), one finds four possible cases, and in each
case there exists either a chain (n, ..., m) or a chain (l, ..., m), where l is a
message sent after n by the sender of n. The recursion terminates since all
chains are finite.

Lemma 2. If a correct trace does not respect causality, then there are two
processes p and q, a message n from p to q, and a chain (m1, ..., mn) from p to
q such that n <p m1 and mn <q n.

Proof : if a correct trace does not respect causality, then some process q
received message m before message n, and n ≺ m. By Lemma 1’, there exists
8 The case i = 1 ∧ j = K + 1 does not occur, because p �= q.
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either a chain (n, ..., m) or a chain (l, ..., m), where l is a message sent after n by
the sender of n.

In the first case, since dst(n) �=src(m), chain (n, ..., m) has the form
(n, l, ..., m). Then, by considering chain (l, ..., m), l ≺ m ∧ m ≺ l (since
m <q n and n <q l), which contradicts the assumption that the trace is correct
(Fig. 13 (a)).

Fig. 13. Break of correctness (a) or causality (b).

In the second case, there is a message n from p = src(n) to q, and a chain
(l, ..., m) from p to q such that n <p l and m <q n (Fig. 13 (b)). This concludes
the proof.
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Abstract. This paper presents the design and evaluation of Pastry, a scalable, dis-
tributed object location and routing substrate for wide-area peer-to-peer applica-
tions. Pastry performs application-level routing and object location in a potentially
very large overlay network of nodes connected via the Internet. It can be used to
support a variety of peer-to-peer applications, including global data storage, data
sharing, group communication and naming.
Each node in the Pastry network has a unique identifier (nodeId). When presented
with a message and a key, a Pastry node efficiently routes the message to the
node with a nodeId that is numerically closest to the key, among all currently
live Pastry nodes. Each Pastry node keeps track of its immediate neighbors in
the nodeId space, and notifies applications of new node arrivals, node failures
and recoveries. Pastry takes into account network locality; it seeks to minimize
the distance messages travel, according to a to scalar proximity metric like the
number of IP routing hops.
Pastry is completely decentralized, scalable, and self-organizing; it automatically
adapts to the arrival, departure and failure of nodes. Experimental results obtained
with a prototype implementation on an emulated network of up to 100,000 nodes
confirm Pastry’s scalability and efficiency, its ability to self-organize and adapt to
node failures, and its good network locality properties.

1 Introduction

Peer-to-peer Internet applications have recently been popularized through file sharing
applications like Napster, Gnutella and FreeNet [1,2,8]. While much of the attention
has been focused on the copyright issues raised by these particular applications, peer-
to-peer systems have many interesting technical aspects like decentralized control, self-
organization, adaptation and scalability. Peer-to-peer systems can be characterized as
distributed systems in which all nodes have identical capabilities and responsibilities
and all communication is symmetric.

There are currently many projects aimed at constructing peer-to-peer applications
and understanding more of the issues and requirements of such applications and sys-
tems [1,2,5,8,10,15]. One of the key problems in large-scale peer-to-peer applications
� Work done in part while visiting Microsoft Research, Cambridge, UK.
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is to provide efficient algorithms for object location and routing within the network.
This paper presents Pastry, a generic peer-to-peer object location and routing scheme,
based on a self-organizing overlay network of nodes connected to the Internet. Pastry
is completely decentralized, fault-resilient, scalable, and reliable. Moreover, Pastry has
good route locality properties.

Pastry is intended as general substrate for the construction of a variety of peer-to-
peer Internet applications like global file sharing, file storage, group communication and
naming systems. Several application have been built on top of Pastry to date, including
a global, persistent storage utility called PAST [11,21] and a scalable publish/subscribe
system called SCRIBE [22]. Other applications are under development.

Pastry provides the following capability. Each node in the Pastry network has a
unique numeric identifier (nodeId). When presented with a message and a numeric key,
a Pastry node efficiently routes the message to the node with a nodeId that is numerically
closest to the key, among all currently live Pastry nodes. The expected number of routing
steps is O(log N), where N is the number of Pastry nodes in the network. At each Pastry
node along the route that a message takes, the application is notified and may perform
application-specific computations related to the message.

Pastry takes into account network locality; it seeks to minimize the distance messages
travel, according to a scalar proximity metric like the number of IP routing hops. Each
Pastry node keeps track of its immediate neighbors in the nodeId space, and notifies
applications of new node arrivals, node failures and recoveries. Because nodeIds are
randomly assigned, with high probability, the set of nodes with adjacent nodeId is diverse
in geography, ownership, jurisdiction, etc. Applications can leverage this, as Pastry can
route to one of k nodes that are numerically closest to the key. A heuristic ensures that
among a set of nodes with the k closest nodeIds to the key, the message is likely to
first reach a node “near” the node from which the message originates, in terms of the
proximity metric.

Applications use these capabilities in different ways. PAST, for instance, uses a fileId,
computed as the hash of the file’s name and owner, as a Pastry key for a file. Replicas of
the file are stored on the k Pastry nodes with nodeIds numerically closest to the fileId.
A file can be looked up by sending a message via Pastry, using the fileId as the key. By
definition, the lookup is guaranteed to reach a node that stores the file as long as one
of the k nodes is live. Moreover, it follows that the message is likely to first reach a
node near the client, among the k nodes; that node delivers the file and consumes the
message. Pastry’s notification mechanisms allow PAST to maintain replicas of a file on
the k nodes closest to the key, despite node failure and node arrivals, and using only
local coordination among nodes with adjacent nodeIds. Details on PAST’s use of Pastry
can be found in [11,21].

As another sample application, in the SCRIBE publish/subscribe System, a list of
subscribers is stored on the node with nodeId numerically closest to the topicId of a
topic, where the topicId is a hash of the topic name. That node forms a rendez-vous
point for publishers and subscribers. Subscribers send a message via Pastry using the
topicId as the key; the registration is recorded at each node along the path. A publisher
sends data to the rendez-vous point via Pastry, again using the topicId as the key. The
rendez-vous point forwards the data along the multicast tree formed by the reverse paths
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from the rendez-vous point to all subscribers. Full details of Scribe’s use of Pastry can
be found in [22].

These and other applications currently under development were all built with little
effort on top of the basic capability provided by Pastry. The rest of this paper is orga-
nized as follows. Section 2 presents the design of Pastry, including a description of the
API. Experimental results with a prototype implementation of Pastry are presented in
Section 3. Related work is discussed in Section 4 and Section 5 concludes.

2 Design of Pastry

A Pastry system is a self-organizing overlay network of nodes, where each node routes
client requests and interacts with local instances of one or more applications. Any com-
puter that is connected to the Internet and runs the Pastry node software can act as a
Pastry node, subject only to application-specific security policies.

Each node in the Pastry peer-to-peer overlay network is assigned a 128-bit node
identifier (nodeId). The nodeId is used to indicate a node’s position in a circular nodeId
space, which ranges from 0 to 2128 − 1. The nodeId is assigned randomly when a node
joins the system. It is assumed that nodeIds are generated such that the resulting set
of nodeIds is uniformly distributed in the 128-bit nodeId space. For instance, nodeIds
could be generated by computing a cryptographic hash of the node’s public key or its
IP address. As a result of this random assignment of nodeIds, with high probability,
nodes with adjacent nodeIds are diverse in geography, ownership, jurisdiction, network
attachment, etc.

Assuming a network consisting of N nodes, Pastry can route to the numerically
closest node to a given key in less than �log2bN� steps under normal operation (b is a
configuration parameter with typical value 4). Despite concurrent node failures, eventual
delivery is guaranteed unless �|L|/2� nodes with adjacent nodeIds fail simultaneously
(|L| is a configuration parameter with a typical value of 16 or 32). In the following, we
present the Pastry scheme.

For the purpose of routing, nodeIds and keys are thought of as a sequence of digits
with base 2b. Pastry routes messages to the node whose nodeId is numerically closest
to the given key. This is accomplished as follows. In each routing step, a node normally
forwards the message to a node whose nodeId shares with the key a prefix that is at least
one digit (or b bits) longer than the prefix that the key shares with the present node’s
id. If no such node is known, the message is forwarded to a node whose nodeId shares
a prefix with the key as long as the current node, but is numerically closer to the key
than the present node’s id. To support this routing procedure, each node maintains some
routing state, which we describe next.

2.1 Pastry Node State

Each Pastry node maintains a routing table, a neighborhood set and a leaf set. We begin
with a description of the routing table. A node’s routing table, R, is organized into
�log2bN� rows with 2b − 1 entries each. The 2b − 1 entries at row n of the routing table
each refer to a node whose nodeId shares the present node’s nodeId in the first n digits,
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NodeId 10233102

-0-2212102 1 -2-2301203 -3-1203203
0 1-1-301233 1-2-230203 1-3-021022

Routing table

10-0-31203 10-1-32102 2 10-3-23302
102-0-0230 102-1-1302 102-2-2302 3
1023-0-322 1023-1-000 1023-2-121 3
10233-0-01 1 10233-2-32

0 102331-2-0
2

Neighborhood set
13021022 10200230 11301233 31301233
02212102 22301203 31203203 33213321

Leaf set
10233033 10233021 10233120 10233122
10233001 10233000 10233230 10233232

LARGERSMALLER

Fig. 1. State of a hypothetical Pastry node with nodeId 10233102, b = 2, and l = 8. All numbers
are in base 4. The top row of the routing table is row zero. The shaded cell in each row of the
routing table shows the corresponding digit of the present node’s nodeId. The nodeIds in each
entry have been split to show the common prefix with 10233102 - next digit - rest of nodeId. The
associated IP addresses are not shown.

but whose n+1th digit has one of the 2b −1 possible values other than the n+1th digit
in the present node’s id.

Each entry in the routing table contains the IP address of one of potentially many
nodes whose nodeId have the appropriate prefix; in practice, a node is chosen that is
close to the present node, according to the proximity metric. We will show in Section 2.5
that this choice provides good locality properties. If no node is known with a suitable
nodeId, then the routing table entry is left empty. The uniform distribution of nodeIds
ensures an even population of the nodeId space; thus, on average, only �log2bN� rows
are populated in the routing table.

The choice of b involves a trade-off between the size of the populated portion of the
routing table (approximately �log2bN� × (2b − 1) entries) and the maximum number
of hops required to route between any pair of nodes (�log2bN�). With a value of b = 4
and 106 nodes, a routing table contains on average 75 entries and the expected number
of routing hops is 5, whilst with 109 nodes, the routing table contains on average 105
entries, and the expected number of routing hops in 7.

The neighborhood set M contains the nodeIds and IP addresses of the |M | nodes
that are closest (according the proximity metric) to the local node. The neighborhood set
is not normally used in routing messages; it is useful in maintaining locality properties,
as discussed in Section 2.5. The leaf set L is the set of nodes with the |L|/2 numerically
closest larger nodeIds, and the |L|/2 nodes with numerically closest smaller nodeIds,
relative to the present node’s nodeId. The leaf set is used during the message routing, as
described below. Typical values for |L| and |M | are 2b or 2 × 2b.
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How the various tables of a Pastry node are initialized and maintained is the subject
of Section 2.4. Figure 1 depicts the state of a hypothetical Pastry node with the nodeId
10233102 (base 4), in a system that uses 16 bit nodeIds and a value of b = 2.

2.2 Routing

The Pastry routing procedure is shown in pseudo code form in Table 1. The procedure
is executed whenever a message with key D arrives at a node with nodeId A. We begin
by defining some notation.
Ri

l : the entry in the routing table R at column i, 0 ≤ i < 2b and row l, 0 ≤ l < �128/b�.
Li: the i-th closest nodeId in the leaf set L, −�|L|/2� ≤ i ≤ �|L|/2�, where neg-
ative/positive indices indicate nodeIds smaller/larger than the present nodeId, respec-
tively.
Dl: the value of the l’s digit in the key D.
shl(A, B): the length of the prefix shared among A and B, in digits.

Table 1. Pseudo code for Pastry core routing algorithm.

(1) if (L−�|L|/2� ≤ D ≤ L�|L|/2�) {
(2) // D is within range of our leaf set
(3) forward to Li, s.th. |D − Li| is minimal;
(4) } else {
(5) // use the routing table
(6) Let l = shl(D, A);
(7) if (RDl

l �= null) {
(8) forward to R

Dl
l ;

(9) }
(10) else {
(11) // rare case
(12) forward to T ∈ L ∪ R ∪ M , s.th.
(13) shl(T, D) ≥ l,
(14) |T − D| < |A − D|
(15) }
(16) }

Given a message, the node first checks to see if the key falls within the range of
nodeIds covered by its leaf set (line 1). If so, the message is forwarded directly to the
destination node, namely the node in the leaf set whose nodeId is closest to the key
(possibly the present node) (line 3).

If the key is not covered by the leaf set, then the routing table is used and the message
is forwarded to a node that shares a common prefix with the key by at least one more digit
(lines 6–8). In certain cases, it is possible that the appropriate entry in the routing table
is empty or the associated node is not reachable (line 11–14), in which case the message
is forwarded to a node that shares a prefix with the key at least as long as the local node,
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and is numerically closer to the key than the present node’s id. Such a node must be in
the leaf set unless the message has already arrived at the node with numerically closest
nodeId. And, unless �|L|/2� adjacent nodes in the leaf set have failed simultaneously,
at least one of those nodes must be live.

This simple routing procedure always converges, because each step takes the message
to a node that either (1) shares a longer prefix with the key than the local node, or (2)
shares as long a prefix with, but is numerically closer to the key than the local node.

Routing performance. It can be shown that the expected number of routing steps is
�log2bN� steps, assuming accurate routing tables and no recent node failures. Briefly,
consider the three cases in the routing procedure. If a message is forwarded using the
routing table (lines 6–8), then the set of nodes whose ids have a longer prefix match
with the key is reduced by a factor of 2b in each step, which means the destination is
reached in �log2bN� steps. If the key is within range of the leaf set (lines 2–3), then the
destination node is at most one hop away.

The third case arises when the key is not covered by the leaf set (i.e., it is still more
than one hop away from the destination), but there is no routing table entry. Assuming
accurate routing tables and no recent node failures, this means that a node with the
appropriate prefix does not exist (lines 11–14). The likelihood of this case, given the
uniform distribution of nodeIds, depends on |L|. Analysis shows that with |L| = 2b and
|L| = 2 × 2b, the probability that this case arises during a given message transmission
is less than .02 and 0.006, respectively. When it happens, no more than one additional
routing step results with high probability.

In the event of many simultaneous node failures, the number of routing steps required
may be at worst linear in N , while the nodes are updating their state. This is a loose upper
bound; in practice, routing performance degrades gradually with the number of recent
node failures, as we will show experimentally in Section 3.1. Eventual message delivery
is guaranteed unless �|L|/2� nodes with consecutive nodeIds fail simultaneously. Due
to the expected diversity of nodes with adjacent nodeIds, and with a reasonable choice
for |L| (e.g. 2b), the probability of such a failure can be made very low.

2.3 Pastry API

Next, we briefly outline Pastry’s application programming interface (API). The presented
API is slightly simplified for clarity. Pastry exports the following operations:

nodeId = pastryInit(Credentials, Application) causes the local node to join an ex-
isting Pastry network (or start a new one), initialize all relevant state, and return
the local node’s nodeId. The application-specific credentials contain information
needed to authenticate the local node. The application argument is a handle to the
application object that provides the Pastry node with the procedures to invoke when
certain events happen, e.g., a message arrival.

route(msg,key) causes Pastry to route the given message to the node with nodeId nu-
merically closest to the key, among all live Pastry nodes.
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Applications layered on top of Pastry must export the following operations:

deliver(msg,key) called by Pastry when a message is received and the local node’s
nodeId is numerically closest to key, among all live nodes.

forward(msg,key,nextId) called by Pastry just before a message is forwarded to the
node with nodeId = nextId. The application may change the contents of the message
or the value of nextId. Setting the nextId to NULL terminates the message at the
local node.

newLeafs(leafSet) called by Pastry whenever there is a change in the local node’s leaf
set. This provides the application with an opportunity to adjust application-specific
invariants based on the leaf set.

Several applications have been built on top of Pastry using this simple API, including
PAST [11,21] and SCRIBE [22], and several applications are under development.

2.4 Self-Organization and Adaptation

In this section, we describe Pastry’s protocols for handling the arrival and departure
of nodes in the Pastry network. We begin with the arrival of a new node that joins the
system. Aspects of this process pertaining to the locality properties of the routing tables
are discussed in Section 2.5.

Node arrival. When a new node arrives, it needs to initialize its state tables, and then
inform other nodes of its presence. We assume the new node knows initially about a
nearby Pastry node A, according to the proximity metric, that is already part of the
system. Such a node can be located automatically, for instance, using “expanding ring”
IP multicast, or be obtained by the system administrator through outside channels.

Let us assume the new node’s nodeId is X . (The assignment of nodeIds is application-
specific; typically it is computed as the SHA-1 hash of its IP address or its public key).
Node X then asks A to route a special “join” message with the key equal to X . Like any
message, Pastry routes the join message to the existing node Z whose id is numerically
closest to X .

In response to receiving the “join” request, nodes A, Z, and all nodes encountered
on the path from A to Z send their state tables to X . The new node X inspects this
information, may request state from additional nodes, and then initializes its own state
tables, using a procedure describe below. Finally, X informs any nodes that need to be
aware of its arrival. This procedure ensures that X initializes its state with appropriate
values, and that the state in all other affected nodes is updated.

Since node A is assumed to be in proximity to the new node X , A’s neighborhood
set to initialize X’s neighborhood set. Moreover, Z has the closest existing nodeId to X ,
thus its leaf set is the basis for X’s leaf set. Next, we consider the routing table, starting
at row zero. We consider the most general case, where the nodeIds of A and X share
no common prefix. Let Ai denote node A’s row of the routing table at level i. Note that
the entries in row zero of the routing table are independent of a node’s nodeId. Thus, A0
contains appropriate values for X0. Other levels of A’s routing table are of no use to X ,
since A’s and X’s ids share no common prefix.
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However, appropriate values for X1 can be taken from B1, where B is the first node
encountered along the route from A to Z. To see this, observe that entries in B1 and
X1 share the same prefix, because X and B have the same first digit in their nodeId.
Similarly, X obtains appropriate entries for X2 from node C, the next node encountered
along the route from A to Z, and so on.

Finally, X transmits a copy of its resulting state to each of the nodes found in its
neighborhood set, leaf set, and routing table. Those nodes in turn update their own state
based on the information received. One can show that at this stage, the new node X
is able to route and receive messages, and participate in the Pastry network. The total
cost for a node join, in terms of the number of messages exchanged, is O(log2bN). The
constant is about 3 × 2b.

Pastry uses an optimistic approach to controlling concurrent node arrivals and de-
partures. Since the arrival/departure of a node affects only a small number of existing
nodes in the system, contention is rare and an optimistic approach is appropriate. Briefly,
whenever a node A provides state information to a node B, it attaches a timestamp to
the message. B adjusts its own state based on this information and eventually sends an
update message to A (e.g., notifying A of its arrival). B attaches the original timestamp,
which allows A to check if its state has since changed. In the event that its state has
changed, it responds with its updated state and B restarts its operation.

Node departure. Nodes in the Pastry network may fail or depart without warning. In this
section, we discuss how the Pastry network handles such node departures. A Pastry node
is considered failed when its immediate neighbors in the nodeId space can no longer
communicate with the node.

To replace a failed node in the leaf set, its neighbor in the nodeId space contacts the
live node with the largest index on the side of the failed node, and asks that node for its
leaf table. For instance, if Li failed for �|L|/2� < i < 0, it requests the leaf set from
L−�|L|/2�. Let the received leaf set be L′. This set partly overlaps the present node’s leaf
set L, and it contains nodes with nearby ids not presently in L. Among these new nodes,
the appropriate one is then chosen to insert into L, verifying that the node is actually
alive by contacting it. This procedure guarantees that each node lazily repairs its leaf
set unless �|L|/2� nodes with adjacent nodeIds have failed simultaneously. Due to the
diversity of nodes with adjacent nodeIds, such a failure is very unlikely even for modest
values of |L|.

The failure of a node that appears in the routing table of another node is detected
when that node attempts to contact the failed node and there is no response. As explained
in Section 2.2, this event does not normally delay the routing of a message, since the
message can be forwarded to another node. However, a replacement entry must be found
to preserve the integrity of the routing table.

To repair a failed routing table entry Rd
l , a node contacts first the node referred to

by another entry Ri
l , i 	= d of the same row, and asks for that node’s entry for Rd

l . In the
event that none of the entries in row l have a pointer to a live node with the appropriate
prefix, the node next contacts an entry Ri

l+1, i 	= d, thereby casting a wider net. This
procedure is highly likely to eventually find an appropriate node if one exists.

The neighborhood set is not normally used in the routing of messages, yet it is impor-
tant to keep it current, because the set plays an important role in exchanging information
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about nearby nodes. For this purpose, a node attempts to contact each member of the
neighborhood set periodically to see if it is still alive. If a member is not responding, the
node asks other members for their neighborhood tables, checks the distance of each of
the newly discovered nodes, and updates it own neighborhood set accordingly.

Experimental results in Section 3.2 demonstrate Pastry’s effectiveness in repairing
the node state in the presences of node failures, and quantify the cost of this repair in
terms of the number of messages exchanged.

2.5 Locality

In the previous sections, we discussed Pastry’s basic routing properties and discussed
its performance in terms of the expected number of routing hops and the number of
messages exchanged as part of a node join operation. This section focuses on another
aspect of Pastry’s routing performance, namely its properties with respect to locality.
We will show that the route chosen for a message is likely to be “good” with respect to
the proximity metric.

Pastry’s notion of network proximity is based on a scalar proximity metric, such as
the number of IP routing hops or geographic distance. It is assumed that the application
provides a function that allows each Pastry node to determine the “distance” of a node
with a given IP address to itself. A node with a lower distance value is assumed to be
more desirable. An application is expected to implements this function depending on its
choice of a proximity metric, using network services like traceroute or Internet subnet
maps, and appropriate caching and approximation techniques to minimize overhead.

Throughout this discussion, we assume that the proximity space defined by the chosen
proximity metric is Euclidean; that is, the triangulation inequality holds for distances
among Pastry nodes. This assumption does not hold in practice for some proximity
metrics, such as the number of IP routing hops in the Internet. If the triangulation
inequality does not hold, Pastry’s basic routing is not affected; however, the locality
properties of Pastry routes may suffer. Quantifying the impact of such deviations is the
subject of ongoing work.

We begin by describing how the previously described procedure for node arrival is
augmented with a heuristic that ensures that routing table entries are chosen to provide
good locality properties.

Locality in the routing table. In Section 2.4, we described how a newly joining node
initializes its routing table. Recall that a newly joining node X asks an existing node A
to route a join message using X as the key. The message follows a paths through nodes
A, B, etc., and eventually reaches node Z, which is the live node with the numerically
closest nodeId to X . Node X initialized its routing table by obtaining the i-th row of its
routing table from the i-th node encountered along the route from A to Z.

The property we wish to maintain is that all routing table entries refer to a node that
is near the present node, according to the proximity metric, among all live nodes with a
prefix appropriate for the entry. Let us assume that this property holds prior to node X’s
joining the system, and show how we can maintains the property as node X joins.

First, we require that node A is near X , according to the proximity metric. Since the
entries in row zero of A’s routing table are close to A, A is close to X , and we assume
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that the triangulation inequality holds in the proximity space, it follows that the entries
are relatively near A. Therefore, the desired property is preserved. Likewise, obtaining
X’s neighborhood set from A is appropriate.

Let us next consider row one of X’s routing table, which is obtained from node B.
The entries in this row are near B, however, it is not clear how close B is to X . Intuitively,
it would appear that for X to take row one of its routing table from node B does not
preserve the desired property, since the entries are close to B, but not necessarily to
X . In reality, the entries tend to be reasonably close to X . Recall that the entries in
each successive row are chosen from an exponentially decreasing set size. Therefore,
the expected distance from B to its row one entries (B1) is much larger than the expected
distance traveled from node A to B. As a result, B1 is a reasonable choice for X1. This
same argument applies for each successive level and routing step, as depicted in Figure 2.

Level 0

Level 1

Level 2
Z

X

A

Level 0

Fig. 2. Routing step distance versus distance of the representatives at each level (based on exper-
imental data). The circles around the n-th node along the route from A to Z indicate the average
distance of the node’s representatives at level n. Note that X lies within each circle.

After X has initialized its state in this fashion, its routing table and neighborhood set
approximate the desired locality property. However, the quality of this approximation
must be improved to avoid cascading errors that could eventually lead to poor route
locality. For this purpose, there is a second stage in which X requests the state from
each of the nodes in its routing table and neighborhood set. It then compares the distance
of corresponding entries found in those nodes’ routing tables and neighborhood sets,
respectively, and updates its own state with any closer nodes it finds. The neighborhood
set contributes valuable information in this process, because it maintains and propagates
information about nearby nodes regardless of their nodeId prefix.

Intuitively, a look at Figure 2 illuminates why incorporating the state of nodes men-
tioned in the routing and neighborhood tables from stage one provides good represen-
tatives for X . The circles show the average distance of the entry from each node along
the route, corresponding to the rows in the routing table. Observe that X lies within
each circle, albeit off-center. In the second stage, X obtains the state from the entries
discovered in stage one, which are located at an average distance equal to the perimeter
of each respective circle. These states must include entries that are appropriate for X ,
but were not discovered by X in stage one, due to its off-center location.
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Experimental results in Section 3.2 show that this procedure maintains the locality
property in the routing table and neighborhood sets with high fidelity. Next, we discuss
how the locality in Pastry’s routing tables affects Pastry routes.

Route locality. The entries in the routing table of each Pastry node are chosen to be close
to the present node, according to the proximity metric, among all nodes with the desired
nodeId prefix. As a result, in each routing step, a message is forwarded to a relatively
close node with a nodeId that shares a longer common prefix or is numerically closer to
the key than the local node. That is, each step moves the message closer to the destination
in the nodeId space, while traveling the least possible distance in the proximity space.

Since only local information is used, Pastry minimizes the distance of the next routing
step with no sense of global direction. This procedure clearly does not guarantee that the
shortest path from source to destination is chosen; however, it does give rise to relatively
good routes. Two facts are relevant to this statement. First, given a message was routed
from node A to node B at distance d from A, the message cannot subsequently be routed
to a node with a distance of less than d from A. This follows directly from the routing
procedure, assuming accurate routing tables.

Second, the expected distance traveled by a messages during each successive routing
step is exponentially increasing. To see this, observe that an entry in the routing table in
row l is chosen from a set of nodes of size N/2bl. That is, the entries in successive rows
are chosen from an exponentially decreasing number of nodes. Given the random and
uniform distribution of nodeIds in the network, this means that the expected distance of
the closest entry in each successive row is exponentially increasing.

Jointly, these two facts imply that although it cannot be guaranteed that the distance
of a message from its source increases monotonically at each step, a message tends to
make larger and larger strides with no possibility of returning to a node within di of
any node i encountered on the route, where di is the distance of the routing step taken
away from node i. Therefore, the message has nowhere to go but towards its destination.
Figure 3 illustrates this effect.

Locating the nearest among k nodes. Some peer-to-peer application we have built using
Pastry replicate information on the k Pastry nodes with the numerically closest nodeIds
to a key in the Pastry nodeId space. PAST, for instance, replicates files in this way to
ensure high availability despite node failures. Pastry naturally routes a message with the
given key to the live node with the numerically closest nodeId, thus ensuring that the
message reaches one of the k nodes as long as at least one of them is live.

Moreover, Pastry’s locality properties make it likely that, along the route from a
client to the numerically closest node, the message first reaches a node near the client,
in terms of the proximity metric, among the k numerically closest nodes. This is useful
in applications such as PAST, because retrieving a file from a nearby node minimizes
client latency and network load. Moreover, observe that due to the random assignment
of nodeIds, nodes with adjacent nodeIds are likely to be widely dispersed in the network.
Thus, it is important to direct a lookup query towards a node that is located relatively
near the client.

Recall that Pastry routes messages towards the node with the nodeId closest to the
key, while attempting to travel the smallest possible distance in each step. Therefore,
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Level 1

Level 2

Level 3Level 0

Level 0

Fig. 3. Sample trajectory of a typical message in the Pastry network, based on experimental data.
The message cannot re-enter the circles representing the distance of each of its routing steps away
from intermediate nodes. Although the message may partly “turn back” during its initial steps,
the exponentially increasing distances traveled in each step cause it to move toward its destination
quickly.

among the k numerically closest nodes to a key, a message tends to first reach a node near
the client. Of course, this process only approximates routing to the nearest node. Firstly,
as discussed above, Pastry makes only local routing decisions, minimizing the distance
traveled on the next step with no sense of global direction. Secondly, since Pastry routes
primarily based on nodeId prefixes, it may miss nearby nodes with a different prefix than
the key. In the worst case, k/2 − 1 of the replicas are stored on nodes whose nodeIds
differ from the key in their domain at level zero.As a result, Pastry will first route towards
the nearest among the k/2 + 1 remaining nodes.

Pastry uses a heuristic to overcome the prefix mismatch issue described above. The
heuristic is based on estimating the density of nodeIds in the nodeId space using local
information. Based on this estimation, the heuristic detects when a message approaches
the set of k numerically closest nodes, and then switches to numerically nearest address
based routing to locate the nearest replica. Results presented in Section 3.3 show that
Pastry is able to locate the nearest node in over 75%, and one of the two nearest nodes
in over 91% of all queries.

2.6 Arbitrary Node Failures and Network Partitions

Throughout this paper, it is assumed that Pastry nodes fail silently. Here, we briefly
discuss how a Pastry network could deal with arbitrary nodes failures, where a failed
node continues to be responsive, but behaves incorrectly or even maliciously. The Pastry
routing scheme as described so far is deterministic. Thus, it is vulnerable to malicious
or failed nodes along the route that accept messages but do not correctly forward them.
Repeated queries could thus fail each time, since they normally take the same route.

In applications where arbitrary node failures must be tolerated, the routing can be
randomized. Recall that in order to avoid routing loops, a message must always be



Pastry: Scalable, Decentralized Object Location, and Routing 341

forwarded to a node that shares a longer prefix with the destination, or shares the same
prefix length as the current node but is numerically closer in the nodeId space than the
current node. However, the choice among multiple nodes that satisfy this criterion can
be made randomly. In practice, the probability distribution should be biased towards the
best choice to ensure low average route delay. In the event of a malicious or failed node
along the path, the query may have to be repeated several times by the client, until a
route is chosen that avoids the bad node. Furthermore, the protocols for node join and
node failure can be extended to tolerate misbehaving nodes. The details are beyond the
scope of this paper.

Another challenge are IP routing anomalies in the Internet that cause IP hosts to
be unreachable from certain IP hosts but not others. The Pastry routing is tolerant of
such anomalies; Pastry nodes are considered live and remain reachable in the overlay
network as long as they are able to communication with their immediate neighbors in the
nodeId space. However, Pastry’s self-organization protocol may cause the creation of
multiple, isolated Pastry overlay networks during periods of IP routing failures. Because
Pastry relies almost exclusively on information exchange within the overlay network to
self-organize, such isolated overlays may persist after full IP connectivity resumes.

One solution to this problem involves the use of IP multicast. Pastry nodes can period-
ically perform an expanding ring multicast search for other Pastry nodes in their vicinity.
If isolated Pastry overlays exists, they will be discovered eventually, and reintegrated.
To minimize the cost, this procedure can be performed randomly and infrequently by
Pastry nodes, only within a limited range of IP routing hops from the node, and only if
no search was performed by another nearby Pastry node recently. As an added benefit,
the results of this search can also be used to improve the quality of the routing tables.

3 Experimental Results

In this section, we present experimental results obtained with a prototype implementa-
tion of Pastry. The Pastry node software was implemented in Java. To be able to perform
experiments with large networks of Pastry nodes, we also implemented a network em-
ulation environment, permitting experiments with up to 100,000 Pastry nodes.

All experiments were performed on a quad-processor Compaq AlphaServer ES40
(500MHz 21264 Alpha CPUs) with 6GBytes of main memory, running True64 UNIX,
version 4.0F. The Pastry node software was implemented in Java and executed using
Compaq’s Java 2 SDK, version 1.2.2-6 and the Compaq FastVM, version 1.2.2-4.

In all experiments reported in this paper, the Pastry nodes were configured to run
in a single Java VM. This is largely transparent to the Pastry implementation—the Java
runtime system automatically reduces communication among the Pastry nodes to local
object invocations.

The emulated network environment maintains distance information between the Pas-
try nodes. Each Pastry node is assigned a location in a plane; coordinates in the plane
are randomly assigned in the range [0, 1000]. Nodes in the Internet are not uniformly
distributed in a Euclidean space; instead, there is a strong clustering of nodes and the
triangulation inequality doesn’t always hold. We are currently performing emulations
based on a more realistic network topology model taken from [26]. Early results indicate
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that overall, Pastry’s locality related routing properties are not significantly affected by
this change.

A number of Pastry properties are evaluated experimentally. The first set of results
demonstrates the basic performance of Pastry routing. The routing tables created within
the Pastry nodes are evaluated in Section 3.2. In Section 3.3 we evaluate Pastry’s ability
to route to the nearest among the k numerically closest nodes to a key. Finally, in 3.4 the
properties of Pastry under node failures are considered.

3.1 Routing Performance

The first experiment shows the number of routing hops as a function of the size of the
Pastry network. We vary the number of Pastry nodes from 1,000 to 100,000 in a network
where b = 4, |L| = 16, |M | = 32. In each of 200,000 trials, two Pastry nodes are
selected at random and a message is routed between the pair using Pastry.
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Fig. 4.Average number of routing hops versus number of Pastry nodes, b = 4, |L| = 16, |M | = 32
and 200,000 lookups.

Figure 4 show the average number of routing hops taken, as a function of the network
size. “Log N” shows the value log2bN and is included for comparison. (�log2bN� is the
expected maximum number of hops required to route in a network containing N nodes).
The results show that the number of route hops scale with the size of the network as
predicted.

Figure 5 shows the distribution of the number of routing hops taken, for a network
size of 100,000 nodes, in the same experiment. The results show that the maximum route
length is (�log2bN� (�log2b100, 000� = 5), as expected.

The second experiment evaluated the locality properties of Pastry routes. It compares
the relative distance a message travels using Pastry, according to the proximity metric,
with that of a fictitious routing scheme that maintains complete routing tables. The
distance traveled is the sum of the distances between consecutive nodes encountered
along the route in the emulated network. For the fictitious routing scheme, the distance
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traveled is simply the distance between the source and the destination node. The results
are normalized to the distance traveled in the fictitious routing scheme. The goal of this
experiment is to quantify the cost, in terms of distance traveled in the proximity space,
of maintaining only small routing tables in Pastry.
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Fig. 6. Route distance versus number of Pastry nodes, b = 4, |L| = 16, |M | = 32, and 200,000
lookups.

The number of nodes varies between 1,000 and 100,000, b = 4, |L| = 16, |M | = 32.
200,000 pairs of Pastry nodes are selected and a message is routed between each pair.
Figure 6 shows the results for Pastry and the fictitious scheme (labeled “Complete
routing tables"). The results show that the Pastry routes are only approximately 30%
to 40% longer. Considering that the routing tables in Pastry contain only approximately
�log2bN� × (2b − 1) entries, this result is quite good. For 100,000 nodes the Pastry
routing tables contain approximately 75 entries, compared to 99,999 in the case of
complete routing tables.
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We also determined the routing throughput, in messages per second, of a Pastry node.
Our unoptimized Java implementation handled over 3,000 messages per second. This
indicates that the routing procedure is very lightweight.

3.2 Maintaining the Network

Figure 7 shows the quality of the routing tables with respect to the locality property, and
how the extent of information exchange during a node join operation affects the quality
of the resulting routing tables vis-à-vis locality. In this experiment, 5,000 nodes join the
Pastry network one by one. After all nodes joined, the routing tables were examined.
The parameters are b = 4, |L| = 16, |M | = 32.

Three options were used to gather information when a node joins. “SL” is a hypothet-
ical method where the joining node considers only the appropriate row from each node
along the route from itself to the node with the closest existing nodeId (see Section 2.4).
With “WT”, the joining node fetches the entire state of each node along the path, but
does not fetch state from the resulting entries. This is equivalent to omitting the second
stage. “WTF” is the actual method used in Pastry, where state is fetched from each node
that appears in the tables after the first stage.
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Fig. 7. Quality of routing tables (locality), b = 4, |L| = 16, |M | = 32 and 5,000 nodes.

The results are shown in Figure 7. For levels 0 to 3, we show the quality of the
routing table entries with each method. With 5,000 nodes and b = 4, levels 2 and 3 are
not fully populated, which explains the missing entries shown. “Optimal” means that
the best (i.e., closest according to the proximity metric) node appeared in a routing table
entry, “sub-optimal” means that an entry was not the closest or was missing.

The results show that Pastry’s method of node integration (“WTF”) is highly effective
in initializing the routing tables with good locality. On average, less than 1 entry per
level of the routing able is not the best choice. Moreover, the comparison with “SL” and
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“WT” shows that less information exchange during the node join operation comes at a
dramatic cost in routing table quality with respect to locality.

3.3 Replica Routing

The next experiment examines Pastry’s ability to route to one of the k closest nodes to a
key, where k = 5. In particular, the experiment explores Pastry’s ability to locate one of
the k nodes near the client. In a Pastry network of 10,000 nodes with b = 3 and |L| = 8,
100,000 times a Pastry node and a key are chosen randomly, and a message is routed
using Pastry from the node using the key. The first of the k numerically closest nodes to
the key that is reached along the route is recorded.
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Fig. 8. Number of nodes closer to the client than the node discovered. (b = 3, |L| = 8, |M | = 16,
10,000 nodes and 100,000 message routes).

Figure 8 shows the percentage of lookups that reached the closest node, according
to the proximity metric (0 closer nodes), the second closest node (1 closer node), and so
forth. Results are shown for the three different protocols for initializing a new node’s state,
with (“Estimation”) and without (“Standard”) the heuristic mentioned in Section 2.5,
and for an idealized, optimal version of the heuristic (“Perfect estimation”). Recall that
the heuristic estimates the nodeId space coverage of other nodes’ leaf sets, using an
estimate based on its own leaf sets coverage. The “Perfect estimation” ensures that this
estimate of a node’s leaf set coverage is correct for every node.

Without the heuristic and the standard node joining protocol (WTF), Pastry is able
to locate the closest node 68% of the time, and one of the top two nodes 87% of the time.
With the heuristic routing option, this figures increase to 76% and 92%, respectively.
The lesser routing table quality resulting from the “SL” and “WT” methods for node
joining have a strong negative effect on Pastry’s ability to locate nearby nodes, as one
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would expect. Also, the heuristic approach is only approximately 2% worse than the best
possible results using perfect estimation.

The results show that Pastry is effective in locating a node near the client in the vast
majority of cases, and that the use of the heuristic is effective.

3.4 Node Failures

The next experiment explores Pastry’s behavior in the presence of node failures. A 5,000
node Pastry network is used with b = 4, |L| = 16, |M | = 32, k = 5. Then, 10% (500)
randomly selected nodes fail silently. After these failures, a key is chosen at random,
and two Pastry nodes are randomly selected. A message is routed from these two nodes
to the key, and this is repeated 100,000 times (200,000 lookups total). Initially, the node
state repair facilities in Pastry were disabled, which allows us to measure the full impact
of the failures on Pastry’s routing performance. Next, the node state repair facilities were
enabled, and another 200,000 lookups were performed from the same Pastry nodes to
the same key.
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Fig. 9. Quality of routing tables before and after 500 node failures, b = 4, |L| = 16, |M | = 32
and 5,000 starting nodes.

Figure 9 shows the average routing table quality across all nodes for levels 0–2, as
measured before the failures, after the failures, and after the repair. Note that in this figure,
missing entries are shown separately from sub-optimal entries. Also, recall that Pastry
lazily repairs routing tables entries when they are being used. As a result, routing table
entries that were not used during the 200,000 lookups are not discovered and therefore
not repaired. To isolate the effectiveness of Pastry’s repair procedure, we excluded table
entries that were never used.

The results show that Pastry recovers all missing table entries, and that the quality of
the entries with respect to locality (fraction of optimal entries) approaches that before the
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failures. At row zero, the average number of best entries after the repair is approximately
one below that prior to the failure. However, although this can’t be seen in the figure,
our results show that the actual distance between the suboptimal and the optimal entries
is very small. This is intuitive, since the average distance of row zero entries is very
small. Note that the increase in empty entries at levels 1 and 2 after the failures is due
to the reduction in the total number of Pastry nodes, which increases the sparseness of
the tables at the upper rows. Thus, this increase does not constitute a reduction in the
quality of the tables.

Figure 10 shows the impact of failures and repairs on the route quality. The left bar
shows the average number of hops before the failures; the middle bar shows the average
number of hops after the failures, and before the tables were repaired. Finally, the right
bar shows the average number of hops after the repair. The data shows that without
repairs, the stale routing table state causes as significant deterioration of route quality.
After the repair, however, the average number of hops is only slightly higher than before
the failures.
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lookups and 5,000 nodes with 500 failing.

We also measured the average cost, in messages, for repairing the tables after node
failure. In our experiments, a total of 57 remote procedure calls were needed on average
per failed node to repair all relevant table entries.

4 Related Work

There are currently several peer-to-peer systems in use, and many more are under de-
velopment. Among the most prominent are file sharing facilities, such as Gnutella [2]
and Freenet [8]. The Napster [1] music exchange service provided much of the original
motivation for peer-to-peer systems, but it is not a pure peer-to-peer system because
its database is centralized. All three systems are primarily intended for the large-scale
sharing of data files; reliable content location is not guaranteed or necessary in this envi-
ronment. In Gnutella, the use of a broadcast based protocol limits the system’s scalability
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and incurs a high bandwidth requirement. Both Gnutella and Freenet are not guaranteed
to find an existing object.

Pastry, along with Tapestry [27], Chord [24] and CAN [19], represent a second gen-
eration of peer-to-peer routing and location schemes that were inspired by the pioneering
work of systems like FreeNet and Gnutella. Unlike that earlier work, they guarantee a
definite answer to a query in a bounded number of network hops, while retaining the
scalability of FreeNet and the self-organizing properties of both FreeNet and Gnutella.

Pastry and Tapestry bear some similarity to the work by Plaxton et al [18] and
to routing in the landmark hierarchy [25]. The approach of routing based on address
prefixes, which can be viewed as a generalization of hypercube routing, is common to
all these schemes. However, neither Plaxton nor the landmark approach are fully self-
organizing. Pastry and Tapestry differ in their approach to achieving network locality
and to supporting replication, and Pastry appears to be less complex.

The Chord protocol is closely related to both Pastry and Tapestry, but instead of rout-
ing towards nodes that share successively longer address prefixes with the destination,
Chord forwards messages based on numerical difference with the destination address.
Unlike Pastry and Tapestry, Chord makes no explicit effort to achieve good network
locality. CAN routes messages in a d-dimensional space, where each node maintains a
routing table with O(d) entries and any node can be reached in O(dN1/d) routing hops.
Unlike Pastry, the routing table does not grow with the network size, but the number of
routing hops grows faster than logN .

Existing applications built on top of Pastry include PAST [11,21] and SCRIBE [22].
Other peer-to-peer applications that were built on top of a generic routing and location
substrate like Pastry are OceanStore [15] (Tapestry) and CFS [9] (Chord). FarSite [5]
uses a conventional distributed directory service, but could potentially be built on top
of a system like Pastry. Pastry can be seen as an overlay network that provides a self-
organizing routing and location service. Another example of an overlay network is the
Overcast system [12], which provides reliable single-source multicast streams.

There has been considerable work on routing in general, on hypercube and mesh rout-
ing in parallel computers, and more recently on routing in ad hoc networks, for example
GRID [17]. In Pastry, we assume an existing infrastructure at the network layer, and
the emphasis in on self-organization and the integration of content location and routing.
In the interest of scalability, Pastry nodes only use local information, while traditional
routing algorithms (like link-state and distance vector methods) globally propagate in-
formation about routes to each destination. This global information exchange limits the
scalability of these routing algorithms, necessitating a hierarchical routing architecture
like the one used in the Internet.

Several prior works consider issues in replicating Web content in the Internet, and
selecting the nearest replica relative to a client HTTP query [4,13,14]. Pastry provides
a more general infrastructure aimed at a variety of peer-to-peer applications. Another
related area is that of naming services, which are largely orthogonal to Pastry’s content
location and routing. Lampson’s Global Naming System (GNS) [16] is an example
of a scalable naming system that relies on a hierarchy of name servers that directly
corresponds to the structure of the name space. Cheriton and Mann [7] describe another
scalable naming service.
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Finally, attribute based and intentional naming systems [6,3], as well as directory
services [20,23] resolve a set of attributes that describe the properties of an object to
the address of an object instance that satisfies the given properties. Thus, these systems
support far more powerful queries than Pastry. However, this power comes at the ex-
pense of scalability, performance and administrative overhead. Such systems could be
potentially built upon Pastry.

5 Conclusion

This paper presents and evaluates Pastry, a generic peer-to-peer content location and
routing system based on a self-organizing overlay network of nodes connected via the
Internet. Pastry is completely decentralized, fault-resilient, scalable, and reliably routes
a message to the live node with a nodeId numerically closest to a key. Pastry can be used
as a building block in the construction of a variety of peer-to-peer Internet applications
like global file sharing, file storage, group communication and naming systems.

Pastry routes to any node in the overlay network in O(log N) steps in the absence
of recent node failures, and it maintains routing tables with only O(log N) entries.
Moreover, Pastry takes into account locality when routing messages. Results with as
many as 100,000 nodes in an emulated network confirm that Pastry is efficient and
scales well, that it is self-organizing and can gracefully adapt to node failures, and that
it has good locality properties.
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Abstract. Applications built on networked collections of computers are increas-
ingly using distributed object platforms such as CORBA, Java RMI, and DCOM
to standardize object interactions. With this increased use comes the increased
need for enhanced Quality of Service (QoS) attributes related to fault tolerance,
security, and timeliness. This paper describes an architecture called CQoS (Con-
figurable QoS) for implementing such enhancements in a transparent, highly cus-
tomizable, and portable manner. CQoS consists of two parts: application- and
platform-dependent interceptors and generic QoS components. The generic QoS
components are implemented using Cactus, a system for building highly config-
urable protocols and services in distributed systems. The CQoS architecture and
the interfaces between the different components are described, together with im-
plementations of QoS attributes using Cactus and interceptors for CORBA and
Java RMI. Experimental results are given for a test application executing on a
Linux cluster using Cactus/J, the Java implementation of Cactus. Compared with
other approaches, CQoS emphasizes portability across different distributed object
platforms, while the use of Cactus allows custom combinations of fault-tolerance,
security and timeliness attributes to be realized on a per-object basis in a straight-
forward way.

1 Introduction

Middleware platforms such as CORBA [23], Java RMI [29], and DCOM [2] provide
high-level programming abstractions that facilitate distributed object computing, but
lack a unified framework for supporting Quality of Service (QoS) guarantees related
to fault tolerance, security, and timeliness. The lack of uniformity is apparent in two
separate ways, both equally important. First, most existing standardization and research
efforts in this area focus on providing a single QoS attribute such as fault tolerance (e.g.,
[4,6,15,22,24]) or security (e.g., [1]) rather than combinations of attributes. While useful,
applications in areas such as financial services and multimedia often need multiple types
of guarantees, as well as the ability to control performance and functionality tradeoffs
between the different attributes. Second, most efforts provide point solutions for only a
single middleware platform rather than a framework that can be used uniformly across
different platforms. While sufficient in some cases, it limits applicability and requires
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unnecessary reimplementation of essentially similar techniques. Indeed, many of the
basic techniques for implementing various QoS attributes can be used with minor changes
on any platform supporting a request/reply interaction paradigm.

To address these issues, we have developed CQoS, a platform-independent QoS
architecture for distributed object computing. CQoS consists of CQoS interceptors and
configurable CQoS service components. The service components can be customized to
provide the desired combinations of attributes, while the interceptors are used to insert
CQoS transparently between the application and middleware platform on both the client
and server hosts. The service component is implemented using Java version of Cactus, a
system that supports construction of highly-configurable network protocols and services
[10,12]. CQoS is designed to be easily portable, and in particular, to allow QoS attributes
to be implemented in a way that can be used across different middleware platforms. To
do this, the interceptor is used to abstract away middleware and application-specific
details, providing a standard interface for implementing enhanced functionality.

The primary goal of this paper is to present CQoS as a single unified framework
for providing multiple types of QoS attributes across multiple middleware platforms.
We do this by first describing the software architecture and then giving examples of
how customized fault-tolerance, timeliness, and security attributes can be realized in
a platform-independent manner. The mapping of the architecture to CORBA and Java
RMI is then presented, along with experimental results using Visibroker 4.1 and JDK
1.3 on Linux. Finally, we evaluate our approach in the context of related work. While
issues related to providing enhanced QoS in middleware have been explored elsewhere
(e.g., [19,33]), no other approach offers the same combination of support for multiple
QoS attributes, platform independence, and the ability to make fine-grain object-specific
customizations as does the architecture described here.

2 Software Architecture

2.1 Overview

The CQoS architecture allows the QoS attributes of a distributed object system to be
customized transparently to client and server applications. Figure 1 provides a high-
level overview of the architecture. In our prototype implementation, the middleware
platform can be CORBA or Java RMI, but as noted above, the same approach can be used
for any platform that supports a request-reply interaction paradigm, including standard
remote procedure call (RPC) systems. For example, it would be feasible to intercept
HTTP requests and replies, in which case the TCP socket layer would be viewed as
the middleware layer. CQoS can be configured separately for each distributed object
application in the system, allowing application-specific customization.

QoS customization can be done on different system levels, including below the mid-
dleware, as a modification to the middleware, or as a service built on top of the middle-
ware. Each alternative has its relative tradeoffs, including factors such as transparency,
effectiveness of the approach, performance overhead, and the ease of implementing and
customizing such service enhancements. In the case of CQoS, implementing on top of the
middleware layer has a number of advantages, including the ability to use the higher-
level primitives provided by the middleware for locating objects and for performing
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Fig. 1. High-level view of CQoS architecture.

inter-object communication. It also means that CQoS can be inserted transparently to
both application objects and middleware, requiring no changes in either. We discuss the
relative merits of the different approaches further in section 6.

The key observation enabling this design is that the fundamental techniques for
implementing QoS properties such as fault tolerance, security, or timeliness are similar
regardless of the specific middleware platform. For example, fault tolerance can be
increased by replicating the server and multicasting each method call, independent of
whether the middleware is CORBA or Java RMI. The architecture eliminates the need for
reimplementing similar techniques for different platforms by allowing QoS properties
to be realized in a platform-independent manner.

To achieve portability, CQoS is structured as two components: a middleware- and
application-specific CQoS interceptor and a generic CQoS service component that imple-
ments the QoS enhancements. The interceptor provides the service component with the
necessary interfaces for manipulating requests and replies to implement the properties.
Note that CQoS is needed only to enhance the QoS attributes provided to the applica-
tion, not to replace or reimplement guarantees that are already provided. For example,
if the underlying CORBA ORB provides security services, CQoS can be configured to
enhance properties other than security.

The CQoS interceptors for the client and server sides, called the CQoS stub and CQoS
skeleton, respectively, are automatically generated from the server IDL description (e.g.,
CORBA IDL) using our Cactus IDL compiler. The generic CQoS service components on
each side are implemented as Cactus components that are referred to as the Cactus client
and Cactus server, respectively. The rest of this section describes these components in
more detail.

2.2 CQoS Interceptors

Client-side interception is based on replacing the conventional stub used by middleware
platforms such as CORBA or Java RMI by the CQoS stub (figure 2). When the client
invokes a method on this stub, it creates an abstract request object and notifies the
Cactus client. The stub then stores the pending request until the call has been completed.
Similarly, server-side interception is based on using the CQoS skeleton as a proxy server
for the actual server object. This skeleton overwrites the server object binding with
the underlying middleware layer. This causes the incoming requests to be forwarded
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Fig. 2. Structure of CQoS interceptors.

automatically to the CQoS skeleton, which also creates an abstract request object and
notifies the Cactus server.

To implement this functionality, CQoS stubs and skeletons provide multiple inter-
faces for interaction with the application, middleware, and QoS service component.
The application interface on the CQoS stub is identical to the original stub and pro-
vides operations for each of the server object methods. The middleware interface on the
CQoS skeleton provides operations that allow the middleware to pass the request to the
CQoS skeleton. The details of CORBA and Java RMI implementations of this interface
are discussed in section 4. Finally, the interface for the QoS service component, called
the Cactus QoS interface, provides methods for the Cactus client and Cactus server to
manipulate the requests and connections to servers.

To support request manipulation, the Cactus QoS interface provides an abstract
representation of the client request together with appropriate operations. Specifically,
the request is represented as a Java class, where the request parameters are represented
as a vector of Java objects (java.lang.Objects). This interface provides a set of
accessor methods to get and set parameters and return values. The implementation of
the interface, which is platform specific, takes care of converting the abstract request into
a form required by the specific platform. For example, a CORBA implementation that
uses DII/DSI converts the abstract request structure into a CORBA request (org.omg.-
CORBA.Request). The request object also provides a field for piggybacking additional
parameters onto the request. For example, the Cactus client may include a priority
parameter that is used by the Cactus server to determine the order in which requests are
to be processed.

The Cactus QoS interface also provides abstract representation of the server objects.
Since the implementation of certain attributes such as fault tolerance requires communi-
cation with multiple servers, the interface provides operations for creating connections
with specific servers (bind()), testing the status of a server (server status()), and send-
ing requests to specific servers (invoke server()). The bind() operation can also be used
to rebind to a failed server after it has recovered. Details related to server names and
addressing are hidden by the interface so that the CQoS service component can be inde-
pendent of the application as well as the middleware platform. In particular, the interface
allows the server replicas to be referred to by numbers (1..N) rather than by application
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or middleware-specific identifiers. Currently, the server status() operation only indicates
if the server is running or failed, but it could be extended to provide information such
as the load conditions on the server for load balancing purposes. On the server side, the
interface provides operation invoke servant() that the Cactus server can use to actually
invoke the method in the server object and the invoke server() operation that the Cactus
server can use to communicate with Cactus servers on other replicas. The latter opera-
tion is used, for example, to send ordering messages between replicas to implement a
consistent total ordering of client invocations.

2.3 CQoS Service Component

QoS attributes are implemented by the Cactus client and Cactus server components.
These components are composite protocols that are implemented using Cactus, a design
and implementation framework for constructing configurable protocols and services
[10]. In the following, we briefly introduce Cactus, describe the Cactus client and server
components, and outline how these components can be configured to provide custom
QoS properties.

Cactus overview. A service or protocol in Cactus is implemented as a composite proto-
col, with each service property or other functional component implemented as a software
module called a micro-protocol. A micro-protocol is structured as a collection of event
handlers, which are procedure-like segments of code that are executed when a specified
event occurs. A customized version of a protocol or service is constructed by selecting
the micro-protocols that implement the desired features. The service can also be changed
during execution by dynamically altering the configuration of micro-protocols within
the composite protocol.

Cactus provides a variety of operations for managing events and event handlers.
For example, an operation is provided for binding a handler to an event, with optional
static arguments that are passed to the handler on every activation. Events are raised
either implicitly by the runtime system or explicitly by a micro-protocol executing an
appropriate operation. When an event is raised, all handlers bound to that event are
executed. The raise operation also supports a delay parameter, which can be used to
implement time-driven execution, and dynamic arguments that are passed to the handlers
upon invocation. An event raise may be blocking (synchronous), where the caller is
blocked until all the handlers have been executed, or non-blocking (asynchronous),
where the caller continues execution concurrently with the handler execution. Other
operations are available for unbinding handlers, creating and deleting events, halting
event execution, and canceling a delayed event. Cactus also supports data structures
shared by micro-protocols in a composite protocol and a message abstraction designed
to facilitate development of configurable services.

A number of prototype implementations of Cactus have been completed. These
include Cactus/C, a C version that runs on Mach MK 7.3 and Linux; Cactus/C++, a C++
version that runs on Linux and Solaris; and Cactus/J, a Java version that runs on most
platforms. The prototypes described here use Cactus/J on Linux.
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Fig. 3. Cactus events used in CQoS.

Cactus client and server. The Cactus client and server provide a very simple interface
for CQoS interceptors. In particular, the client provides a cactus request(requestID) op-
eration that the stub can use to notify it of request arrival, and the server provides an anal-
ogous operation cactus invoke(requestID) for the skeleton. Both operations block until
the request has been completed. For example, when cactus request() returns, the stub
can return the return value from the request structure to the client. The implementations
of these operations simply raise the appropriate events newRequest and newServerRe-
quest, respectively, with the actual processing done by various micro-protocols. The
above design assumes all client invocations are synchronous, but the implementation
could easily be extended to support asynchronous invocations.

Figure 3 illustrates the events used in the Cactus client and server. The arrows between
events indicate causal relations between events, that is, an arrow from ev1 to ev2 indicates
that some micro-protocol that processes ev1 (i.e., has a handler bound to ev1) raises
ev2. Event readyToSend indicates that a request is ready to be sent to the server(s),
and invokeSuccess and invokeFailure indicate that an invocation completed successfully
or failed. Event readyToInvoke indicates that an invocation is ready to be passed to
the server object, invokeReturn that the invocation has returned from the object, and
requestReturned that the reply to the request has been sent back to the client side.

Customization. Since CQoS decouples the application from the specification and im-
plementation of the QoS attributes, QoS customization can be done in a variety of ways
by end users, system administrators, or application designers. While customization must
currently be done using a programming interface, a graphical tool similar to the Cactus-
Builder [8] could be developed to facilitate the process. Here, we focus on the underlying
mechanisms designed to support this customization.

Cactus supports customization both statically at configuration time and dynamically
at execution time. With static customization, the desired set of micro-protocols is speci-
fied either by modifying the constructor of the composite protocol to start the appropriate
micro-protocols or by using a configuration file that is read by the constructor of the
composite protocol. With dynamic customization, the set of micro-protocols is deter-
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mined after the Cactus protocols start execution and the micro-protocols are loaded using
Java’s dynamic code loading features.

Dynamic customization uses two generic micro-protocols developed for Cactus/J:
rBoot and rControl. rBoot provides the minimal functionality required to load
rControl. In particular, it connects to the object from which the code is to be loaded
and accepts a message that contains rControl as a Java archive. rControl loads the
actual micro-protocols required in the configuration. It remains active for the duration
of the composite protocol, and thus, allows new micro-protocols to be loaded during
execution. Using this technique, the object constructor in the composite protocol needs
only to start the generic rBoot micro-protocol to support full dynamic customization.
The current versions of RBoot and rControl use a separate TCP connection to load the
code, but other alternatives are being explored such as using the underlying middleware
platform or Jini technology.

While static customization is conceptually simple and easy to use, dynamic cus-
tomization offers more flexibility. For example, the configurations in statically cus-
tomized client and server protocols must match for the system to operate correctly,
while dynamic customization allows a matching configuration to be loaded at execu-
tion time. This ability can be utilized in a number of ways. For example, the client can
download the necessary micro-protocols from the server, the server can download micro-
protocols from the client, or both the server and client can download micro-protocols
from some external configuration service. Each of these options has useful application
areas. For example, a client can download a multicast or load balancing micro-protocol
that is used by a specific collection of replicated servers, while a server can download
the secure communication micro-protocol required by a given client. An external con-
figuration service allows the properties—and thus the configurations—to be defined for
all [user,service] pairs without requiring direct manual configuration of protocols. All
of these alternatives make it easier to deploy new or updated micro-protocols since the
updates only need to be made at the clients or the servers, or the configuration service.

The ability to alter configurations dynamically introduces the need to coordinate these
changes on different hosts to maintain consistency. For example, if a micro-protocol im-
plementing consistent total ordering of client invocations is changed at runtime, all the
server replicas must perform the change at the same time with respect to the flow of
invocations. In our current prototype, dynamic customization is limited to the client
side and only at the time when the client binds to a server. Since we do not consider
configuration changes at the servers or more general runtime changes, the only coordi-
nation required is to ensure that the Cactus client loads the necessary micro-protocols
before it passes requests to the Cactus server. We have explored coordination issues in
the context of group communication services [3] and intend to apply these techniques
in future versions of CQoS.

3 Micro-protocols for QoS Enhancement

Cactus micro-protocols can be used to implement any service property or function, but
this paper focuses on QoS attributes related to fault tolerance, security, and timeliness.
Other properties and functions such as caching, prefetching, and load balancing could



358 J. He et al.

be implemented in similar ways. Note that none of the specific techniques used here are
novel; indeed, all have been used in other CORBA and Java RMI systems, and prior
to that, in RPC systems and other systems that use the request/reply paradigm. The
novelty of our approach is the way in which they can be configured to realize different
combinations of attributes.

3.1 Base Micro-protocols

A Cactus composite protocol typically includes micro-protocols that provide basic ser-
vice functionality. In CQoS, these micro-protocols are ClientBase at the client and
ServerBase at the server. ClientBase consists of three handlers:

– assigner. Bound to event newRequest, it assigns a server to the request and raises
readyToSend.

– syncInvoker. Bound to readyToSend, it uses the server determined by assigner to
issue the request. It checks the server status (server status()), connects to the server
if necessary (bind()), calls the server (invoke server()), and raises invokeSuccess or
invokeFailure depending on the result of the call.

– resultReturner. Bound to both invokeSuccess and invokeFailure, it provides the de-
fault processing of these events by releasing the waiting client thread when an
invocation is completed.

ServerBase consists of two handlers:

– getParameters. Bound to newServerRequest, it extracts Cactus parameters from the
request structure and raises readyToInvoke.

– invokeServant. Bound to readyToInvoke, it invokes the server object by calling the
invoke servant() method of the CQoS skeleton and raises invokeReturn.

Note that the basic behavior is broken into multiple handlers with events used to pass
control from one handler to another. This allows the actual QoS micro-protocols to insert
their processing at the appropriate points of the control flow. All the handlers in the base
micro-protocols have been ordered to be the last ones executed when its respective event
is raised. This makes it possible for other micro-protocols to do additional processing
before these handlers are executed or to override them by stopping the event execution
before their execution.

3.2 Fault Tolerance

Many fault-tolerance techniques are relatively easy to implement transparently. For ex-
ample, method calls can be sent to replicated servers to tolerate host failures, and mes-
sages can be retransmitted to tolerate transient network failures. To hide the impact of
such replication, the mechanisms used also need to eliminate duplicate messages and
combine multiple replies. It may also be necessary to ensure that all server replicas
receive method calls in the same order and have a consistent view of the server group
membership. The current prototype does not support state transfer for either recovering
or newly joining replicas. Such a facility could easily be added using standard techniques,
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although it would lessen transparency since but it would require that server objects pro-
vide operations for getting and setting their state. Also, the current implementation only
considers host crash failures, although a similar customizable approach could be used for
less benign failures [9]. Currently, we assume the underlying platform handles network
failures, but it would be easy to add retransmission micro-protocols if necessary.

Our current prototype has two replication micro-protocols: ActiveRep and Pas-
siveRep. ActiveRep implements active replication where the request is sent to all
server replicas and all non-crashed replicas reply. ActiveRep consists of one handler
actAssigner that is similar to the base assigner except that it raises readyToSend asyn-
chronously. The constructor of ActiveRep binds actAssigner to the event newRequest
multiple times, once for each server. When the event is raised, an instance of actAssigner
is executed for each replica. From this point, execution proceeds as outlined above—each
instance of actAssigner raises readyToSend, which starts a separate instance of syncIn-
voker. The fact that readyToSend is raised asynchronously means that each instance of
syncInvoker is executed concurrently by a separate thread and thus, the blocking server
invocations (invoke server()) are executed in parallel. The actAssigner handlers override
the base assigner by executing before it and halting further execution associated with
the event.

PassiveRep supports passive replication, where a designated primary server replies
after forwarding the request to other replicas to keep them consistent. The client side
consists of two handlers:

– pasAssigner. This handler overrides base assigner, and assigns the first non-failed
server to serve the request.

– primarySelector. This handler overrides base resultReturner for event invokeFailure,
marks the current primary as failed, and raises newRequest to re-execute the request.

The net result is that the client thread is not released until a proper result has been received
or all replicas have failed. The primary server uses techniques similar to those used in
ActiveRep to forward the request concurrently to the backup replicas. It also keeps
track of requests already received, so that receiving a request again does not corrupt the
server state.

The current prototype supports three different acceptance semantics, which deter-
mine when a request is considered completed and a reply can be returned to the client.
ClientBase by default implements a policy useful for the non-replicated case where the
first reply (success or failure) to arrive is returned to the client. A second micro-protocol
returns the result from the first successful execution and a third returns the majority value
from non-failed replicas. Both of these micro-protocols consist of one handler that is
executed before the base resultReturner.

The TotalOrder micro-protocol ensures that all replicas receive requests from
multiple clients in a consistent total order. Our prototype uses a sequencer-based total
ordering algorithm, where a coordinator determines the ordering for each request, and
multicasts it to the other replicas. Although failure of the coordinator is not currently
tolerated, it would be simple to add this using standard techniques. TotalOrder consists
of three handlers in the Cactus server:
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– assignOrder. Bound to readyToInvoke at the coordinator, it determines an ordering
for each new request and sends it to other replicas in parallel using technique similar
to ActiveRep.

– checkOrder. Bound to the same event on all replicas, it processes both requests and
ordering information and releases any request that becomes eligible for execution.

– checkNext. Bound to invokeReturn, it determines if a waiting request can be exe-
cuted.

3.3 Security

Many security features such as secure communication, authentication, and access con-
trol can be implemented transparently. Our current prototype includes provisions for
message confidentiality, message integrity, and access control. As an example, DesPri-
vacy encrypts and decrypts the request parameters and reply using DES. The client side
uses a handler bound to readyToSend to encrypt the request parameters and a handler
bound to invokeSuccess to decrypt the reply value. Both handlers are executed as the
first handler for these events. The server-side decryption of request parameters is im-
plemented by a handler that overrides the base getParameters handler. The server-side
encryption of the reply value is implemented by a handler bound to invokeReturn. Note
that since the micro-protocol encrypts only the request parameters and replies, the se-
curity level provided is slightly less than CORBA Security Level 1, which encrypts the
entire request message. Integrity is provided by a signature-based scheme implemented
by micro-protocols at the client and server, while access control is implemented by a
micro-protocol at the server.

3.4 Timeliness

Providing rigorous timeliness guarantees is difficult and requires control of client ad-
mission and request scheduling. However, service differentiation properties that provide
more timely service to high priority requests can be implemented as relatively simple
micro-protocols. Our current prototype includes three such micro-protocols. The first,
PrioritySched, manipulates thread priorities. It consists of one handler setPriority
bound to readyToInvoke that sets the priority of the current thread based on the request
priority. It is set to execute as the first handler for this event so that it can change the
priority as early as possible. The second, QueuedSched, schedules request execution
by queuing low priority requests if high priority requests are executing. This behavior is
implemented by three handlers:

– checkPriority. Bound to readyToInvoke, it allows a request to either continue or
queues it.

– notifyWaiting. Bound last to invokeReturn, it raises event requestReturned asyn-
chronously with a low thread priority if no high priority requests are being executed.

– wakeupNext. Bound to requestReturned, it releases waiting low priority requests.

Note that the second handler uses a modified raise operation that allows the thread
priority to be specified. This ensures that execution of wakeupNext does not interfere
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with the thread that is returning the high priority request. Finally, the third micro-protocol,
TimedSched, uses a similar strategy, except that it keeps track of how many high priority
requests have arrived in a time period and only releases low priority requests one at a
time when the number of high priority requests in the previous period is smaller than a
threshold. Currently, the request priority is simply determined based on client identity,
but other techniques could easily be added.

Note that both TotalOrder and the last two service differentiation micro-protocols
order request execution, making it possible for the orders to conflict. That is, it is possible
for the next request according to TotalOrder to be a low priority request that is queued
and thus blocked by the service differentiation micro-protocols. This problem can be
solved by including the service differentiation micro-protocols only at the coordinator
of the total ordering algorithm. This ensures that the total order assignment respects
request priorities.

Two changes were made in the Cactus runtime system to allow these micro-protocols
to manipulate thread priorities. The first is the variant of the raise operation mentioned
above that specifies the priority of the thread used to execute the handlers. The second
preserves thread priorities in event operations. In particular, the handlers associated with
a given event are guaranteed to be executed by a thread with the same priority as the
thread that raised the event, unless specified otherwise.

3.5 Combining QoS Properties

The Cactus framework allows micro-protocols to be designed so that the composite
protocol can be customized to provide different combinations of QoS micro-protocols. In
our case, the fault-tolerance, security, and timeliness micro-protocols have been designed
to work together in any combination. The fault-tolerance micro-protocols can be used
in five different combinations: passive replication (1) or active replication with any
combinations of total order and acceptance (4). Overall, a service can be configured with
no fault tolerance or any of these five fault-tolerance combinations with any combination
of the three security micro-protocols and any of the three timeliness micro-protocols. As
a result, even this small set of micro-protocols can be configured in over 100 different
ways.

While using Cactus does not automatically guarantee that micro-protocols are com-
posable, it provides flexible mechanisms that allow the micro-protocol designer to max-
imize composability. One example is the event mechanism that allows handler execution
to be ordered as desired, including provisions for overriding existing handlers. These
facilities are used, for instance, to ensure that the decryption handler is executed trans-
parently prior to all other handlers. Note, however, that the composability is the result
of careful design of the event set and ordering of handler execution.

The current set of micro-protocols could be easily extended with different security,
timeliness, and fault-tolerance techniques, and to handle more complicated invocation
scenarios, such as an invocation from one replicated server to another. Additional secu-
rity micro-protocols could also be added using the approach presented in [11], which
includes numerous micro-protocols for confidentiality, as well as for other security at-
tributes such as authenticity, non-repudiation, key distribution, and auditing. Each secu-
rity attribute can also be enforced using combinations of two or more micro-protocols
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if desired. Additional timeliness micro-protocols could include admission control and
traffic enforcement, while additional fault-tolerance micro-protocols could include re-
quest logging, server recovery, and more rigorous failure detection and membership
management.

4 Implementing CQoS on CORBA and Java RMI

The CQoS stub and skeleton form the middleware and application-dependent compo-
nents of this framework, providing a mechanism to abstract system specific details and
implement a standard interface by which Cactus protocols can access data in an imple-
mentation neutral manner. This section describes highlights of how these interceptors
have been mapped to CORBA and Java RMI in the prototype implementation. We em-
phasize again that the actual implementation of the QoS attributes in the Cactus client
and server is independent of the specific platform used.

4.1 CORBA

CORBA is a vendor-independent software architecture designed to facilitate object-
based distributed computing. The architecture consists of three major components: an
interface definition language (IDL), a communication infrastructure (ORB) supporting
remote method invocation, and a variety of supporting services. Examples of services
include a naming service, a security service, and an event notification service. The IDL
definition is used to generate stubs and skeletons. Stubs marshal the invocation into a
request and pass it to the ORB, which is responsible for transmitting the request from the
client to the server host. Skeletons unmarshall the request and perform the invocation
on the corresponding servant for the object. The result of the invocation is returned in
an analogous manner.

Our approach to adding customizable QoS is to insert CQoS stubs and skeletons
between the client and ORB and the ORB and the servant. These replace the conventional
stubs and skeletons and are responsible for intercepting method invocation on both the
client and server sides. The interception is completely transparent and no modifications
are required to the client code, to the server code, or to the IDL description of the server
interface. Among other things, this allows enhanced QoS to be added to legacy CORBA
applications.

Figure 4 illustrates the different system components and their interactions. Client
and Servant are the user-provided CORBA client and servant, where the servant is a
Java object that implements the request processing for one or more CORBA objects.
stub, helper, and skeleton are standard components generated by the IDL compiler.
The standard stub and skeleton are replaced in our approach by the CQoS stub and
skeleton and the helper is modified slightly to enable interception. startup on the
server side is a standard object-specific initialization file modified slightly to enable
interception. Dotted lines represent interactions at servant initialization and client bind
time, while solid lines represent interactions at invocation time.

A careful naming convention for the POAs (Portable Object Adaptors) and the CQoS
skeletons is used to enable the client side to locate the potentially replicated objects.
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Fig. 4. System components and interactions in the CORBA implementation.

Generally, a CORBA object is represented by an IOR (Interoperable Object Reference)
that is created by a POA when the servant that implements the object registers with the
POA using the appropriate object identifier. We used a set of POAs in our system, one
for each object replica, to create the IORs. The POA for the ith instance of object with
identifier “OID” is named “OID agent poa i”. Given that the POAs have different names,
we can use the same object identifier “OID CQoS Skeleton” for the CQoS skeletons on
all replicas. Using this convention, the CQoS stub can get the IORs of the object replicas
by binding with the correct POA and using the object identifier “OID CQoS Skeleton”.

Client- and server-side interception is implemented by modifying the helper and
startup files, respectively. On the server side, the startup file is modified to start and
register the CQoS skeleton rather than the application servant. Specifically, startup
uses the above naming convention to create a POA for the object and register the CQoS
skeleton with the POA. A pointer to the original servant is passed as an argument to the
CQoS skeleton. This pointer is used within the skeleton to implement the invoke servant()
operation by making a native Java call to the servant object.

On the client side, a line in the standard helper file is modified to specify the CQoS
stub as the stub to be used by this client. As described above, this stub has a method
corresponding to each server object method, which converts the method call into an
abstract request structure that is passed to the Cactus client using cactus request(). The
CQoS stub also intercepts a client’s bind() operations. In our current implementation,
the bind() operation simply creates a CQoS stub and returns it to the client, with the
actual binding done at the time the client issues its first request. The CQoS stub may
create multiple bindings (e.g., for replication), and the Cactus client can access the
status of bindings and request rebinding through the Cactus QoS interface described
above in section 2.2. Note that the CQoS skeleton uses identical techniques to establish
connections between server object replicas when necessary.

Finally, the implementation of the invoke server() operation provides communication
between the CQoS stub and skeleton, and between CQoS skeletons, using CORBA
facilities. We have completed two implementations based on two alternative CORBA
interfaces defined for the IDL to Java mapping [25].The first uses the Dynamic Invocation
Interface (DII) at the client and the Dynamic Skeleton Interface (DSI) at the server,
while the second uses CORBA streaming APIs. In the DII/DSI approach, the CQoS stub
constructs a CORBA DII request object using a delegate for the CQoS skeleton and
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sends the request using the invoke() operation provided by the request object. The CQoS
skeleton provides an analogous invoke() operation that is called by the POA when the
request object arrives. This operation uses DSI facilities to extract the method name and
parameters, including any extra Cactus parameters added to the request.

In the streaming approach, the CQoS stub uses the streaming APIs to construct
a CORBA portable output stream, write the request parameters to the output stream,
invoke the server delegate with the output stream as a parameter, and read the result
from the resulting input stream. The CQoS skeleton provides an invoke() operation in a
manner similar to the DII/DSI approach, but in this case it uses stream API operations
to extract the method name and parameters from the input stream. Regardless of the
method used to extract the parameters, the CQoS skeleton creates an abstract request
object that is passed to the Cactus server by calling cactus invoke(). The experimental
results in section 5 demonstrate the performance benefits of this approach relative to the
use of DII/DSI.

4.2 Java RMI

Java Remote Method Invocation (RMI) is a communication architecture aimed at inte-
grating the distributed object model into the Java programming language while main-
taining its original semantics [29]. Overall, the RMI architecture is relatively similar
in structure to the CORBA architecture in figure 4, with automatically generated stubs
hiding the lower-level communication details from the applications. However, the RMI
architecture since JDK 1.2 does not use server-side skeletons and does not require a
separate helper file. The RMI specification supports multiple underlying protocols—the
default JRMP (Java Remote Method Protocol) and CORBA IIOP—and custom stubs
may be generated for each of these using the rmic stub compiler. The architecture
also provides the RMI registry, which is a naming service used to bind remote objects
with generic names. Clients use the registry to locate remote objects through methods
provided in the java.rmi.Naming class.

Server-side interception for RMI is modeled on our approach on CORBA. How-
ever, RMI is simpler than CORBA and does not have concepts such as POA and DSI,
which affects implementation details. Since Java no longer supports server side skele-
tons, we introduce the CQoS skeleton as a proxy object that is modeled on a typical
RMI (JDK 1.1) skeleton. We use a naming convention for the skeletons at the object
replicas. Specifically, the skeleton for the ith replica of object with identifier “OID”
registers with the Java naming service using name “OID CQoS Skeleton i”. The client
side CQoS stubs then bind to these skeletons, rather than the original objects, and thus,
all client requests are automatically delivered to the skeletons. A mechanism similar to
DSI is simulated in RMI by having the skeleton export only a generic invoke() method
(java.lang.Object invoke(java.lang.Object[])). The Java request structure
containing the actual method to be called is passed as a parameter to this method. The
actual invocation of the server method is done through a native Java call similar to the
CORBA implementation.

Client-side interception is based on simply replacing the standard stub with a CQoS
stub with the same name. The stub provides one method for each of the server methods
and when a method is called, the stub creates the abstract request structure and notifies
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the Cactus client. When the Cactus client wants the request to be sent to the server, it
calls the invoke server() method of the stub with the request as a parameter. Similar
to the CORBA implementation, the stub binds to the server when the client issues its
first request. We are working on extending the Cactus IDL compiler to automatically
generate the CQoS stubs and skeletons for Java RMI.

Note that while Java RMI currently supports both JRMP and IIOP, the default is
currently in the process of being changed to IIOP, which allows RMI objects to access
CORBA objects if they conform to a small set of restrictions. These RMI-IIOP systems
can be customized using the CQoS on CORBA interception mechanisms described
above. To achieve this, RMI-IIOP stubs are simply replaced with customized CQoS stubs
for CORBA. This interception approach can be extended to any RPC-like client/server
communication model.

5 Experimental Results

The performance of the approach was tested using a simple BankAccount object that
provides operations for setting and retrieving the balance of a bank account. Tests were
conducted on a cluster of 600 MHz Pentium III PCs running Linux 2.2.14 connected
by a 1 Gbit Ethernet. The CORBA tests were conducted using Visibroker 4.1, while the
Java RMI tests use Java 2 SDK version 1.3 for Linux.

The first set of experiments focused on measuring the overhead imposed by our
approach. We first measured the response time using the standard middleware plat-
form (CORBA or Java RMI) and then ran the same experiments for different combina-
tions of CQoS components. Each test run measured the time to execute 10000 pairs of
set balance() and get balance() operations, and was run multiple times. The client and
server objects were on different machines. The results are given in table 1, where each
line adds one more CQoS component into the configuration. Note that in the CORBA
case, adding the CQoS stub and CQoS skeleton does not simply add them to the baseline
test, but replaces the original stub and skeleton generated by the standard IDL compiler.
The CORBA tests in the table were performed using the stream API implementation.
The Cactus client and server were configured with only the base micro-protocols. The
column labeled “ohead” indicates the overhead of the added component compared to
the previous configuration, while the subsequent column gives the cumulative overhead
compared to the baseline.

Overall Java RMI performance, both the baseline and the CQoS enhanced, appears
to be better than CORBA. We speculate that this is because Java RMI is a lighter weight
middleware without the need, for example, to support multiple programming languages.
The larger CQoS overhead with CORBA is due partially to the fact that the stub must
first convert a request into the abstract form and then transmit it on the output stream one
parameter at a time, whereas the Java RMI version simply transmits the abstract request
object. A number of optimizations have been used in both implementations to improve
performance, such as reuse of the request data structures to avoid object creation. The
cost of the Cactus client and server have also been reduced by optimizing the Cactus
runtime system. For example, use of a thread pool for event handling reduced overhead
considerably.



366 J. He et al.

Table 1. Average response times (in ms)

Configuration set + get one call ohead cum ohead

Original CORBA 2.74 1.37 0 0
+ CQoS stub 3.01 1.51 0.14 0.14
+ CQoS skeleton 3.06 1.53 0.02 0.16
+ Cactus client and server 3.44 1.72 0.19 0.35

Configuration set + get one call ohead cum ohead

Original Java RMI 2.19 1.10 0 0
+ CQoS stub 2.21 1.11 0.01 0.01
+ CQoS skeleton 2.27 1.14 0.03 0.04
+ Cactus client and server 2.61 1.31 0.17 0.21

We also tested the DII/DSI-based implementation and performed other tests to iden-
tify the impact of Java garbage collection and compiler optimization on the CORBA
implementation. In the first case, we determined that the DII/DSI numbers were consis-
tently larger. For example, the time for one call with just the CQoS stub was 1.64 ms,
while the time for one call with all components was 2.16 ms. Thus, the overhead was
approximately 10%-20% despite our attempts to optimize performance such as reuse of
the name-value list objects required by DII/DSI. Java garbage collection also impacted
performance results, especially the variance between runs. To measure this impact, we
increased the heap size and set JVM parameters so that garbage collection was unlikely
during a test run. This resulted in considerable performance improvement in all cases
and a reduction in the variance. For example, the average time for one standard CORBA
call was reduced to 1.29 ms, while the time for one call including all CQoS components
was reduced to 1.48 ms. Finally, the impact of the optimizations performed by Sun’s
standard “HotSpot” compiler was determined to be significant. For example, the aver-
age response time for one call with all components was 3.04 ms when optimization was
disabled.

The second set of experiments (table 2) illustrates the response times for different
QoS configurations. Each micro-protocol increases the response time by using more CPU
time (e.g., encryption), sending more messages (e.g., replication and total ordering), or
both. In tests with multiple object replicas, the client and each replica are all on separate
machines. The CORBA numbers are again based on the stream API implementation.
As expected, the numbers indicate that adding functionality that introduces additional
messages or that is CPU-intensive is relatively expensive, but simple functionality costs
relatively little. Note that the increase in response time when the DesPrivacy micro-
protocol is used is greater for CORBA than for Java RMI. We attribute this to the fact
that the entire request object is encrypted and transmitted as a single CORBA parameter
of type Any, whereas the arguments of calls in configurations without encryption can be
transmitted as simple data types. In contrast, the request object is transmitted as a single
entity in every case with the Jave RMI implementation, so that the only change is the
actual CPU overhead associated with execution of the cryptographic algorithms.
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Table 2. Response times for different configurations (in ms)

CORBA Java RMI
Configuration num servers set + get one call set + get one call

DesPrivacy 1 45.92 22.96 8.57 4.29
PassiveRep 3 6.51 3.26 5.56 2.78
ActiveRep 3 6.50 3.25 4.40 2.20
+ MajorityVote 3 7.98 3.99 4.77 2.39
+ TotalOrder 3 11.23 5.62 8.14 4.07
ActiveRep+TotalOrder 3 8.50 4.25 7.40 3.70
+ DesPrivacy 3 76.70 38.25 13.63 6.84

The last set of experiments in table 3 illustrates the behavior of the TimedSched
service differentiation micro-protocol alone, and when combined with other micro-proto-
cols. For these tests, we statically designated some clients as high priority and others
as low priority. In these particular tests, we used one high priority client and varying
numbers of low priority client. The results indicate that the TimedSched micro-protocol
provides relatively good service differentiation and protects a high priority client well
from the impact of low priority clients.

6 Related Work

As already noted, the specific fault-tolerance, security, and timeliness techniques used
in CQoS are standard approaches that have been used in many other systems. Therefore,
we focus here more directly on research related to adding QoS guarantees to CORBA,
Java RMI, and other distributed object platforms. We will also shortly discuss how the
Jini technology relates to our approach.

The QoS work in distributed object systems can generally be classified into one of
several approaches depending on how the QoS functionality is added to the system.
These include the service approach, the integrated approach, the interception approach,
and the gateway based approach.

The service approach implements QoS enhancements as separate services transpar-
ently to the middleware platform, while the integration approach directly modifies the
platform to provide the enhancements. Both approaches can be made transparent to the
application. The integration approach typically provides better performance since low
level optimizations are possible, but interoperability becomes an issue. While the service
approach is better for portability and interoperability, it is difficult to make any guaran-
tees for communication between the client and service, which makes it impossible to
guarantee end-to-end timeliness or security. A good discussion of the tradeoffs between
this approach and the previous one is presented in [7]. The service approach has been
used for fault tolerance [6,22], and standard CORBA services such as the security service
can be viewed as examples of this approach. The integration approach has been used to
enhance fault tolerance [15,17] and timeliness properties [28], and could naturally be
used to enhance any other QoS attribute.
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Table 3. Average response times (in ms)

Configuration num num low CORBA Java RMI
servers pri. clients high pri. low pri. high pri low pri

TimedSched 1 1 1.74 3.61 1.36 3.31
1 2 1.85 4.45 1.39 3.53
1 3 1.92 5.19 1.43 3.60
1 4 1.97 5.33 1.48 4.27

+ ActiveRep 3 1 3.45 6.97 2.33 4.83
3 2 3.45 8.39 2.33 5.30
3 3 3.46 10.22 2.34 6.20
3 4 3.47 12.10 2.36 7.27

+ MajorityVote 3 1 4.20 8.62 2.51 5.28
3 2 4.22 9.98 2.62 7.30
3 3 4.23 12.05 2.71 8.23
3 4 4.24 13.95 2.77 9.37

+ TotalOrder 3 1 5.65 11.18 4.10 8.49
3 2 5.60 13.41 4.14 10.09
3 3 5.55 15.14 4.17 12.00
3 4 5.56 18.18 4.17 14.17

ActiveRep+TotalOrder 3 1 4.39 8.70 3.68 7.38
3 2 4.38 10.01 3.86 8.35
3 3 4.35 12.18 3.85 9.64
3 4 4.39 13.60 3.87 11.56

The interception approach, as the name suggests, works by intercepting middleware
messages or requests. These systems are classified based on whether the interception
takes place above or below the middleware. With CORBA, approaches that operate above
the ORB have used mechanisms such as smart stubs and interceptors [31], delegates
[16], and reflection [13]. The CORBA 2.2 standard also provides a limited interception
mechanism, but it has a number of limitations [26,32].Approaches that operate below the
ORB intercept the IIOP messages sent by the ORB before they are passed to the operating
system [18,19,21]. Similar approaches have also been used with Java RMI [20] and other
distributed object-based systems [5,14,26]. The interception approach has been used for
fault tolerance (e.g., [5,19,21]), security (e.g., [5,21,31]), and timeliness (e.g., [14,16,
18,21]).

Interception approaches that operate above the middleware provide a higher level of
abstraction for implementing the QoS enhancements. For example, existing middleware
services can be used to locate, communicate with, and detect the failure of servers. Other
services such as CORBA security services can also be used if desired, while approaches
that do not build on top of the platform must use lower-level facilities to accomplish these
tasks. However, interception below the middleware can provide very good performance
since it can utilize efficient custom transport protocols. Our approach can be classified
as interception above the middleware.
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In the gateway approach, a gateway component inserted at the transport layer be-
tween the clients and servers is responsible for implementing the QoS enhancements.
The gateway may be a single component [1] or may have separate client and server sides
that interact [27]. The gateway must be able to intercept IIOP messages. This is done in
[1] by using a firewall to forward all IIOP messages to the gateway. The QuO distributed
gateway [27] uses a client-side proxy to direct requests to the client-side gateway, which
can then interact with the server-side gateway using any mechanism, e.g., a group com-
munication service. This approach does not require any modifications to the ORB and
could be used to implement any type of enhancement. However, since the gateway may
reside on a different host than the client and server, it may not be possible to provide
strict end-to-end QoS guarantees. Moreover, the extra communication steps introduce a
performance penalty.

The main features that separate CQoS from other work in this area are its design
for portability across different distributed object platforms and its support for fine-grain
application-specific customization. The novel architecture in CQoS with two compo-
nents, one middleware specific and the other generic, provides a beneficial separation of
concerns. With this architecture, researchers can focus on developing generic improved
algorithms for QoS enhancements, while the work on developing better interception
mechanisms proceeds independently. A similar goal of middleware neutrality is pre-
sented in [26], but no implementation on CORBA or Java RMI is described, nor any
performance results.

The fine-grain configurability supported by Cactus provides the flexibility needed
to customize guarantees independently for each application across a broad spectrum of
QoS attributes. Although previous work on CORBA often encompasses different QoS
attributes (e.g., [18,21,27,31]), to our knowledge, no other approach provides a compara-
ble ability to implement custom combinations of different QoS attributes. Customization
of multiple QoS attributes has been addressed in other types of object-based systems,
however. The metaobject-based FRIENDS [5] architecture is the closest analogue to
CQoS. Metaobjects are roughly equivalent to Cactus micro-protocols as used here, and
both approaches emphasize a clear separation of concerns between mechanisms and the
application of QoS enhancements. A major concern for any reflection-based approach,
however, is the need for a language that supports reflection, the level of reflection sup-
ported, and performance overhead. In contrast, CQoS depends on middleware-based
interface definitions to introduce QoS enhancements using interceptors working in con-
junction with generic QoS components. Another related approach presents an architec-
ture in which multiple interceptors can be stacked to provide combinations of attributes
[26]. However, as noted above, the architecture has apparently not yet been implemented.

Finally, Sun’s Jini technology [30] is largely complementary to CQoS. Jini is a
set of specifications that enables services to discover one another and cooperate in a
distributed system. One of its novel features is that a client does not need to know a
priori where the services are located or how to access them. Rather, a client uses the Jini
lookup service to locate services and then dynamically loads a proxy object (i.e., a stub)
that implements communication with the service. It would be possible to use these Jini
facilities to locate and load micro-protocols for CQoS services. On the other hand, the
fine-grain customization and ability to change behavior at runtime provided by CQoS
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could be applied to construct configurable and adaptive Jini proxies. CQoS could also
be used to enhance transparently the QoS properties of existing Jini services.

7 Conclusions

This paper has presented the CQoS architecture as a single unified framework for pro-
viding customizable combinations of multiple QoS attributes across multiple middle-
ware platforms. This novel architecture provides separation of concerns between the
algorithms that implement QoS attributes and the details of the underlying middleware
platform. This is accomplished by dividing CQoS into two components, each of which
addresses one of these concerns and provides the appropriate interfaces for interaction
between the components. We presented the architecture and interfaces, described the
implementation of this architecture on both the CORBA and Java RMI platforms, and
showed preliminary performance results.

Future work will concentrate in several areas. In the near term, these include adding to
the collection of available micro-protocols, investigating further performance optimiza-
tions, and experimenting with more realistic applications. In the longer term, our goal
is to incorporate results from other Cactus-related research involving adaptive behavior
and mobile systems to provide similar support for distributed object applications.

Acknowledgments. G. Townsend implemented the Cactus/J system used as the basis
for this work. Also, R. Gruber and A. Puder provided helpful comments and suggestions.
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Abstract. Different distributed component-based applications (e.g.,
distributed multimedia, library information retrieval, secure stock trad-
ing applications), running in heterogeneous execution environments, need
different quality of service (QoS). The semantics of QoS requirements and
their provisions are application-specific, and they vary among different
application domains. Furthermore, QoS provisions vary per applications
in heterogeneous execution environments due to the varying distributed
resource availability. Making these applications QoS-aware during the
development phase, and ensuring their QoS guarantees during the exe-
cution phase is complex and hard.
In this paper, we present a unified QoS management framework, called
2KQ+. This framework extends our existing run-time 2KQ middleware
system [1] by including our uniform QoS programming environment and
our automated QoS compilation system (Q-Compiler). The uniform QoS
programming and its corresponding QoS compilation allow and assist
the application developer to build different component-based domain
applications in QoS-aware fashion. Furthermore, this novel programming
and compilation environment enables the applications to be instantiated,
managed, and controlled by the same reconfigurable, component-based
run-time middleware, such as 2KQ, in heterogeneous environments.
Our experimental results show that different QoS-aware applications,
using the 2KQ+ framework, get configured and setup fast and efficiently.

1 Introduction

The rapid growth of distributed component-based environments and coexistence
of different application domains, such as multimedia and electronic commerce,
present significant challenges to the provision of different applications’ Quality
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of Service (QoS). First, different domain applications have specific semantics for
QoS requirements and provisions. For example, multimedia and library infor-
mation retrieval applications are concerned about the service qualities of audio,
video streaming (e.g., frame rate, frame size, sampling rate, end-to-end delay)
and messaging (e.g., priority, response time, reliability), respectively. Develop-
ing an application to be QoS-aware during the application development cycle,
and ensuring its QoS provisions during the application’s run-time are non-trivial
tasks for a specific application and even harder for different applications. Second,
with the pervasive computing, these applications are expected to be executed
in heterogeneous computing and communication environments with different ca-
pacities of processing power (e.g., high performance PC, PDAs), battery power,
and network bandwidth (e.g., wired, wireless networks). The big challenging
problem, as shown in Fig. 1, is:

”How should a unified QoS management framework look like to allow different
distributed component-based applications to use it and achieve required guaran-
tees in heterogeneous, dynamic computing and communication environments ?”

VoD

Video conferencing

Pay-per-view

Library information retrieval

Secure stock trading 

...

...
...

...

...

Multimedia applications
Messaging applications

Real-time messaging applications

Need QoS

 ?? Unified QoS management framework ??

Fig. 1. Challenging Problem

Several QoS architectures and approaches [2,3,4,5,6,7] already exist. However,
all of them are designed only for one domain of applications, particularly for mul-
timedia applications, or designed to handle particular aspect of QoS provisions
such as the QoS-aware resource management [8]. If one wants to implement and
run a different domain of applications, the existing tailored architectures won’t
be applicable or reusable. In the distributed object computing (DOC) middle-
ware such as CORBA, some QoS support [9,10,11,12] has been proposed. In
the CORBA case, an application will be QoS-aware if the application developer
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deploys QoS-related interfaces of requested QoS services. Hence, an application
developer has to learn (a) different IDL interfaces for different types of QoS, (b)
the semantics of these interfaces, and (c) how to translate his/her application
QoS requirements into these interfaces and their parameters appropriately. TAO
project [13] developed the optimized CORBA ORB which supports the real-
time messaging. QuO project [14] allows an application developer to develop
distributed applications that can adapt to the changing quality of service in
CORBA environment. The QuO considers the quality of service in the broader
domain including (1) quality of object interaction such as reliability, (2) real-
time method invocation, and (3) security. QoS in distributed object computing
middleware is also tailored towards specific domain of applications or particu-
lar aspect of QoS provisions. Hence, no work fully solves the above challenging
problem.

In this paper, we present the 2KQ+ framework, shown in Fig. 2), a unified
QoS management framework, which allows and assists the application developer
to develop different component-based domain applications in QoS-aware fash-
ions. There different domain applications are able to be developed in the same
programming and compilation environment, and to be instantiated, managed
and controlled uniformly by the same reconfigurable, run-time middleware. This
means that the unification of the QoS management framework happens at two
levels: (1) the application developer can develop different domain applications
via the same set of QoS specifications, and (2) different domain applications can
run via the same run-time middleware in heterogeneous environments.

The key components in the 2KQ+ framework are (1) the uniform QoS
programming environment; (2) the Q-Compiler; and (3) a reconfigurable,
component-based run-time middleware such as the run-time 2KQ middleware.

The uniform QoS programming environment provides a uniform set of cus-
tomizable QoS specifications that can be used to develop different domains of
QoS-aware applications. These QoS specifications are considered as the input
”source code” of the Q-Compiler.

The Q-Compiler, the automated QoS compilation system, is the core of the
unified QoS management. It compiles the corresponding QoS specifications into a
well-defined set of QoS-enabled meta information, called QoS-aware Component-
based Application Specification (QoSCASpec), considered as the Q-Compiler’s
”object code”, and used uniformly during the application execution phase.

QoSCASpec includes (1) possible delivery forms (configurations) of the QoS-
aware application for running in heterogeneous execution environment with dif-
ferent resource availability; and (2) the association of reusable middleware service
components and system resources for each configuration with specific semantics
of QoS requirements.

The run-time 2KQ middleware is the component-based, and dynamically
reconfigurable run-time system. It is running in the distributed machines and
it is the core of application execution. It assists the Q-Compiler to perform
the distributed system resource translation during the application development
phase. Furthermore, it instantiates, manages and controls a QoS-aware applica-



376 D. Wichadakul et al.

tion during the application execution phase, based on the (1) Q-Compiler result,
the application’s QoSCASpec, (2) incoming user QoS request, and (3) dynamic
run-time constraints such as resource availability, execution environment, and
mobility.
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Fig. 2. 2KQ+: A Unified QoS Management Framework

The rest of the paper is organized as follows. In Sect. 2, we describe the uni-
form QoS programming environment, and how to develop a QoS-aware applica-
tion via the uniform set of QoS specifications. In Sect. 3, we give the overview of
the Q-Compiler architecture, and its core, the multi-aspect QoS translations. In
Sect. 4, we describe the detailed architecture of the run-time 2KQ middleware,
how it assists the Q-Compiler to perform the distributed system resource trans-
lation, and how it instantiates, manages and controls a QoS-aware application
during the application execution phase. In Sect. 5, we describe the implemen-
tations and our experimental results. In Sect. 6, we discuss the related work.
Finally, we draw conclusions in Sect. 7.
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2 Uniform QoS Programming Environment: Application
Developer’s View

The goal of our uniform QoS programming environment is to allow the applica-
tion developer develop QoS-aware applications in different domains easily and
uniformly via the same set of QoS specifications. To achieve this goal, it provides
the following set of QoS specifications: (a) the application description, (b) the
end-to-end functional dependency graph(s) of application service components,
(c) the service component descriptions, and (d) the user-to-application-specific
translation template.
The application description allows an application developer to specify

the general information about the application, such as name, category, and ac-
cessibility. The Q-Compiler associates this information with the compiled results
of the application. The run-time 2KQ middleware uses this information as an
index to the appropriate application’s configuration(s). Figure 3 shows the ap-
plication description for two applications: (a) the library information retrieval
application, and (b) the video on demand application.

Attributes                   Values

 
Application name      QLibAccess
Application category  Information retrieval
Accessibility              Public

Attributes                   Values

 
Application name        MonetVOD
Application category  Video on Demand
Accessibility               Public

(a) Library Information Retrieval Application (b) Video on Demand Application

Fig. 3. Application Description for Two Different Applications (Example)

The end-to-end functional dependency graph of application service
components allows the application developer to implement an application via
the composition of service components flexibly1. In a functional graph, we dif-
ferentiate among service components as follows: each node represents a service
component which can be a specific service component2 (e.g., QLibServer, MPEG-
II renderer, MPEG-II decoder), a composite service component (e.g., VoD Client
consisting of MPEG-II decoder, and MPEG-II renderer), or a generic service
component3 (e.g., Information Retrieval Service (IRS), Encoder Service (ES),
Decoder Service (DS)). The dotted-rounded rectangle in Fig. 4 represents a
1 We assume that the interfaces between two connected components are clearly de-

fined, and the programming environment can check the compatibility between two
connected components in the functional dependency graph.

2 A specific service component represents a specific implementation of a functional
unit. We assume that specific service components have been already built, and there
exists service component repository storing these components implemented for dif-
ferent devices, resource demands, and with different quality levels in mind.

3 A generic service component represents the requirement of specific service without
specific implementation. The application developer can develop an application via
the functional dependency graph even though he/she doesn’t have all built specific
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machine, and a solid line from service component A to service component B
represents a data flow from component A to component B. A functional graph is
fully-defined if all service components are substituted with specific service com-
ponents or sets of specific service components (in case of composite service com-
ponent), and it is partially-defined if a service component is specified with a
generic service component or a composite service component with some generic
service components. Figure 4 shows the application functional graph for two ap-
plications: (a) the library information retrieval application, and (b) the video on
demand application.

IRS QLibServer

Disk reader ES

ESS Decryption1

DS RS

Generic service component Specific service component

IRS: Information Retrieval Service      ES: Encoder Service     ESS: Encryption Security Service     DS: Decoder Service     RS: Renderer Service

(a) Library Information Retrieval Application (b) Video on Demand Application 

Fig. 4. Application Functional Graph for Two Different Applications (Example)

The service component description allows an application developer to
specify individual service component’s information which is required by the Q-
Compiler. Figure 5 shows the service component descriptions for two applica-
tions: (a) the library information retrieval application, and (b) the video on
demand application. The ”*” represents undefined value which will be deter-
mined by the Q-Compiler. The ”**” represents the undefined value which will
be determined by the run-time 2KQ during the application execution time.
The user-to-application-specific translation template (UtoA tem-

plate) (as shown in Fig. 6) allows an application developer to define the mapping
between different user QoS levels (e.g., UserIrQoS:High, UserPVQoS:High) and
corresponding application-specific QoS categories (e.g., Information retrieval,
Performance:Video) and QoS dimensions (e.g., request priority, format, resolu-
tion)4. User QoS levels are determined by the application developer as available
application-category-specific QoS levels for the user during the application re-
quest time. Application-specific QoS categories and dimensions are determined
by the application developer as the input QoS parameters to the Q-Compiler,

service components. A generic service component will be substituted with possible
specific service component(s) during the QoS compilation time.

4 QoS category and QoS dimension are part of QoS specifications to characterize non-
functional properties of a specific application [15,16]. A QoS dimension defines a
qualitative or quantitative attribute for a QoS category, and it is used to characterize
a particular category [16]. For example, QoS dimension ”resolution” is an attribute
of QoS category ”Performance:Video”. QoS dimension can be interchangably used
with QoS parameter.
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Target node                                  **
Hardware requirements                *
Supporting QoS categories          Information retrieval:
                                                         request priority       *
                                                         request reliability    *
                                                         valid response time *

Service component name             *

Service component repository      
IRS

Attributes                                    Values
Service component type               Generic 

Target node                                  boston.cs.uiuc.edu
Hardware requirements                <(CPU:SUN Ultra 60), (MEM:5MB)>
Supporting QoS categories          Information retrieval:
                                                        request priority {Low, Medium, High}
                                                        request reliability {Low, Medium, High}
                                                        valid response time [5,20]

Service component name             QLibServer 

Service component repository     ComponentRepository 

Attributes                                    Values

Service component type               Specific 

(I) Information Retrieval Service's description (II) QLibServer's description

(a) Library Information Retrieval Application

Target node                                  **
Hardware requirements                *
Supporting QoS categories          Performance:Video:

Service component name             *

Service component repository      *

Attributes                                    Values

Service component type               Generic 

Target node                                  paris.cs.uiuc.edu
Hardware requirements                <(CPU:SUN Ultra 60), (MEM:20MB)>
Supporting QoS categories          Performance:Video:
                                                         format   any
                                                         resolution {740x480, 480x360,360x240}
                                                            frame-rate   [10,30] 

Service component name             Disk reader

Service component repository     ComponentRepository 

Attributes                                    Values

Service component type               Specific 

color depth {8}

                                                           format          *
                                                           resolution     *
                                                            frame-rate    *

color depth   *

...

(b) Video on Demand Application
(I) Disk reader's description (VI) Renderer Service's description

Service component category      

*
Service component category        ISS     

Service component category        DRS     Service component category        RS     

Fig. 5. Service Component Descriptions for Two Different Applications (Example)

corresponding to different user QoS levels. QoS levels can be generated by the
Q-Compiler, based on all combinations of user QoS levels in different application-
specific QoS categories. However, without loss of generality, we assume in this
paper that the Q-Compiler will generate QoS levels for an application, based on
combinations of only the same user QoS levels in all different application-specific
QoS categories. Figure 6 shows the UtoA template for two different applications:
(a) the library information retrieval application, and (b) the video on demand
application.

The uniform QoS programming environment enables the first level of uni-
fication, mentioned in the Introduction. Once the above QoS specifications are
in place, the Q-Compiler starts to compile the QoS specifications into the QoS-
enabled meta information as described in the following section.

3 Q-Compiler: Automated QoS Compilation System

The primary goal of the Q-Compiler5, which is the key part of the 2KQ+ unified
QoS management, is to compile QoS specifications of different domain appli-
cations into QoS-enabled meta information that can be used uniformly by the
distributed run-time middleware during the application execution in heteroge-
neous environments.

In the Q-Compiler, we consider the following resulting output information
as QoS-relevant to ensure the QoS provisions for different domain applications
during their execution:
5 The details of the Q-Compiler framework can be found in [17].
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Information retrieval

  

request priority                      High                  Medium                     Low
request reliability                  High                   Medium                     Low
valid response time (min)       15                        10                                  5

UserIrQoS:High   UserIrQoS:Medium  UserIrQoS:Low

UserIrQoS: User’s QoS Information retrieval category

QoS levels
High Medium Low

Performance:Video

  UserPVQoS:HighUserPVQoS:Medium UserPVQoS:Low

QoS levels
High Medium Low

UserSecQoS:HighUserSecQoS:MediumUserSecQoS:Low

UserPAQoS:HighUserPAQoS:Medium UserPAQoS:Low

Performance:Audio

Security

format
resolusion (pixelxpixel)
frame-rate (fps)

{mjpeg, mpeg-II}{mjpeg, mpeg-II}{mjpeg, mpeg-II}
740x480

25
480x360

20
360x240

10

format
delay (sec)
sampling rate (kHz)
sample bit (bit)

{wav, mp3}
       75
       16
       16

{wav, mp3}
       50
       24
       24

{wav, mp3}
      100
        8
        8

format
key length encryption (bit) 

des
64

des
128

des
80

UserPVQoS: User’s QoS Performance (video data type) category
UserPAQoS: User's QoS Performance (audio data type) category
UserSecQoS: User's QoS Security category

(a) Library Information Retrieval Application (b) Video on Demand Application

Fig. 6. User to Application Specific Translation Template for Two Different Applica-
tions (Example)

– Possible delivery forms of an application, associated with different quality
levels, for heterogeneous computing and communication environments, and
for adaptations;

– Association of each delivery form with suitable set of middleware service
components and their appropriate QoS parameters;

– System resource requirements of each delivery form with its associated mid-
dleware service components to be used (1) for resource reservation in case it
exists, (2) for selection of the most suitable delivery form, and (3) for global
resource optimization.

To achieve the primary goal, the Q-Compiler (as shown in Fig. 7) consists
of three aspects of translations: (1) symbolic configuration translation, (2) pre-
requisite system component translation, and (3) resource translation.

The Symbolic Configuration Translation compiles the input QoS spec-
ifications of an application into possible delivery forms (configurations). This
aspect of translation is based on the generic service component’s substitution
and application functional graph transformation with the consistency check of
QoS requirements and QoS provisions between two consecutive specific service
components in the graph. The pre-defined possible configurations for different
domain applications are provided as an internal information for the translation.
The symbolic configuration translation can be considered as the horizontal end-
to-end configuration translation in the application layer. The results of the sym-
bolic configuration translation are the symbolic QoS configurations, represented
by fully-defined functional graphs with associated QoS levels. Note that the num-
ber of possible configurations for an application is limited by some factors such
as the failure of consistency check, the number of generated QoS levels which
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Performanc:Video       Pluggable protocol stacks
Control and management of audio/video streams in CORBA

Information retrieval CORBA messaging

Specific application QoS category Middleware service component 1
Middleware service component 2

...

...

Translation graph

Information retrieval: CORBA messaging
struct PriorityRange priority_range;
priority_range.min=10;
priority_range.max=15;
...

QoS specifications

Resource translation

Pre-requisite system component 
                    translation

Symbolic QoS configurations

Symbolic QoS configuration +  Pre-requisite system configuration files + Mapping result files
Symbolic QoS configuration +  Pre-requisite system configuration files + Mapping result files

Symbolic QoS configuration +  Resource requirements + Pre-requisite system configuration files + Mapping result files
Symbolic QoS configuration +  Resource requirements + Pre-requisite system configuration files + Mapping result files

Distributed probing protocol

Analytical translation

...

Pre-defined possible configurations for different domains

Mapping of specific application QoS 
dimensions and middleware service 
components' parameters into system 
resource requirements

Mapping of specific application QoS
category's dimensions and specific
middleware component's interface(s)
and parameters

...

...

...

Fig. 7. Multi-aspect QoS Translations

is usually small, and the limited number of application’s possible configurations
pre-defined as a part of the service component substitution and graph transfor-
mation. Hence, the considered number of feasible configurations is bounded.

The Pre-requisite System Component Translation determines the ap-
propriate set of middleware service components, including their interfaces and
QoS parameters. For each symbolic QoS configuration, the included middle-
ware service components can be classified into two groups: (1) QoS-specific com-
ponents, such as CORBA messaging, control and management of audio/video
streams in CORBA, which provide service quality for specific QoS requirements,
and (2) QoS-generic components, such as observer and resource adaptor in Agi-
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los [18], DSRT [19], which perform generic functionality as adaptations, system
resource management and monitoring.

This aspect of translation is based on an extensible translation graph which
represents the association between specific application QoS categories and their
suitable middleware service components, and translation schemes which repre-
sent the mappings between specific QoS categories’ dimensions and middleware
service components’ interfaces and parameters. The input application QoS cat-
egories and their dimensions are retrieved from the specific service components
in each symbolic QoS configuration. The pre-requisite system component trans-
lation can be considered as the refinement of each symbolic QoS configuration
with the vertical end-system configuration translation from specific service com-
ponents’ QoS requirements in application layer into service components in mid-
dleware layer, and the horizontal end-to-end configuration translation among the
determined middleware service components. The results of the pre-requisite sys-
tem component translation are (1) the pre-requisite system configuration files,
containing the associated middleware service component(s) for the symbolic QoS
configuration per target node, and (2) the mapping result files, associated with
individual pre-requisite system configuration files, containing the mapping result
between specific service components’ QoS category’s dimensions and middleware
service components’ interfaces and parameters.

Note that how these two results will be used by whom depends on the involv-
ing middleware service components. In this paper, we consider two types of the
middleware service components: (type I) components (e.g., CORBA messaging,
DSRT) which need the instrumentation of application specific service compo-
nents’ source codes to include their pre-defined APIs, and (type II) components
(e.g., pluggable protocol) which do not need any modification of the application
specific service components’ source codes. For type I, the compiled results will
be interactively returned as hints to the application developer. There hints will
indicate modification places in the specific service components’ source codes to
include the middleware service components’ APIs, corresponding to the mapping
information in the mapping result files. For type II, the compiled results will be
used directly by the run-time middleware to dynamically link the required mid-
dleware service component(s) with their suitable parameters into the application
execution environment.

This phase of compilation enables that different QoS-aware applications are
executed uniformly in the same reconfigurable, component-based run-time mid-
dleware. It means that this phase represents the second level of QoS management
unification as discussed in the Introduction.

TheResource Translation translates each symbolic QoS configuration and
its associated middleware service component(s) into distributed system resource
requirements. It is dealing with coordination among distributed resource bro-
kers, resource negotiation, and resource translation. This aspect of translation
is based on the analytical translations, and the distributed probing and profil-
ing techniques. The analytical translation consists of the mapping or translation
functions from specific QoS dimensions in the application layer and/or middle-
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ware layer into system resource requirements. The analytical translation will
be used if there exists a suitable function. The distributed probing protocol,
assisted by the run-time middleware, (1) instantiates the specific application
service components and their associated middleware service components into
the distributed target nodes, (2) coordinates with distributed resource brokers
to perform the system resource probing, (3) collects the probing results, and (4)
associates them with the previously compiled results. The resource translation
can be considered as the vertical resource translation from QoS requirements in
the associated upper layers into the system resource requirements at the end-
system, and the horizontal end-to-end resource translation among the distributed
resource brokers. The results of the resource translation are the minimum end-
to-end system multi-resource requirements for each symbolic QoS configuration,
associated with specific middleware service components, and specific QoS re-
quirements.

The application’s compiled results are represented as the QoS-aware Compo-
nent-based Application Specification (QoSCASpec), which is the Q-Compiler’s
”object code”. QoSCASpec includes (1) application description; (2) set of QoS
configurations; and (3) service component description for all specific service
components in the symbolic QoS configurations. QoSCASpec is installed in the
QoSCASpec repository as a ”ready-to-use” configuration information for end-
to-end QoS setup and adaptation of an application.

Figure 8 demonstrates the Q-Compiler’s multi-aspect QoS translations and
the QoSCASpecs for two different applications: (a) the library information re-
trieval application, and (b) the video on demand application. Note that in our
implementation, the QoSCASpecs are represented by the XML-based descrip-
tion. When the applications’ QoSCASpecs are available, the applications are
ready for execution by the distributed run-time middleware.

4 Run-Time 2KQ Middleware

In this section, we present the component-based and reconfigurable run-time
2KQ middleware, which plays major role during application execution.

4.1 Architecture

The run-time 2KQ middleware (shown in Fig. 9) consists of three planes: the
application execution plane, the middleware execution plane, and the middleware
management plane.

In the application execution plane, the application run-time container is
the place where the application service components, compiled with required mid-
dleware service components’ APIs and their necessary libraries, are instantiated
and running. There exists one application run-time container per application.

In the middleware execution plane, the middleware service component
container is the place where the application-neutral middleware service compo-
nents (e.g., resource brokers [19], observer and resource adaptor [18]), are instan-
tiated and running. There exists one middleware service component container
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QLibServerQLibClient_PC
{UserIrQoS:High}

{UserIrQoS:High} QLibServerQLibClient_CE

Information retrieval

...

struct PriorityRange priority_range ; 
priority_range.min = 10 ; 
priority_range.max = 15 
interface RequestPriorityPolicy : CORBA::Policy {
       readonly attribute PriorityRange   priority_range ; 
}; 
struct RoutingTypeRange routing_range ;
routing_range.min = SYNC_WITH_SERVER ;
routing_range.max = SYNC_WITH_TARGET ;

interface RoutingPolicy : CORBA::Policy {
      readonly attribute RoutingTypeRange routing_range ;
};
interface QueueOrderPolicy : CORBA::Policy {

};
interface SyncScopePolicy : CORBA::Policy {
      readonly attribute SyncScope synchronization = SYNC_WITH_TARGET ;
};

      readonly attribute Ordering allowed_orders = ORDER_PRIORITY ;

interface RelativeRoundtripTimeoutPolicy : CORBA::Policy {
      readonly attribute TimeBase::TimeT relative_expiry = .... ; 
}; 

struct PriorityRange priority_range ; 
priority_range.min = 10 ; 
priority_range.max = 15 ; 
interface RequestPriorityPolicy : CORBA::Policy {

       readonly attribute PriorityRange   priority_range ; 
}; 
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per machine and is shared among different applications. Both containers are
dynamically created, managed and controlled by the middleware management
plane.

The middleware management plane provides a set of middleware man-
agement services which help to instantiate, manage, and control an application
with the quality of service provision. Specifically, it needs to provide support for
(1) QoS setup of the application corresponding to user QoS request6, and (2)
QoS adaptations of the application in case of changes in user preference, and
dynamic constraints such as resource availability, execution environment and
mobility. The goal is to maintain the QoS provision or gracefully degrade QoS
during the application run-time if changes occur.

The profiler and executor are the front-end agents of the run-time 2KQ mid-
dleware waiting for probing service requests from the Q-Compiler’s resource
translation, and for user QoS requests from end-users for the application execu-
tion, respectively. They handle the requests using the provided services in the
middleware management plane.

The middleware management plane composes of the following services: (1)
QoS configuration selection service; (2) component location discovery service; (3)
QoS configuration instantiation service; (4) component registration service ;(5)
multi-resource reservation service, (6) multi-resource monitoring service, and (7)
adaptation policy management service.

The QoS configuration selection service consults the QoSCASpec repository
to get all possible QoS configurations corresponding to the user QoS request
for an application. The selection service chooses the best configuration among
the returned QoS configurations based on the current available resources, and
execution environment (e.g., it performs the match between the current available
resources and the configurations’ system resource requirements). If the chosen
configuration consists of a component with undefined location (target node), the
component location discovery service will be activated to discover (i.e., contacting
the public domain of running components) the component’s best location.

The QoS configuration instantiation service is responsible to instantiate spe-
cific service components and their associated middleware service components
defined in the pre-requisite system configuration files7 into the distributed lo-
cations (target nodes). The instantiation services in the distributed locations
coordinate among themselves to (1) dynamically create the application run-time
containers and the middleware service component containers in the distributed
locations,(2) dynamically download the service component(s) from a service com-
ponent repository if the required specific or middleware service component(s) are
6 For example, an end-user provides a user request as follows: [<application name

= ”MONETVoD”>, <application category = ”Video on Demand”>, <QoS level
= [High:UserPVQoSHigh, UserPAQoS:High, UserSecQoS:High]>, <accessibility =
”Public”>].

7 The configuration files are accompanied with corresponding mapping result files (sec
Sect. 3) and the mapping result files will be used by the run-time middleware only
if the associated middleware service components do not need any instrumentation
of the specific service components’ source codes.
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not located in the specified locations, and (3) instantiate the service components
in these containers. These steps will be performed only if no instance of the re-
quired service component is running on a particular target node. Note that when
a service component is instantiated, it may advertise itself to a public domain
of running components via the component registration service.

The multi-resource reservation and coordination service, based on the end-to-
end run-time multi-resource negotiation, is activated after the QoS configuration
instantiation service if the involving distributed locations support the reserva-
tion of resources. The end-to-end resource negotiation is based on the minimum
resource requirement information compiled during the application development
phase.

The multi-resource monitoring service is responsible to measure and gather,
via the resource brokers, current available resources and service components’
resource requirements, at the end-system and in the distributed locations. The
returned result from the resource monitoring service can be used as hint for
selecting the most suitable configuration during the QoS configuration selection
service, and the most suitable QoS adaptation during the application run-time.
During the application development phase, the Q-Compiler’s resource transla-
tion uses this service via the profiler to measure the minimum end-to-end multi-
resource requirements for each specific configuration.

The adaptation policy management service performs the setup of adaptation
policies which include the possible QoS configurations and their transitions, cor-
responding to user preferences encoded in the user QoS request, and application
developer’s choices specified during application development phase. The setup of
the adaptation policies can be considered as part of the QoS setup. It helps the
run-time middleware to manage the adaptations of an application appropriately
during the application run-time.

While we present the middleware management plane as the composition of
seven necessary middleware management services to manage and control the
application execution plane, the middleware management plane is configurable
and extensible by additional services. Moreover, the middleware management
plane on different machines with varied capacities (e.g., high performance PCs,
handheld PDAs) and environments (e.g., reservation-enabled, or best-effort) can
be dynamically customized. For example, the middleware management plane on
the handheld PDAs can be configured to include only partial services or even no
services, and to rely on a gateway with fully-support middleware management
plane.

In the following subsections, we describe how the run-time 2KQ middleware
assists the Q-Compiler’s resource translation during the application development
phase, and how it manages and controls the execution of an application during
the application execution phase.
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4.2 Run-Time 2KQ Middleware and Q-Compiler’s Resource
Translation

The run-time 2KQ middleware performs the following steps (see Fig. 10) to
assist the Q-Compiler’s resource translation measuring the distributed multi-
resource requirements for a specific configuration8. Step 1: the profiler gets the
resource translation’s distributed probing request. Step 2: the profiler activates
the QoS configuration instantiation service to collaboratively create the appli-
cation run-time containers and the middleware service component containers
in the distributed locations, corresponding to the specific configuration associ-
ated with the distributed probing request. Step 3: the instantiation services in
the distributed locations, then, dynamically download the required service com-
ponents from the service component repository, and instantiate them into the
created containers. Step 4: the profiler activates the resource monitoring service
to collaboratively gather the distributed multi-resource requirements for the con-
figuration. Step 5: the profiler returns the minimum end-to-end multi-resource
requirements of the configuration to the Q-Compiler’s resource translation.
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Fig. 10. Run-time 2KQ Middleware Assisting Q-Compiler’s Resource Translation

4.3 Run-Time 2KQ Middleware and QoS-Aware Application
Execution

In this section, we describe how the run-time 2KQ middleware instantiates,
manages, and controls an application execution corresponding to a user QoS
request, the application’s QoSCASpec, and the dynamic run-time constraints
such as current resource availability, and execution environment.

8 Note that the individual steps in this paragraph correspond to the steps in Fig. 10.
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The run-time 2KQ middleware performs the following steps9 (see Fig. 11).
Step 1: the executor gets a user QoS request. Step 2: the executor activates
the QoS configuration selection service to find the most suitable configuration,
which will be determined based on (1) the application’s compiled result getting
from the QoSCASpec repository (see Step 2.1 in Fig. 11), and (2) the current
available resources getting from the multi-resource monitoring service (see Step
2.2 in Fig. 11). The adaptation policy management service performs the setup
of the adaptation policies among different possible configurations getting from
the QoSCASpec repository (see Step 2.3 in Fig. 11). The component location
discovery service will be activated in Step 3 if there exists an undefined location
in the selected configuration from Step 2. Step 4: the QoS configuration selec-
tion service returns the most suitable configuration to the executor. Step 5: the
executor activates the QoS configuration instantiation service to collaboratively
create the application run-time containers in the distributed locations, according
to the specified information in the returned configuration. Step 6: the instan-
tiation services in the distributed locations dynamically download the required
service components from the service component repository, and instantiate them
into the created containers. Note that in Step 6, when a service component is in-
stantiated, it may also register itself to a public domain of running components
via the component registration service. In Fig. 11, we assume that the mid-
dleware service component containers are already available in the distributed
locations. Step 7: the executor activates the multi-resource reservation and co-
ordination service to coordinate the reservation of resources in the distributed
locations for the end-to-end configuration. The resource reservation service will
be activated only if the involving distributed locations support the reservation
model. Step 8: the executor returns the execution result to the end-user.

Because the run-time 2KQ middleware is component-based and reconfig-
urable, and allows for dynamic downloading and linking of service components
into distributed target nodes securely, it can execute and ensure the QoS pro-
visions for different types of QoS-aware applications uniformly, based on the
compiled meta information in applications’ QoSCASpecs.

5 Implementation and Experiments

The implementation is divided into two parts: (1) the uniform QoS programming
environment and the Q-Compiler’s multi-aspects QoS translations are imple-
mented in Java, and integrated with the visual programming environment [20];
(2) the distributed run-time 2KQ middleware is implemented as a set of CORBA
components, based on the dynamic reconfigurable middleware ”dynamicTAO”
[21], and the resource reservation model in the QualMan system [22].

The run-time 2KQ nodes are connected via a 100 Mbps Ethernet10. The
nodes are: (1) two Sun Ultra-60 workstations, each with two 360 MHz processors
and 768 MB memory, (2) one Sun Ultra-60 workstation with two 450 MHz
9 Note that the individual steps in this paragraph correspond to the steps in Fig. 11.

10 We are working towards heterogeneous networks with different devices’ capabilities.



2KQ+: An Integrated Approach of QoS Compilation 389

Service component
       repository

OS/system resources

QoS configuration instantiation service

Multi-resource monitoring service

Middleware management plance

Executor

QoS configuration selection service

Adaptation policy management service

configurations triggering 
                               events

...

Component location discovery service  

Multi-resource reservation and
             coordination service  

 Middleware service
component container   

Application run-time
        container   

Middleware management plance

Multi-resource monitoring service

OS/system resources

Multi-resource reservation and
             coordination service  

QoS configuration instantiation service

 Middleware service
component container   

Application run-time
        container   

execution plane
M

iddlew
are

   A
pplication 
execution plane

   
A

pp
lic

at
io

n 
ex

ec
ut

io
n 

pl
an

e
M

id
dl

ew
ar

e
ex

ec
ut

io
n 

pl
an

e
End-user

User QoS request Sucess/Fail

machine machine

1 8

2
4

2.1

2.2

2.3
2.2

2.2

2.2

3

5

5,6

5

7

7

7

7

7

7
7

7
6 6

QoSCASpec
  repository

Running components
   public domain
   

3 6

Component registration service

6
5,6

Fig. 11. Run-time 2KQ Middleware Managing QoS-aware Application Execution

processors and 1024 MB memory. All machines are running SunOS 5.7. The
file system is NFS. The Q-Compiler runs on Pentium-II PC with one 366 MHz
processor and 128 MB memory, and connects to the run-time 2KQ nodes via
the 100 Mbps Ethernet.

We show our first results of the unified QoS management framework’s perfor-
mance via the overhead of the resource translation’s distributed probing protocol
(see Fig. 12(a)), and the overhead of the QoS setup (see Fig. 12(b)) for different
applications.

In Fig. 12(a), vod-1, vod-2 and vod-3 are three different configurations of a
video on demand application: (1) a single server with a single client, (2) a single
server with two clients, and (3) a single server with three clients. The graph is
an average of fifteen runs for the three configurations. The results show that
the average resource translation times, based on the distributed probing protocol,
are 1555.1, 1596.1, and 1606.4 ms, respectively. Times vary corresponding to
the number of associated service components needed to be instantiated in the
configurations, service components’ sizes and target locations. Note that the
measurements do not include the duration of individual service components’
local resource probing.

In Fig. 12(b), we measure the QoS Setup time of four applications: vod-1,
vod-2, distributed audio (distributed-audio) with three audio players, and video
broadcasting (video-broadcasting) with a server, a gateway, and two receivers.
The QoS setup time includes QoSCASpec lookup, dynamic downloading of ser-
vice components and component instantiation. The graph is an average of fifteen
runs for the four applications. The results show that the QoS setup times for
the four applications vary mainly according to their dynamic downloading times,
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(a) (b)

Fig. 12. (a) Resource Translation Times for Different Configurations During the Ap-
plication Development Phase, (b) QoS Setup Times for Different Applications During
the Application Execution Phase

which are 723.0, 945.5, 964.5, and 1458.7 ms, respectively. Dynamic downloading
times vary corresponding to the number of associated service components in the
configurations, the service components’ sizes and the target locations. The aver-
age QoSCASpec lookup times for the four applications are 53.3, 54.7, 48.9, and
72.3 ms, respectively. The QoSCASpec lookup is stable and very small because
the current QoSCASpec repository is running on the same machine as the ex-
ecutor getting the user QoS request. Also, in these experiments, the QoSCASpec
lookup performs only the configuration matching without considering additional
constraints. The average component instantiation times for the four applications
are 55.3, 59.3, 66.1, and 82.1 ms respectively. The component instantiation time
is the time used in CORBA method invocations to start the distributed ser-
vice components forming the application. If we assume that service components
(some or all) in a configuration are already in places, the QoS setup time for the
configuration will be very small.

6 Related Work

Extensive related work exists in different areas of the QoS:

– QoS specifications and QoS translations
QoS specifications, proposed as part of QoS architectures or QoS middleware
architectures, depend on the design and objectives of the architectures. For
example, in QuO project [14], QoS is specified via a suite of description
languages based on aspect-oriented programming [23]. In QoSME [7], QoS is
described via a Quality of Service Assurance Language (QuAL). In CORBA,
QoS is specified via pre-defined interfaces of different QoS extensions such
as control and management of audio/video streams in CORBA [9], CORBA
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messaging [10], fault tolerant CORBA [11], and real-time CORBA [12]. In
Agilos middleware [18], QoS is defined via rules and membership functions.
In Q-RAM project [6], QoS is represented via utility functions.
In the area of QoS Translation, QoS translations, based on analytical func-
tions, are proposed. For example, in [2] Nahrstedt et al. propose a translation
from a multimedia application’s QoS parameters into transport subsystem’s
QoS parameters, and in [24] Kim et al. propose a translation from MPEG
video parameters into CPU requirements. The proposed analytical transla-
tions are application-specific and applied to multimedia domain. Moreover,
they deal only with the translation between the application QoS parameters
and the system resource requirements.

– QoS Architectures
Several reservation-based QoS architectures and approaches already exist.
For example, in [2,3,4,5] researchers propose end-to-end QoS management
frameworks for multimedia applications. In the best-effort environment, the
adaptation-based QoS architectures exist. For example, Agilos [18] proposes
a framework assisting in QoS enforcement for a distributed visual track-
ing application. Q-RAM project [6] proposes a QoS management framework
based on the multi-resource allocation model mainly focusing on the global
resource optimization. QoSME [7] with the Quality of Service Assurance
Language (QuAL) provides the abstractions for QoS management to the
underlying network management. These QoS architectures and approaches
are designed only for one type of applications, or to handle particular aspect
of QoS provisions such as the resource management. If one wants to run a
different type of applications, the existing QoS architectures do not scale,
i.e., might not be applicable, or reusable.

– QoS in Distributed Object Computing (DOC) Middleware
In distributed object computing (DOC) middleware such as CORBA, control
and management of audio/video streams in CORBA, CORBA messaging,
fault tolerant CORBA and real-time CORBA [9,10,11,12] are proposed to
provide quality of service for different types of applications. In this case,
an application will be QoS-aware if the application developer deploys these
QoS-related interfaces. Hence, an application developer has to learn different
IDL interfaces for different types of provisions. In addition, the application
developer has to know the semantics of these interfaces, and how to translate
his/her application QoS requirements into these interfaces and their param-
eters appropriately. For example, in real-time CORBA, an interface allows
the application developer to specify the protocol configuration such as pro-
tocol type, ORB protocol property, and transport protocol property. What
is not clear is how an application’s QoS specifications should be translated
appropriately into these IDL interfaces and parameters. Other QoS efforts in
DOC middleware are the optimizations of ORBs, such as TAO project [13]
at Washington university to support the real-time messaging. BBN’s Qual-
ity Object (QuO) project [14] allows an application developer to develop
distributed applications that can adapt to the changing quality of service in
CORBA environment. Lancaster’s multimedia component architecture [25]
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is extended beyond CORBA or DCOM and takes application QoS param-
eters into account. Adapt project [26] allows explicit bindings in CORBA
via open bindings. Qualities of services in DOC middleware are also tailored
toward specific type of applications or particular aspect of QoS provisions.

7 Conclusions

Different domains of distributed component-based applications, running in het-
erogeneous execution environments, need different quality of service semantics. It
is hard to provide quality of service for individual applications, and even harder
to handle them uniformly in a QoS management framework. The difficulty is in
both the development phase, and the execution phase to integrate the QoS as
part of the application.

In this paper, we describe the architecture and the philosophy of a unified QoS
management framework, 2KQ+, based on the integrated approach of the QoS
compilation and the component-based and reconfigurable run-time middleware.
The framework provides uniform and systematic mechanisms for developing a
QoS-aware application during the application development phase, and for en-
suring QoS provisions based on the compiled information and dynamic run-time
constraints, during the application execution time.

While the component-based middleware concept by itself is not novel, (1) the
introduction of an automated QoS compilation concept, which helps the appli-
cation developer to decide the possible configurations and the appropriate set of
middleware components running in heterogeneous execution environments, and
(2) the integration of these two concepts, forming the unified QoS management
framework, are novel.

We believe that 2KQ+ is a practical solution for a unified QoS management
framework, which includes not only QoS setup and QoS provision during the
application run-time, but also QoS programming and compilation for different
applications during the application development.
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